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Preface

In this section:

Typographical Conventions

[T <To | = T3 TP 6

Typographical Conventions

Before you start using this guide, it is important to understand the documentation

conventions used in it.

The following kinds of formatting in the text identify special information.

Formatting convention Type of Information Example

Special Bold Items you must select, Go to the Systemtab.
such as menu options,
command buttons, or
items in a list.

Titles of chapters, Read the Basic Administration
sections, and subsections. |chapter.

Italics Used to emphasize the The system supports the so
importance of a point, to called wildcard character search.
introduce a term or to
designate a command line
placeholder, which is to be
replaced with a real name
or value.

Monospace The names of commands, |The license file is located in the
files, and directories. http://docs/common/licen

ses directory.



http://docs/common/licenses
http://docs/common/licenses
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Formatting convention Type of Information Example

Preformatted #1s 71 alffiles
total 14470

On-screen computer
output in your command-
line sessions; source code
in XML, C++, or other
programming languages.

Preformatted Bold # cd /root/rpms/php

What you type, contrasted
with on-screen computer

output.

CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.

KEY+KEY Key combinations for CTRL+P, ALT+F4

which the user must press
and hold down one key
and then press another.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's title,
chapter and section titles, and the fragment of text in which you have found an error.



http://www.parallels.com/en/support/usersdoc/

CHAPTER 1

KeyAdministrator Partner API

This chapter contains basic information about Key Administrator, terms and definitions
in KA, and small introduction for using Key Administrator Remote Partner API.

In this chapter:

] 1o T 18 Tox 1 o] o 8
HISLOry Of CRANQES.......cooviiiiiiiiiiiie e 8
BasiC DefiNItIONS......cciiiiiiiiiiiiiiie 10
Getting AdditioNal HEIP ... ..eviiiiiiiiiii e 12

Creating RemOte APl ACCOUNT.........uuuuitiiiiiieiiiiiiieieiieeieeeeeeeeaeeseeeeeneeeeeneeesenennenee 12
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Key Administrator Partner API

Introduction

Technology

The Key Administrator API is based on the XML-RPC protocol. XML-RPC is a Remote
Procedure Calling protocol that works over the Internet. An XML-RPC message is an
HTTP-POST request. The body of the request is in XML. A procedure executes on the
server and the value(s) it returns is also formatted in XML.

Procedure parameters can be scalars, numbers, strings, dates, etc., and can also be
complex records and list structures. Particular parameters and return values are
command-specific. By default, all command parameters and structure fields are
required.

Access Points

Key Management Remote API endpoint is available at:

https://ka.parallels.com:7050

For testing purposes, please use the following URL.:

https://kademo.swsoft.com:7050

Please note that it is mandatory to use secured connections (HTTP over SSL).

Note: A separate API login is required to connect to the API, the standard KA Client or
Reseller login to the GUI does not work.

History of Changes

Key Administrator 1.12.0
A New Supported Identifiers
A Parallels Plesk 10 SMB Edition
Parallels Panel SMB Edition User Pack
Pinnacle Cart eCommerce Shopping Cart
Keepit.com Online Backup
LinuxMagic MagicSpam
Symantec Norton Internet Security Online

Interspire Email Marketer 5

> P> > >y > B> D

Interspire Knowledge Manager 5

Key Administrator 1.11.0


https://ka.parallels.com:7050/
https://kademo.swsoft.com:7050/
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A New constants in Parallels Plesk Panel identifiers

A Parallels Plesk(TM) for Windows Power Pack Light (Lease) to Parallels
Plesk(TM) for Windows Power Pack (Lease)

A Parallels Plesk Reloaded(TM) for Parallels Virtuozzo Containers Power Pack
Light (Lease) to Parallels Plesk Reloaded(TM) for Parallels Virtuozzo Containers
Power Pack (Lease)

A Plesk(TM) Professional Website Editor (Purchase and lease)

Key Administrator 1.10.2

New licenses supported by KA:

A Parallels Plesk Billing §on page 162)
A Lease licenses for Parallels Server 3.x for Maa page 250)

Key Administrator 1.10.0

New licenses supported by KA:

A Plesk 9.Xon page 163) and Plesk 9.x for PV(©n page 174). New base and additional
KeyTypes, new upgrade plans.

A Parallels Fsphere 2:8.1(on page 247)

A Parallels Server 3.x for Mao page 250)

A Atmail Webmail 5.x for Pldsk page 298)

Key Administrator 1.9.2

A New methods in KA Partner.API
A partner10.addNoteToKey (on paeised to add a text note to a Key

Key Administrator 1.9.0

A SUS policyNew SUS constants for Parallels products. Please use new constants
RENEW_SUS instead of all RENEW_* * constants and REINSTATE_SUS instead
of all REINSTATE_*_* constants. Note that these two constants completely replace
the old constants and do not depend on number of domains, VPSes etc.

A More code examples, more languddes programming code examples in Java and
Python added. For more information, refer to the Progamming Code Exampl@m
page 315) section in the Appendix.

A New method partner10.getKeysinfoBy#elded to KA Partner API. For more
information, refer to the partner10.getKeysIinfoBybh page 99) section of this guide.

A New Parallels Virtuozzo Containers feati@siew the new Parallels Virtuozzo
Containers features, refer to the Featuregables in the Parallels Virtuozzo Containers
(on page 212) section of this guide.
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A Parallels Virtuzzo ContainersUnlimited Containers constantrtuozzo Containers -
Unlimited Containers are now supported via Partner API. These licenses are only
available for Purchase, not for Lease. These licenses are not limited in number of
active Containers, but in number of CPUs. E.g. to use the license on a 4 CPU
server, you must also have a 4 CPU license.

A 4PSA LicensegtPSA VoipNow is the leading PBX software for service providers and
enterprises. Starting with version 1.9.0, Key Administrator supports 4PSA VoipNow
license Keys.

A Parallels Virtuozzo Containers with Parallels Infrastructure M&wmsants for
Parallels Virtuozzo Containers with Parallels Infrastructure Manager (PIM) have
been added to Partner API.

Basic Definitions

This section contains basic definitions and abbreviations used in Key Administrator.

In this section:

Key AdMINISTrator TEIMNS ......coviiiiiiiiiiieieieceeeee e 11
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Key Administrator Terms

Activation CodeA string-based alphanumeric license code that can be used to activate
the software - currently available for Sitebuilder and Virtuozzo Containers 4.0. The
server with the software must be able to connect to Key Administrator (port 5224) for
the activation.

AutoUpdate Key Administrator and compatible products support auto-update of license
files. A key file issued by KA will have an expiration date and update date. The period
between these two dates is usually 10 days. Once the update date is passed, the
product will automatically connect to KA and request an update of the license. If the
license is in good standing, KA will update the license and return a new key file with a
new expiration date.

Bound IPEach production license can be bound to a specific IP address, for example to
allow easy installation (automatic deployment of the license based on the target
server's IP address).

Client A Client is a user in the Key Administrator, who is able to purchase/manage and
own (license) Keys.

Feature A Feature is an additional set of properties for a Key. A feature can be related
to a certain Key.

Instance URILAnN Instance URL is an URL where a web application of a certain customer
is located. Some licenses can be bound to a specific application URL.

Key. In the context of KA a Key (license) is a right to possess and use certain
products/services; it is characterized by a number of properties, features and values.

Key file A file with (encrypted) code that will be installed on the product to allow the
product to work and will allow/disallow certain Features/Limitations. The Key files
created by KA are based on the values of the Key in KA.

License DateEvery Key file issued by Key Administrator has an expiration date. When
the expiration date of the installed key has passed, then the license will be considered
as expired by the product and it will stop working. Therefore, all permanent licenses
from KA have Auto-Update and an Update Date. In KA the actual date when the last
issued Key file version will expire is stored and shown in GUI and API.

Master KeyA special Key used for automatic creation of regular Keys based on a
template (Master) Key. The functionality of Master Keys has been replaced by the
Partner API.

Partner APXML-RPC based API to provision and manage licenses in the Key
Administrator. The API is available to customers who have been granted access to KA,
but requires a login/password different from the GUI access.

Pricelist Pricelist is a collection of Keytypes, Features and Upgrade Plans, each with a
set price; each Client is linked with a single Pricelist. Clients and Resellers can only
use Keytypes and Upgrade Plan available in their Pricelists.

Product CodeSee Activation Code.
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ResellerReseller is a user in Key Administrator who is able to create/manage Clients,
Operators, subresellers, and purchase (license) Keys for his/her Clients.

SUS SUS stands for Software Upgrade Service. Active SUS on a Key allows to
upgrade this Key to the next major version for free. To learn more about SUS, please
refer to our website: http://www.parallels.com/en/support/sus/.

SUS Expiration DatEhe date when SUS expires. Most Parallels products have 1 year of
initial SUS by default.

Update DatéNext scheduled update date for license auto-update.
UpgradePlan An Upgrade plan is a conversion rule t

product version, e.g., from Plesk 7.5 Reloaded to Plesk 8.0, or individual Features of
that Key, e.g., from 100 Domains to Unlimited Domains.

Getting Additional Help

This documentation and many more technical documentations for our products can be
found in the Parallels Technology Network at http://swdn.swsoft.com. You can also find
there online forums to share your experience with other users and developers.

Creating Remote API Account

The standard Key Administrator GUI login does not work for the Partner API. You need
a separate API account for this, it will have access to the same licenses as over the
GUI though. In order to get a Remote Partner APl account to manage your licenses,
please contact your Parallels sales representative (account manager).


http://www.parallels.com/en/support/sus/
http://swdn.swsoft.com/

CHAPTER 2

Creating Client Software

This chapter contains information about creating client software; it is provided with
description of license Keys structure and detailed instructions on creating software in
Perl, PHP and Ruby for accessing Key Administrator Remote API.

In this chapter:

] 1o T 18 Tox 1 o] o 14
LiCENSE KEYS SHIUCLUIE ......ieeeieeeeiiie et e et e e e e e e ettt e e e e e e e e e aaaees 15
Code WalK-TRIOUGRNS ........uuiiiiiiiiiiiiiiiei e enennenne 17

(©00] 0 018 10T AT ESTST U = 23
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Creating Client Software

Introduction

Writing a client application for Key Administrator consists mostly of two parts.

1 License Management
2 KA Interaction

License Management contains the major business logic. It determines what license
should be created, retrieved, upgraded or canceled. This part would be connected with
your internal provisioning systems.

If you manage lease licenses you probably want to develop it in the way that it creates
and manages all licenses on demand, meaning that you would only create a new
license when needed for a new product installation and that you would cancel
(terminate) this license when the product installation is not used anymore.

If you have to manage purchase licenses, you would probably create some kind of pool
where you group your licenses by features and product release. Then when a server is
provisioned you could take a free license from the pool or create a new one or upgrade
a license from another pool. When product installation is taken out of service, the
(already paid) liscense would be put back into the pool for re-usage. Also you need to
be aware about SUS (it determines if the license can be upgraded to another major
release or not), SUS needs to be renewed/paid every year to remain active. For lease
licenses SUS does not expire.

When you store information about licensesinyour | oc al l icensing
need to store the actual key file as it can always be retrieved on demand via the
Partner API. Also you should identify your licenses by the actual key number as
APLSK. 00012 345 dligitywostfih(tbhat indicates the kéy file revision).

The second part is the KA interaction. You need to establish a HTTPS connection to
the KA server and then exchange XML requests and responses. For code examples
and detailed descriptions for several programming languages read the next section.

manag e
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License Keys Structure

Licenses in Key Administrator mostly consist of two types of objects, base keytypes

and features. Examples for base keytypes are
iDr . WeNMi Ant D, iPl esk 8e 0fol,0 Oe tDco.maK enastou, r efisUnal ri mi
Domai nso. , fPower Packo, n2 CPU, 60 VPSO and m

Basektypes can be of two kinds, they can be either standalone main Keys such as

APl esk 8.00 or they can be so called addition
Edittor 0 and ADr. Web Anti Virus for Plesko. Such
like the main Keys.

.-'/f.- "‘x__ll Ny "y
Additional
Feature —
- Base Keytype
Feature
o Irf' \
Feature | [ Feature ‘
— [ Feature ‘
Main Base e I
Base Keytype

'.\_ J I'\ J
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CreatincClient Software

Letbébs now |l ook at an example with

SpamAssassin Add-On, and a Cold Fusion Add-On. Linked to the Plesk Key are two

Pl esk

additional Keys, one Dr.Web Anti-Virus Key and one SiteBuilder for Plesk Key with 100

Sites and the additional Multi-Server Add-On. The Keys together with features can be
created via the method partner10.createKey(). The additional Keys can be linked with

the main Key with the method partner10.attachKey().

-

100 Domains

SpamAssassin

Cold Fusion

Plesk 7.5
Reloaded

\ PLSk 00123443 0002 j

~

—

PLSK 03127 243.0001
. A

Dr Web
AntiVirus

*,

| 100 Sites \ \

[ Multi-Server ‘

SiteBuilder

SB.03127221.0004

Usually our products support automatic upgrade of a license from one major version to
the next (as |l ong as SUS is active
also perform this upgrade manually through the Partner API using

partnerl0.upgradeKey() and the appropriate basekey upgrade plan. The following
example shows an upgrade from Plesk 7.5 Reloaded to Plesk 8.0. Notice that the
revision of the license changes, but not the actual (8-digit) Key number:

100 Domains

SpamAssassin

Cold Fusion

Plesk 7.5
Reloaded

\_ PLSK 001224430002 )

100 Domains

SpamAssassin

Cold Fusion

Plesk 8.0

" PLSK 001234430003

on

t he

ma i

c
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The same way that you upgrade base keytypes you can also upgrade many of the
feature such as Domains or Sites features - you do not need to create a new license for
this. To upgrade a feature on a key, use the APl method partner10.upgradeKey()
together with the appropriate feature upgrade plan. You can see that the revision of the
license in KA will change due to the upgrade.

100 Domains I> 300 Domains

SpamAssassin SpamAssassin

Cold Fusion Cold Fusion

Plesk 8.0 Plesk 8.0

L PLSK 00123443 0003 y N PLSK 001234420004

Code Waldhroughs

In this section you can find implementation examples for accessing the Key
Administrator Partner API in different programming languages. You can find these and
more full code samples (for copy&paste) in the Appendixon page 304) section.

You can also find many more general XML-RPC implementations and examples at
http://www.xmlrpc.com/directory/1568/implementations.

In this section:


http://www.xmlrpc.com/directory/1568/implementations
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Creating Client Software

Perl

The module Frontier::Client can be used for communication via XML-RPC in Perl. You
can download the module from http://search.cpan.orqg/~rtfirefly/Frontier-
RPCl/lib/Frontier/Client.pm.

Here is an example of how to retrieve the key file for a given license in KA:

1

Load required modules.

use Frontier::Client;
use MIME::Base64;

Define variables. API login, APl password, KA endpoint URL and key
number. The URL for the KA endpoint must start with https://.

$login = "apilogin’; # username for API

$pass = ‘apipassword’; # password for API

$url = 'https://kademo.swsoft.com:7050'"; # server url

$key = 'PLSK.00052355'; # key to retrieve

Create new server Frontier::Client object.

$server = Frontier::Client - >new( 'url' => $url, 'debug’' => 1
)i

Create named array for authinfo struct.

%authinfo = ( login => $login,
password => $pass);

Send call with name of API method and all parameters. %authinfo is
the named array (struct) and $key is the Keynumber to query as
defined above. The response XML will be stored in $result.

$results = $server - >call('partner10.retrieveKey', \ %authlnfo,
$key);

Check result code. The resultCode will be an element in the returned
XML response. Check if the call finished successfully or with error.

if($results - >{resultCode} != 100){
die(" \ nError retrieving key: $key \ n");
}

Retrieve data from XML. Extract the keynumber and the actual key
file from the response XML. The key file is BASE64 encoded, it needs
to be decoded.

$key_number = $results - >{keyNumber};
$key_file = decode_base64($results - >{key} ->value())." \ n";

Write the key file to the file system (or database, etc).
open(KEY, ">$key.sh");

print KEY $key file;

close(KEY);


http://search.cpan.org/~rtfirefly/Frontier-RPC/lib/Frontier/Client.pm
http://search.cpan.org/~rtfirefly/Frontier-RPC/lib/Frontier/Client.pm
https://
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You can then try and install the Key file to the product.

Note: Your LWP::UserAgent installation needs to support https connections to be able
to connect to KA Partner API.
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Creating Client Software

PHP

For PHP, we recommend the Pear package XML_RPC. You can download it at
http://pear.php.net/package/XML_RPC/. It will handle the https connection

transparently.

1

Load the XML_RPC class.
require_once("XML/RPC.php"); # PEAR::XML - RPC class

Define variables. Be aware to use https in the URL part.

$login = "apilogin"; # username for API
$password = "apipassword"; # password for API
$key = "PLSK.00052355"; # key to retrieve
$url =" https://ka.parallels.com "
$port = 7050;

$functionName = "partnerl0.retrieveKey"

Create method parameter structs. Authinfo struct consists of two
entities (login, passport). The main function has two parameters, we
store them in the array $functionParams].

$Authinfo["login”] = new XML_RP C_VALUE($login, "string");
$Authinfo["password"] = new XML_RPC_VALUE($password,
"string");

$functionParams[] = new XML_RPC_VALUE($Authlinfo, "struct");
$functionParams[] = new XML_RPC_VALUE($key, "string");

Create message object. This bundles the complete XML-RPC request.
$message=new XML_RPC_Message($functionName,$functionParams);

Establish connection to KA server.
$client = new XML_RPC_Client("/", $url, $port);

Send request to server. Store the response object in $result variable.
Then extract the XML data to the $data variable.

$result = $client - >send($message);
$data = $result - >value();

Convert the XML data to a named array.
$dataArray = XML_RPC_decode($data);

Check the response code. Process the data if the call was successful,
else perform some error handling. You can find the current key
number e.g. in $dataArray["keyNumber"], the actual key file is in
$dataArray["'key"]. The key file is encoded in BASE64, so you still
need to decode it.

if ($dataArray["resultCode"] == 100) {
Process data here!
echo $ dataArray['key"]; # prints key
# print_r($dataArray); # print the entire array


http://pear.php.net/package/XML_RPC/
https://ka.parallels.com/
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} else {
echo "Result Code: ".$dataArray["resultCode"]." \n";
echo "Result Desc:
".$dataArray["resultDesc"].$dataArray["faultString"]." \n";
}

Now you can process the Key file, store it on a file system or in a database. Or directly
install it in the software.
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Ruby

Ruby has standard class for XML-RPC called XMLRPC::Client i you can find the
documentation at http://www.ruby-
doc.org/stdlib/libdoc/xmirpc/rdoc/classes/ XMLRPC/Client.html.

1 Load class XMLRPC::Client.

require "xmlrpc/client"
Define structs Authinfo, ServerAddress and CreationParameters.

Authinfo = Struct.new( "Authinfo", :login , :password )
ServerAddress = Struct.new( "ServerAddress", :ips, :macs )
CreationParameters = Struct.new( "CreationParameters", :hwid

)

Define server connection.

server = XMLRPC::Client.new2(
'https://ka.parallels.com:7050/", nil, 900 )

Perform call to server and store response in result variable. Start with
a begin. The code starting from here should be put into an begin/end
block to catch possible exceptions. The method requires the following
parameters:

A String: method name

Struct: authinfo

String: keytype

Array: features (pay attention that even if you only have a single feature or even
none, you need to send an array)

A
A string: kaclient
A
A

>

Struct: CreationParameters for main Key
Array: additional Keys

. >

A Struct: CreationParameters for additional Keys

begin

puts 'Performing Call’

result = server.call( "partnerl0.createKey",
Authinfo.new( "API_USER", "API_PASSWORD"),
ServerAddress.new( [ "192.168.62.80" ], [] ),

'ka - client’,

VIRTUOZZO_2X3X',

[2CPU_40VPST,
CreationParameters.new('2111.4355.5697.53D9.C5B3.766A.8 43A.19
84'),

[ 'VIRTUOZZO_TOOLS_FOR_LINUX'],
CreationParameters.new(
'2111.4355.5697.53D9.C5B3.766A.843A.1984" ))

5 Print out result from response.


http://www.ruby-doc.org/stdlib/libdoc/xmlrpc/rdoc/classes/XMLRPC/Client.html
http://www.ruby-doc.org/stdlib/libdoc/xmlrpc/rdoc/classes/XMLRPC/Client.html
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puts "Contents:"

result.each { | key, value | puts "#{key}: #{value}" }

Catch exceptions and finish begin/end block with end. rescue
XMLRPC::FaultException => e

puts "Error:"
puts e.faultCode
puts e.faultString

end

Common Issues

This section contains information on common problems which can occur when creating
a client software.

1

Invalid access point

You are receiving HTTP error with code 403 and description 'Only XML-RPC or SIP
requests are allowed on the port 7050'. This means that you are using invalid
access point, please use correct access points:

https://kademo.swsoft.com:7050 (for testing purposes)

https://ka.parallels.com:7050 (production server)

Wrong signature

Compare the signature (struct, struct, string, string, string) in the error message with
those available in the documentation. Probably, you have missed one parameter or
a parameter has the wrong type. E.g., a list of upgrade plans in
partnerl0.createKey() method is an array, even if you have only one upgrade plan,
you still need to send it as a 1-element array.

Not valid XML

You are receiving HTTP error with code 400 and description 'Unable to parse XML-
RPC request'. This happens when XML syntax is incorrect. This often happens
when an XML-RPC request was manually created instead of using proper libraries
for your programming language.


https://kademo.swsoft.com:7050/
https://ka.parallels.com:7050/

CHAPTER 3

License Keys Installation

This chapter contains Key installation instructions on main Parallels products.

In this chapter:

Installing Parallels Plesk Panel License Keys
Installing Parallels Plesk Sitebuilder License Keys
Installing Parallels Virtuozzo Containers License Keys
Installing Acronis License Keys
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Installing Parallels Plesk Panel License
Keys

Parallels Plesk Panel keys for both platforms - Windows and Unix/Linux - can be
installed in 3 ways: using GUI, using command line, and via Plesk APl RPC protocol.

GUI Installation

Please refer to the online user documentation at Parallels website:

A Parallels Plesk Control Panel 8.6 for Linux/Unix Administrator's Guide

http://downloadl.swsoft.com/Plesk/Plesk8.6/Doc/en-US/plesk-8.6-unix-
administrators-guide/index.htm?fileName=17984.htm

A Parallels Plesk Control Panel 8.6 for Windows Adminisi@iites

http://downloadl.swsoft.com/Plesk/Plesk8.6/Doc/en-US/plesk-8.6-win-
administrators-quide/index.htm?fileName=24816.htm

Command Line Installation in Plesk for Windows

U To install a key:

>%plesk_bin% \ keymng.exe -- install -- source -file=" <key file path>
Example:

>%oplesk _bin% \ keymng.exe -- install -- source -file="C: \keys\ plesk -
win.key"

U To install an additional key:

>0%plesk bin% \ keymng.exe -- install - additional -- source -file=" <key file
path> "

Example:

>%plesk_bin% \ keymng.exe -- install - additional -- source -

file="C: \ keys \ plesk - win - additional.key"
Command Line Installation in Plesk for Linux/Unix (Linux and FreeBSD)

U Toinstall a key:

# lusr/local/psa/admin/sbin/keymng -- install -- source -file=' <key file
path> '

Example:

# lusr/local/psa/admin/sbin/keymng -- install -- source -
file="/nhome/user/plesk - unix.key"'

U To install an additional key:

# lusr/local/psa/admin/sbin/keymng -- install - addition al -- source -
file="  <key file path>

Example:

# lusr/local/psa/admin/sbin/keymng -- install - additional source -

file="/home/user/plesk - unix - additional.key'


http://download1.swsoft.com/Plesk/Plesk8.6/Doc/en-US/plesk-8.6-unix-administrators-guide/index.htm?fileName=17984.htm
http://download1.swsoft.com/Plesk/Plesk8.6/Doc/en-US/plesk-8.6-unix-administrators-guide/index.htm?fileName=17984.htm
http://download1.swsoft.com/Plesk/Plesk8.6/Doc/en-US/plesk-8.6-win-administrators-guide/index.htm?fileName=24816.htm
http://download1.swsoft.com/Plesk/Plesk8.6/Doc/en-US/plesk-8.6-win-administrators-guide/index.htm?fileName=24816.htm
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Command Line Installation in Plesk for Linux/Unix (Debian)

U Toinstall a key:

# /opt/psa/admin/sbin/keym ng -- install -- source -file=" <key file path>
Example:

# lopt/psa/admin/sbin/keymng -- install -- source -

file="/home/user/plesk - unix.key"'

U To install an additional key:

# lopt/psa/admin/sbin/keymng -- install - additional -- source -file=" <key
file path> :

Example:

# lopt/psa/admin/sbin/keymng -- install - additional -- source -
file="Yhome/user/plesk - unix - additional.key'

Installation via Plesk API RPC protocol

For information on installing Parallels Plesk Panel keys using Plesk API, refer to the
Parallels Plesk Panel Adferencehttp://downloadl.parallels.com/Plesk/Plesk8.6/Doc/en-
US/plesk-8.6-api-rpc/index.htm?fileName=36911.htm.



http://download1.parallels.com/Plesk/Plesk8.6/Doc/en-US/plesk-8.6-api-rpc/index.htm?fileName=36911.htm
http://download1.parallels.com/Plesk/Plesk8.6/Doc/en-US/plesk-8.6-api-rpc/index.htm?fileName=36911.htm
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Installing ParalleBlesk Sitebuilder
License Keys

The procedure of installing new Keys in Plesk Sitebuilder 4.x for Unix/Linux and Plesk
Sitebuilder 4.x for Windows over GUI is equal. To learn more on installation Keys in
Parallels Plesk Sitebuilder, please refer to the online documentation at Parallels
website:

GUI installation

A Plesk Sitebuilder 4.2 for Linux/Unix Administrator's Guide

http://downloadl.parallels.com/SiteBuilder/4.2.0/doc/admin/en US/html/index.htm?f
ileName=updating upgrading and restoring your license.htm

A Plesk Sitebuilder 4.2 for Windows Administrator's Guide

http://downloadl.parallels.com/SiteBuilder/\Windows/docs/4.2/en US/sitebuilder-
4.2-win-admins-guide/index.htm?fileName=license.htm

Command Line Installation in Sitebuilder for Windows

0 Toinstall a key:
>SBSetLicense.exe <  keyfile  >| -reset| -a < activation code >

Use '- reset 'option to restore default license.

Installing Parallels Virtuozzo Containers
License Keys

Virtuozzo 3.x for Unix/Linux and Windows

The procedure of installing new Keys in Virtuozzo 3.x for Unix/Linux and Virtuozzo 3.x
for Windows in GUI is equal.

GUI Installation in Virtuozzo 3.0 for Unix/Linux, Virtuozzo 3.5 for Windows

To install a new Virtuozzo license on the Node:

Follow the Hardware Nodénk on the VZCC main menu and click License
Management.

The License Managemepaige opens.
2 Click Install New License
The Install New Licenggage opens.

3 Open the new license file in a text editor and copy its content to the
Licensefield.


http://download1.parallels.com/SiteBuilder/4.2.0/doc/admin/en_US/html/index.htm?fileName=updating_upgrading_and_restoring_your_license.htm
http://download1.parallels.com/SiteBuilder/4.2.0/doc/admin/en_US/html/index.htm?fileName=updating_upgrading_and_restoring_your_license.htm
http://download1.parallels.com/SiteBuilder/Windows/docs/4.2/en_US/sitebuilder-4.2-win-admins-guide/index.htm?fileName=license.htm
http://download1.parallels.com/SiteBuilder/Windows/docs/4.2/en_US/sitebuilder-4.2-win-admins-guide/index.htm?fileName=license.htm
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4  Click Install
The system will automatically verify and install the uploaded Virtuozzo license.

Command -Line Installation in Virtuozzo 3.x for Windows

To install a new Virtuozzo license on the Node:
1 Execute the vzlicload - f <key_file_path> command.

2 Reboot the Node.

The license key file will be automatically uploaded to
%vz_installdir% \ licenses

Command -Line Installation in Virtuozzo 3.x for Unix/Linux

U To install a license key without autoupdate:

1 Copy the license Key into the /etc/hspc/licenses/vzlicense

file. In case this file already exists, make a backup file:
#cp <key file path> letc/hspcl/licenses/vzlicense

2 Execute the vzlicload command.

0 Toinstall a license key with autoupdate:

# vzkeyinstall -f <key file path>

Example:

# lusr/sbin/vzkeyinstall - f 'fhome/user/virt uozzo.key'

Note: Run man vzkeyinstall command to get help on vzkeyinstaltool.

Parallels Virtuozzo Containers 4.0 for Unix/Linux and Windows

To read about installation of new Virtuozzo Containers for Windows and for Linux Keys
over GUI and command-line, refer to the online documentation available at the
Parallels Web site:

A Parallels Virtuozzo Containers for Linux User's Gugicgon 4.0:

http://download.parallels.com/virtuozzo/virtuozzo4.0/docs/en/lin/VzLinuxUG/18291.
htm

A Parallels Virtuozzo Containers for Windows User's, Baidi®n 4.0:

http://download.parallels.com/virtuozzo/virtuozzo4.0/docs/en/win/VzZWindowsUG/71
28.htm



http://download.parallels.com/virtuozzo/virtuozzo4.0/docs/en/lin/VzLinuxUG/18291.htm
http://download.parallels.com/virtuozzo/virtuozzo4.0/docs/en/lin/VzLinuxUG/18291.htm
http://download.parallels.com/virtuozzo/virtuozzo4.0/docs/en/win/VzWindowsUG/7128.htm
http://download.parallels.com/virtuozzo/virtuozzo4.0/docs/en/win/VzWindowsUG/7128.htm
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Installing Acronis License Keys

To learn about installing Keys for Acronis True Image Pro/Light for Linux and Acronis
True Image Pro/Light for Windows, please refer to the respective Installation Guides at
http://www.parallels.com/en/download/plesk/acronis/.



http://www.parallels.com/en/download/plesk/acronis/

CHAPTER 4

Specifications of Methods

This chapter contains detailed specifications of methods used by Key Administrator
Partner API.

In this chapter:

Client-related COMMANGS . ... .ttt et e e e et e e e e e aenaennas 30
Key-related COMMANGS..........cooviiiiiiiiiiiiiiiiieee e 45

Clientrelated Commaisd

This section contains descriptions of Client-related commands.

In this section:

PArtNerl0.CreateClENT.........ooiiiiiiiiiiii e 30
partnerl0.generateNeWPaSSWOIM ...........cooeviviiiiiiiiiiiiiiiiiieeee e 35
PAartnerl0.SearCNCIENES ........c.ooiiiiiii e e e e e aaaees 38
partnerl0.validateLogin . ........cooviiiiiiiiiiiiii e 42

partnerlO.createClient

Purpose

Creates a Client account.

Signature

Method name: partner10.createClient

Parameters

# Type Description

1 struct Authinfo |requesting party authentication information
(on page 155)

2 struct ClientInfo | client registration information
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Returns

Field Type Description

resultCode |int code for command execution result (see below)

resultDesc [string |[textual description of command execution result (see below)
clientld string |identifier of created client

login string |login for created client

password [string |password for created client

Used Structures

Structure ClientInfo is used to specify client registration parameters:

Field Type Description

login string | max chars 32 - optional, will be generated if not specified in call
parameters (optional)

password string | max chars 32 - optional, will be generated if not specified in call
parameters.(optional)

firstName string | max chars 64

lastName string | max chars 64

company string | max chars 64

address string | max chars 256

email string | max chars 256

phone string | max chars 128

fax string | max chars 128 (optional)

city string | max chars 64

zip string | depends on zip code size and country, for non US countries any
characters are allowed, max chars 16; see the note below

state string | max chars 32

country string | max chars 2; see the note below

language string | max chars 2 (optional) - GUI language

email_language

string | max chars 2 (optional) - Email language
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Note: If you choose USA as a country, only zip codes of the type XXXXX or XXXXX-
XXXX are allowed, where X is a digit. For two-letter country codes, please refer to the
Country Codeon page 304) section in the Appendix. For two-letter U.S. and Canada
state codes please refer to the States Codefn page 311) in the Appendix.

Result Codes

resultCode |resultDesc

100 New client login has been successfully created
200 Authorization failed

201 Access to this method is denied
251 Login already exists

300 Internal error, please try after some time
400 Incorrect authorization info format
431 Incorrect login format

432 Incorrect password format

433 Incorrect firstName format

434 Incorrect lastName format

435 Incorrect company format

436 Incorrect address format

437 Incorrect email format

438 Incorrect phone number format
439 Incorrect fax number format

440 Incorrect city format

441 Incorrect zip format

442 Incorrect state format

443 Incorrect country format

444 Incorrect language format
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XML Examples

Request message

<?xml version="1.0" encoding="UTF - 8"7?>
<methodCall>
<methodName>partnerl0.createClient</methodN
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
</struct>
</value>
</para m>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> CLIENT_LOGIN</string>
</value>
</member>
<member>
<name>password</name>
<value>

<string> CLIENT_PASSWORstring>

</value>
</member>
<member>
<name>firstName</name>
<value>
<string>John</string>
</value>
</member>
<member>
<name>lastName</name>
<value>
<string>Doe</string>
</value>
</member>
<member>
<name>company</name>
<value>
<string>Example, Inc .</[string>
</value>
</member>
<member>
<name>email</name>
<value>
<string> jdoe@example.com</string

ame>

</value>


mailto:jdoe@example.com%3C/string
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</member>
<member>
<name>address</name>
<value>
<string>Examplestreet 22</string>
</value>
</member>
<member>
<name>phone</name>
<value>
<string> 703 973 2323</string>
</value>
</member>
<member>
<name>fax</name>
<value>
<string>703 943 3434</string>
</value>
</member>
<member>
<name>cit y</name>
<value>
<string>Example City</string>
</value>
</member>
<member>
<name>state</name>
<value>
<string>Virginia</string>
</value>
</member>
<member>
<name>zip</name>
<value>
<string>20171</string>
</value>
</member>
<member>
<name>country</name>
<value>
<string>US</str ing>
</value>
</member>
</struct>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version="1.0" encoding="UTF -8"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>clientld</name>
<value>1401588</value>
</member>
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<member>
<name>login</name>
<value> JDOE_CLIENT_LOGIN</value>

</member>

<member>
<name>resultC ode</name>
<value>

<int>100</int>

</value>

</member>

<member>
<name>password</name>
<value> JDOE_CLIENT_PASSWORDalue>

</member>

<member>
<name>resultDesc</name>
<value>New client CLIENT_LOGIN has been successfully

created</value>
</member>
</struct>
</value>
</param>
</params>
</methodResponse>

partnerl0.generateNewPassword

Purpose

Generates a new password for the Partner API account.
Signature

Method name: partnerl0.generateNewPassword

Parameters

# |[Type Description

1 |struct Authinfo |[requesting party authentication information
(on page 155)

Returns

Field Type |Description

resultCode int code for command execution result (see below)

resultDesc string | textual description of command execution result (see below)
newPassword |string |new generated password




36 Specifications of Methods

Result Codes

resultCode |resultDesc

100 Password changed

200 Client authorization failed

300 Internal error, please try after some time
400 Incorrect authorization info format
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XML Examples

Request message

<?xml version="1.0" encoding="UTF - 8"7?>
<methodCall>
<methodName>partnerl0.generateNewPassword</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name >
<value>
<string> API_PASSWOR&/string>
</value>
</member>
</struct>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>resultDesc</name>
<value> Password changed</value>
</member>
<member>
<name>newPassword</name>
<value> NEW_API_PASSWORDMalue>
</member>
</struct>
</value>
</param>
</params>
</methodResponse>
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partnerlOsarchClients

Purpose

Finds Clients by specified parameters.

Note: Search will be performed only under subordinate Clients.

Signature

Method name: partner10.searchClients

Parameters
# Type Description
1 struct Authinfo |requesting party authentication information

(on page 155)

2 struct Clientinfo | client search information
(on page 159)

Returns

Field Type Description

resultCode |int code for command execution result (see below)

resultDesc | string textual description of command execution result (see below)

clientinfos  |array (struct collection of data about the customers found
ClientsResultInfo
(on page 159))

Used Structures

Structure ClientInfo is used to search:

Field Type Description

firstName string max chars 64 including wildcards (optional)

lastName string max chars 64 including wildcards (optional)

companyNa |string max chars 64 including wildcards (optional)

me

email string max chars 256 including wildcards (optional)

keyNumber |string key number with dots, allow with version and without version,
version ignore per search (optional)
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Note: At least one field in ClientInfo should be present.

Structure ClientsResultInfo:

Field Type Description

login String login of client

reseller String <firstName lastName (companyName)> of reseller
firstName String first name of client

lastName String last name of client
companyNam | String company name of client

e

email String E-Mail of client

country String country of client

address String address of client

hasKeys boolean indicates that client has any key
Result Codes

resultCode |resultDesc

100 Found <count> client(s)

101 No clients found

200 Client authorization failed

201 Access to this method is denied

300 Internal error, please try after some time

400 Incorrect authorization info format

410 Incorrect key number format

447 firstName is to long

448 lastName is to long

449 companyName is to long

450 email is to long

451 No search parameter defined. Set at least one search parameter.
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XML Examples

Request message

<?xml version="1.0"?>
<methodCall>
<methodName>partnerl0.searchClients</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&/string>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<struct>
<member>
<name>firstName</name>
<value>
<string>John</string>
</value>
</member>
<member>
<name>lastName</name>
<value>
<string>Doe</string>
</value>
</member>
<member>
<name>companyName</name>
<value>
<string>Example, Inc.</string>
</value>
</member>
<member>
<name>email</name>
<value>
<string> jdoe@example.com</string

</value>
</member>
<member>
<name>keyNumber</name>
<value>
<string>PLSK.00123456.0000</string>
</value>


mailto:jdoe@example.com%3C/string
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</member>
</struct>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>cl| ientinfos</name>
<value>
<array>
<data>
<value>
<struct>
<member>
<name>lastName</name>
<value>Doe</value>
</member>
<member>
<name>reseller</name>
<value>John Doe (My Reseller)</value>
</member>
<member>
<name>hasKeys</name>
<value>
<boolean>1</boolean>
</value>
</member>
<member>
<name>country</name>
<value>US</value>
</member>
<member>
<name>firstName</name>
<value>John</value>
</member>
<member>
<name>email</name>
<value> jdoe@example.com</value >
</member>
<member>
<name>companyName</name>
<value>Example, Inc.</value>
</member>
<member>
<name>login</name>
<value> CLIENT_LOGIN</value>



mailto:jdoe@example.com%3C/value
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</member>
<member>
<name>address</name>
<value>Example City</value>
</member>
</struct>
</value>
</data>
</array>
</value>
</member>
<member>
<name>resultDesc</name>
<value>Found 1 client(s)</value>
</member>

</struct>
</value>
</param>
</params>
</methodResponse>

partnerl10.validateLogin

Purpos e

Validates given API login and password.

Signature

Method name: partnerl10.validateLogin

Parameters

# Type

Description

1 struct Authinfo | requesting party authentication information
(on page 155)

Returns

Field Type |Description

resultCode |[int code for command execution result (see below)

resultDesc |string |textual description of command execution result (see below)

Result Codes

resultCode

resultDesc

100

Authorization passed

200

Client authorization failed
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300

Internal error, please try after some time

400

Incorrect authorization info format
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XML Examples

Request message

<?xml version="1.0" encoding="UTF - 8"7?>
<methodCall>
<methodName>partner10.validateLogin</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> APl_PASSWORB/string>
</value>
</member>
</struct>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>resultDesc</name>
<value>Authorization passed</value>
</member>
</struct>
</value>
</param>
</params>
</methodResponse>
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Keyrelated Commands

The following section covers Key-related methods.
Note that the last four digits (Key version) of the Key Number are not used in the

internal processing of the methods, therefore the result will always be the same for any
value between 0000 and 9999.

In this section:

PArtNErl0.acCtiVatEKEY .........cooiiiiiiiiiiiiiiiiiiiieee e 46
Partnerl0.addNOIETOKEY ......cooiiiiiiiiii e e e e e e aaeees 52
partnerl0.attaChKeY ... 54
PArtNerl0.DINAKEY ......coooviiiiiiiiiii 57
PArNErL0.CrEALEKEY ... i it e e e e e 60
PArtNErL0.detACHKEY .....uui e e e e et e e e e e eaanes 82
Partnerl0.downgradekeY ... 85
partnerl0.getAvailableKeyTypesAndFeatures...........cccceeiiiiieiiieeiiiine e 86
partnerl0.getAvailableUpgrades ..........ooooiiiiiiiiiiii e 90
PartNerl0.getKeyINfO ... 92
partnerl0.getKeysINfOBYIP...........cooiviiiiiii 99
partnerl0.getKeYNUMDEIS .......oooiiiiiii e e e e e eaaees 106
partnerl0.getLastPleskUsagelnfo .........oooouiiiiiiiiiiciiecee e 111
PANErLO.FENEWIKEY ...ttt e et e e e e e e e eennes 115
PAMNEILO.FESEIKRY ...t e e e e e e e 118
PANErLO.TEIHEVEKEY ..ot e e e et e e e e e e aaanes 120
partnerl0.sendKeyBYEMAIl ............coooiiiiiiiiiiiiiiiiii 126
PArtNerl0.termMiNAatEKY .........cooiiiiiiiiiiiiiii e 138
PArtNErLO.traNSTEIKEY ...uuu e 141
Partnerl0.unbINAKEY ...........oooiiiiiiiiiii 144

PArtNerl0.upgradekey ..o 147
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partnerl0.activateKey

Signature
Method name: partnerl10.activateKey

There are two overloaded versions of this method.

In this section:

partnerl0.activateKey(struct, String, String) .........cccevveviiiiiiiiiiiiiiiiieeeeeeeeeeeeee 46
partnerl0.activateKey(Struct, String) ..........ceevviiiiiiiiiiiiiiiiiiieeeeeeee e 49

partner10.activateKey(stt, string, string)

Purpose

Activates the specified Virtuozzo and HSPC Key with the specified HWID.
Signature
Method name: partnerl0.activateKey

Parameters

# Type Description

1 struct Authinfo | requesting party authentication information
(on page 155)

2 string key number or activation code of a key which should be activated
3 string UID to use while activating key

Returns

Field Type Description

resultCode |[int code for command execution result (see below)

resultDesc [string |[textual description of command execution result (see below)

keyNumber [string [ key number. The key pattern is VZ. XXXXXXXX. XXXX

Result Codes

resultCode |resultDesc

100 <key number> has been successfully activated
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resultCode |resultDesc

110 <key number> is already activated

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

220 Key <key number> is not found

221 License key <key number> is marked as problem

222 License key <key number> is terminated

225 This license key can not be activated

226 Another license is already active with the same HWID.

267 License is Master Key. It does not support activation via Partner API
269 This license requires hwid for activation

300 Internal error, please try after some time

400 Incorrect authorization info format

414 Incorrect HWID format

454 Incorrect key number or activation code format: <key number>|<activation code>
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XML Examples

Request message

<?xml version="1.0" encoding="UTF - 8"7?>
<methodCall>
<methodName>partner10.acti vateKey</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&/string>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<string>VZ.00123456.0000</string>
</value >
</param>
<param>
<value>
<string>2CFA.B459.D0F5.82FE.B685.F48D.0ED1.C5D6</string>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>resultDesc</name>
<value>VZ.00123456.0001 has b een successfully
activated</value>
</member>
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<member>
<name>keyNumber</name>
<value>VZ.00123456.0001</value>

</member>

</struct>
</value>
</param>
</params>
</methodResponse>

partnerl0.activateKey(struct, string)

Purpose

Activates any Key without HWID, for example Sitebuilder Keys.
Signature

Method name: partnerl0.activateKey

Parameters

# Type Description

1 struct Authinfo |requesting party authentication information
(on page 155)

2 string key number or activation code of a key which should be activated
Returns

Field Type Description

resultCode |int code for command execution result (see below)

resultDesc |string |textual description of command execution result (see below)

keyNumber |string | key number. The key pattern is VZ. XXXXXXXX. XXXX

Result Codes

resultCode [resultDesc

100 <key number> has been successfully activated
110 <key number> is already activated

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied
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resultCode |resultDesc

220 Key <key number> is not found

221 License key <key number> is marked as problem

222 License key <key number> is terminated

225 This license key can not be activated

226 Another license is already active with the same HWID.

267 License is Master Key. It does not support activation via Partner API
269 This license requires HWID for activation

300 Internal error, please try after some time

400 Incorrect authorization info format

414 Incorrect HWID format

454 Incorrect key number or activation code format: <key number>|<activation code>
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XML Examples

Request message

<?xml version="1.0" encoding="UTF - 8"7?>
<methodCall>
<methodName>partnerl0.activateKey</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&/string>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<string>SB.00123456.0000</string>
</value>
</param>
</params>
</methodCal I>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>resultDesc</name>
<value>SB.00123456.0001 has been successfully
activated</value>
</member>
<member>
<name>keyNumber</name>
<value>SB.00123456.0001</value>
</member>
</struct>
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</value>
</param>

</params>

</methodResponse>

partnerl0.addNoteToKey

Purpose

Adds text note to a Key.

Signature

Method name: partner10.addNoteToKey

Parameters

# Type

Description

1 struct Authinfo
(on page 155)

client authentication information

2 string number of a key to which a note should be added

3 string note text

Returns

Field Type Description

resultCode |[int code for command execution result (see below)

resultDesc |string textual description of command execution result (see below)

Result Codes

resultCode |resultDesc

100 Note has been added successfully

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

220 Key <key number> is not found

283 Text of note is too long

300 Internal error, please try after some time

400 Incorrect authorization info format

410 Incorrect key number format: "<key number>"
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XML Examples

Request message

<?xml version='1.0'?>
<methodCall>
<methodName>partnerl0.addNoteToKey</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&/string>
</value>
</member>
</st ruct>
</value>
</param>
<param>
<value>
<string>4PSA.00123456.0000</string>
</value>
</param>
<param>
<value>
<string>*</string>
</value>
</param>
</param s>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>1 00</int>
</value>
</member>
<member>
<name>resultDesc</name>
<value>Note has been added successfully</value>
</member>
</struct>
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</value >
</param>
</params>
</methodResponse>

partnerlO.attachKey

Purpose

Attaches specified additional Key to the main Key.
Signature

Method name: partnerl0.attachKey

Parameters

# Type Description

1 struct Authinfo |requesting party authentication information
(on page 155)

2 string main key number

3 string additional key number

Returns

Field Type Description

resultCode |[int code for command execution result (see below)

resultDesc [string [textual description of command execution result (see below)

Result Codes

resultCode |resultDesc

100 Additional key <additional key number> has been successfully attached to
<parent key number>

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

220 Key <key number> is not found

221 License key <key number> is marked as problem

222 License key <key number> is terminated

245 Additional keytype "<additional keytype name>" not applicable to parent key's

keytype "<parent keytype name>"

277 Operation is forbidden because key <key number> conflicts with <key number>
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resultCode |resultDesc

255 Key type "<additional keytype name>" already present in key
256 Key specified by the key number is not additional key

257 Given parent key <key number> is a master key

259 Key cannot be assigned to itself

300 Internal error, please try after some time

400 Incorrect authorization info format

410 Incorrect key number format: "<key number>"
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XML Examples

Request message

<?xml version="1.0" encoding="UTF - 8"7?>
<metho dCall>
<methodName>partnerl0.attachKey</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&/string>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<string>PLSK.0  0123456.0000</string>
</value>
</param>
<param>
<value>
<string>PLSK.00123457.0000</string>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>resultDesc</name>
<value>Additiona | key PLSK.00123457.0001 has been
successfully attached to PLSK.00123456.0001</value>
</member>
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</struct>
</value>
</param>

</params>

</methodResponse>

partnerl0.bindKey

Purpose

Binds a Key to a specified IP address.

Signature

Method name: partner10.bindKey

Parameters

# Type

Description

1 struct Authinfo
(on page 155)

requesting party authentication information

2 string number of a key that you want to bind to an IP address

3 string IP address to bind

Returns

Field Type |Description

resultCode |int code for command execution result (see below)

resultDesc |string [textual description of command execution result (see below)
keyNumber |string [key number. The key pattern is XXXX. XXXXXXXX. XXXX

Result Codes

resultCode |resultDesc
100 Key <key number> was successfully bound to given IP address.
101 Key <key number> was successfully bound to given IP address. Key <key

number> was unbound.
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resultCode |resultDesc

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

220 Key <key number> is not found

221 License key <key number> is marked as problem

222 License key <key number> is terminated

253 This customer account is unconfirmed. No further actions for this customer are
allowed.

272 Another license bound to given IP address.

300 Internal error, please try after some time

400 Incorrect authorization info format

405 Incorrect IP address format

410 Incorrect key number format: "<key number>"

452 Incorrect object type for this operation
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XML Examples

Request message

<methodCall>
<methodName>partner10.bindKey</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<strin g>API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&'string>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<string>PLSK.00123456.0000</string>
</value>
</param>
<param>
<value>
<string>192.168.0.1</string>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version=  "1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>resultDesc</name>
<value>Key PLSK.00123456.0000 was successfully bound to
given IP address.</value>
</member>
<member>
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<name>keyNumber</name>
<value>PLSK.00123456.0000</value>
</member>
</struct>
</value>
</param>
</params>
</methodResponse>

partnerl0.createKey

Signature
Method name: partnerl0.createKey

There are four overloaded versions of this method.

In this section:
partnerl0.createKey(struct, struct, string, string, array) ..........cccceevvvvvieeiieeeneennnns 60
partnerl0.createKey(struct, struct, string, string, array, String) .........ccccccvvevveeeen. 65

partnerl0.createKey(struct, struct, string, string, array, struct, array, struct)...... 70
partnerl0.createKey(struct, struct, string, string, array, struct, array, struct, string) 75

partnerl0.createKey(struct, struct, string, Stangy)

Purpose

Creates a Key with specified parameters.

Note: This version of the method call does not define a key/feature billing type. Thus, a
key/feature of the client default billing type (defined with Partner API constant) will be
created. In case a requested feature implies only one billing type (either 'billing' or
'‘purchase’), key with feature of the supported type will be created, regardless of client
default billing type.

Signature

Method name: partnerl0.createKey

# Type Description

1 struct Authinfo (on client authentication information
page 155)
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2 struct ServerAddress
(on page 157)

server addresses

3 string login or id of the client, who will own created key
4 string identifier of a keytype for new key
5 array(string) array of identifiers of upgrade plans, which will be applied to new
key
Returns
Field Type Description
resultCode int code for command execution result (see below)
resultDesc string textual description of command execution result (see
below)
mainKeyNumber string number for the created key if format
PLSK.XXXXXXXX. XXXX
expirationDate dateTime.is | key expiration date
08601
updateDate dateTime.is | key update date. If there is no update date for the
08601 license - will absent
productKey string Product activation code. If there are no product
activation code for the license - will absent
additionalKeysNumbers | array(string | numbers for additional keys in same format
)
susDate dateTime.is | SUS date (optional. Display only when SUS available)
08601
Result Codes
resultCode [resultDesc
100 <key number> has been successfully created. Following additional keys were
attached: <additional key number #1>, <additional key number #2>, ...
101 Additional key <additional key number> has been successfully created and
attached to <main key number>
200 Client authorization failed
201 Access to this method is denied
202 Access to this object is denied
203 Not enough permissions to create feature keys
220 Key <key number> is not found
221 License key <key number> is marked as problem
222 License key <key number> is terminated
226 Another license is already active with the same HWID.
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resultCode |resultDesc

244 Feature is not applicable.

245 Additional keytype "<name of additional key type>" not applicable to main key's
keytype "<name of main key type>"

250 Client with login <login> is not found

252 This customer account is detected as problem. No further actions for this
customer are allowed.

253 This customer account is unconfirmed. No further actions for this customer are
allowed.

257 Given parent key <key number> is master key

260 No "UPGRADE_PLAN_NAME" entry in the client's pricelist

261 Key type "<name of key type>" not found in client's pricelist

272 Another license bounded to given IP address.

280 Operation is not supported for this account type

284 Operation with N/A price is not allowed for this client

287 Failed to complete remote operation with product <product family>.

300 Internal error, please try after some time

400 Incorrect authorization info format

401 Incorrect server info format

410 Incorrect key number format: "<key number>"

412 Unknown base keytype: <name>

414 Incorrect HWID format

416 Unknown feature: <FEATURE NAME>

419 Unknown additional keytype: <name>

421 Incorrect server license details format

453 Duplicate feature: <feature>
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XML Examples

Request message

<?xml version="1.0" encoding="UTF - 8"7?>
<methodCall>
<methodName>partnerl0.createKey</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&/string>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<struct>
<member>
<name>ips</name>
<value>
<array>
<data>
<value>
<string>192.168.0.1</string>
</value>
</data>
</array>
</value>
</member>
<member>
<name>macs</name>
<value>
<array>
<data>
<value>
<string>A5:97:F2:FE:44:E7</string>
</value>
</data>
</array>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
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<string> CLIENT_LOGIN</string>
</value>
</param>
<param>
<value>
<string>PLESK_80</string>
</value>
</param>
<param>
<value>
<array>
<data>
<value>
<string>100_DOMAINS</string>
</value>
</data>
</array>
</value>
</param>
</par ams>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int >100</int>
</value>
</member>
<member>
<name>mainKeyNumber</name>
<value>PLSK.00123456.0000</value>
</member>
<member>
<name>resultDesc</name>
<value>PLSK.00123456.0000 has been successfully
created.</value>
</member>
<member>
<name>additionalKeysNumbers</name>
<value>
<arra y>
<data>
</data>
</array>
</value>
</member>
<member>
<name>susDate</name>
<value>

<dateTime.iso8601>20081212T00:00:00</dateTime.iso8601>
</value>
</member>
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</struct>
</value>
</param>
</params>
</methodResponse>

partnerlQ.createKey(struct, struct, stritigng, array, string)
Purpose

Creates a Key with specified parameters and specified billing type (purchase or billing).

Note: In case a requested feature implies only one billing type (either 'billing' or
'purchase’), key with feature of the supported type will be created, regardless of the
requested billing type.

Signature

Method name: partner10.createKey

# Type Description

1 struct Authinfo (on client authentication information
page 155)

2 struct ServerAddress |server addresses
(on page 157)

3 string login or id of the client, who will own created key

4 string identifier of a keytype for new key

5 array(string) array of identifiers of upgrade plans, which will be applied to new
key

6 string server license type for key type and features, may be "purchase”
or "billing"

Returns

Field Type Description

resultCode int code for command execution result (see below)

resultDesc string Leﬁtua)l description of command execution result (see

elow
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Field Type Description
mainKeyNumber string number for the created key if format
PLSK. XXXXXXXX.XXXX
expirationDate dateTime.is | key expiration date
08601
updateDate dateTime.is | key update date. If there is no update date for the
08601 license - will absent
productKey string Product activation code. If there are no product

activation code for the license - will absent

additionalKeysNumbers | array(string

numbers for additional keys in same format

susDate dateTime.is [ SUS date (optional. Display only when SUS available)
08601

Result Codes

resultCale |resultDesc

100 <key number> has been successfully created. Following additional keys were
attached: <additional key number #1>, <additional key number #2>, ...

101 Additional key <additional key number> has been successfully created and
attached to <main key number>

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

203 Not enough permissions to create feature keys

220 Key <key number> is not found

221 License key <key number> is marked as problem

222 License key <key number> is terminated

226 Another license is already active with the same HWID.

244 Feature is not applicable.

245 Additional keytype "<name of additional key type>" not applicable to main key's
keytype "name of main key type"

250 Client with login <login> is not found

252 This customer account is detected as problem. No further actions for this
customer are allowed.

253 This customer account is unconfirmed. No further actions for this customer are
allowed.

257 Given parent key <key number> is master key

260 No "UPGRADE_PLAN_NAME" entry in the client's pricelist

261 Key type "<name of key type>" not found in client's pricelist

272 Another license bounded to given IP address.
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resultCale |resultDesc

280 Operation is not supported for this account type

284 Operation with N/A price is not allowed for this client
287 Failed to complete remote operation with product <product family>.
300 Internal error, please try after some time

400 Incorrect authorization info format

401 Incorrect server info format

410 Incorrect key number format: "<key number>"

412 Unknown base keytype: <name>

414 Incorrect HWID format

416 Unknown feature: <FEATURE NAME>

419 Unknown additional keytype: <name>

421 Incorrect server license details format

453 Duplicate feature: <feature>
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XML Examples

Request message

<?xml version="1.0" encoding="UTF - 8"7?>
<methodCall>
<methodName>partnerl0.createKey</methodName>
<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN </string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&/string>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<struct>
<member>
<name>ips</name>
<value>
<array>
<data>
<value>
<stri ng>192.168.0.1</string>
</value>
</data>
</array>
</value>
</member>
<member>
<name>macs</name>
<value>
<array>
<data>
<value>
<string>1E:81:9E:63:65:09</string>
</value>
</data>
</array>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
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<string> CLIENT_LOGIN</string>
</value>
</param>
<param>
<value>
<string> PLESK_ BATTLEFIELD</string>
</value>
</param>
<param>
<value>
<array>
<data>
<value>
<string></string>
</value>
</data>
</array>
</value>
</param>
<param>
<value>
<string>purchase</string>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version= "1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>mainKeyNumber</name>
<value>PLSK.00123456.0000</value>
</member>
<member>
<name>resultDesc</name>
<value>PLSK.00123456.0000 has been successfully
created.</value>
</member>
<member>
<name>additionalKeysNumbers</name>
<value>
<array>
<data/>
</array>
</value>
</member>
</struct>
</value>
</param>
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</params>
</methodRespon se>

partnerl0.createKey(struct, struct, string, string, array, struct,
array, struct)

Purpose

This function creates one main Key or a bundle of Keys: main Key and additional Key;
it also automatically attaches the additional Key to the main Key. When creating a Key,
this signature allows to activate this Key by GUID.

Note: This version of the method call does not define a key/feature billing type. Thus, a
key/feature of the client default billing type (defined with Partner API constant) will be
created. In case a requested feature implies only one billing type (either 'billing' or
'‘purchase’), key with feature of the supported type will be created, regardless of client
default billing type.

Signature

Method name: partner10.createKey

# Type Description

1 struct Authinfo (on client authentication information
page 155)

2 struct ServerAddress |server addresses
(on page 157)

3 string login or ID of the client, who will own created key

4 string identifier of a keytype for new key

5 array(string) array of identifiers of upgrade plans which will be applied to new

key

6 struct key creation parameters (see below)
CreationParameters

7 array(string) array of identifiers for additional keys

8 struct additional keys creation parameters
CreationParameters

Returns

Field Type Description

resultCode int code for command execution result (see below)

resultDesc string textual description of command execution result (see

below)
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Field Type Description
mainKeyNumber string number for the created key if format
PLSK. XXXXXXXX.XXXX
expirationDate dateTime.is | key expiration date
08601
updateDate dateTime.is | key update date. If there is no update date for the
08601 license - will absent
productKey string Product activation code. If there are no product

activation code for the license - will absent

additionalKeysNumbers

array(string | numbers for additional keys in same format

susDate

dateTime.is
08601

SUS date (optional. Display only when SUS available)

Used Structures

Structure CreationParameters has following fields:

Field Type Description

guid string GUID that will be used to activate key. (optional)

hwid string Hardware identifier. Key will be activated with this id.
(optional)
Deprecated since Partner APl v.1.10.2.

parentKeyNumber string Used for creating additional key and attach created key
to existing parent key specified by value in format
PLSK.XXXXXXXX.XXXX (optional)

bindinglPAddress string IP Address to which need to bind created key (optional)

Result Codes

resultCode |resultDesc

100 <key number> has been successfully created. Following additional keys were
attached: <additional key number #1>, <additional key number #2>, ...

101 Additional key <additional key number> has been successfully created and
attached to <main key number>

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

203 Not enough permissions to create feature keys

220 Key <key number> is not found

221 License key <key number> is marked as problem
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resultCode |resultDesc

222 License key <key number> is terminated

226 Another license is already active with the same HWID.

244 Feature is not applicable.

245 Additional keytype "<name of additional key type>" not applicable to main key's
keytype "<name of main key type>"

250 Client with login <login> is not found

252 This customer account is detected as problem. No further actions for this
customer are allowed.

253 This customer account is unconfirmed. No further actions for this customer are
allowed.

257 Given parent key <key number> is master key

260 No "UPGRADE_PLAN_NAME" entry in the client's pricelist

261 Key type "<name of key type>" not found in client's pricelist

272 Another license bounded to given IP address.

280 Operation is not supported for this account type

284 Operation with N/A price is not allowed for this client

287 Failed to complete remote operation with product <product family>.

300 Internal error, please try after some time

400 Incorrect authorization info format

401 Incorrect server info format

410 Incorrect key number format: "<key number>"

412 Unknown base keytype: <name>

414 Incorrect HWID format

416 Unknown feature: <FEATURE NAME>

419 Unknown additional keytype: <name>

421 Incorrect server license details format

453 Duplicate feature: <feature>
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XML Examples

Request message

<?xml version="1.0" encoding="UTF
<methodCall>

_ 8||?>

<methodName>partnerl0.createKey</methodName>

<params>
<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string>
</value>
</member>
<member>
<name>password</name>
<value>
<string>
</value>
</member>
</s truct>
</value>
</param>
<param>
<value>
<struct>
<member>
<name>ips</name>
<value>
<array>
<data>
<value>
<string>192.168.0.1
</value>
</data>
</array>
</value>
</member>
<member>
<name>macs</name>
<value>
<array>
<data>
<value>

API_LOGIN </string>

AP|_PASSWOR®&'string>

</string>

<string>CA:9A:FF:90:6E:87</string>

</value>
</data>
</array>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
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<string> CLIENT_LOGIN</string>
</value>
</param>
<param>
<value>
<string>PLESK_75_RELOADED</string>
</value>
</param>
<param>
<value>
<array>
<data/>
</array>
</value>
</ param>
<param>
<value>
<struct/>
</value>
</param>
<param>
<value>
<array>
<data>
<value>
<string>PLESK_CS_GAMESERVER</string>
</value>
</data>
</array>
</value>
</param>
<param>
<value>
<struct/>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>mainKeyNumber</name>
<value>PLSK.00123456.0000</value>
</member >
<member>
<name>resultDesc</name>
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<value>PLSK.00123456.0000 has been successfully created.
Following additional keys were attached:
PLSK.00112345.0000.</value>
</member>
<member>
<name>additionalKeysNumbers</name>
<value>
<array>
<data>
<value>PLSK.00112345.0000</value>
</data>
</array>
</value>
</member>
</struct>
</value>
</param>
</params>
</methodResponse>

partnerl0Q.createKey(struct, struct, string, string, array, struct,
array, struct, string)

Purpose

Creates one main Key or a bundle of Keys: main Key and additional Key; it also
automatically attaches the additional Key to the main Key. License type can be

specified - 'purchase’ of 'billing'. When creating a Key, this signature allows to activate
this Key by GUID.

Note: In case a requested feature implies only one billing type (either 'billing' or

'‘purchase’), key with feature of the supported type will be created, regardless of the
requested billing type.

Signhature

Method name: partnerl0.createKey

# Type Description
1 struct Authinfo (on client authentication information
page 155)

2 struct ServerAddress server addresses
(on page 157)

3 string login or id of the client, who will own created key

4 string identifier of a keytype for new key
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Type Description
5 array(string) array of identifiers of upgrade plans, which will be applied to
new key
6 struct key creation parameters (see below)
CreationParameters
7 array(string) array of identifiers for additional keys
8 struct additional keys creation parameters
CreationParameters
9 string server license type for key type and features, may be
'‘purchase’ or 'billing'

Returns
Field Type Description
resultCode int code for command execution result (see below)
resultDesc string textual description of command execution result (see
below)
mainKeyNumber string number for the created key if format
PLSK.XXXXXXXX.XXXX
expirationDate dateTime.is | key expiration date
08601
updateDate dateTime.is | key update date. If there is no update date for the
08601 license - will absent
productKey string Product activation code. If there are no product
activation code for the license - will absent
additionalKeysNumbers | array(string | numbers for additional keys in same format
susDate dateTime.is | SUS date (optional. Display only when SUS available)
08601

Used Structures

Structure CreationParameters has following fields:

Field Type Description

guid string GUID that will be used to activate key. (optional)

hwid string Hardware identifier. Key will be activated with this id.
(optional)

Deprecated since Partner APl v.1.10.2.

parentKeyNumber string Used for creating additional key and attach created key
to existing parent key specified by value in format
PLSK.XXXXXXXX. XXXX (optional)
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Field

Type Description

bindinglPAddress string IP Address to which need to bind created key (optional)

Result Codes

resultCode |resultDsc

100 <key number> has been successfully created. Following additional keys were
attached: <additional key number #1>, <additional key number #2>, ...

101 Additional key <additional key number> has been successfully created and
attached to <main key number>

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

203 Not enough permissions to create feature keys

220 Key <key number> is not found

221 License key <key number> is marked as problem

222 License key <key number> is terminated

226 Another license is already active with the same HWID.

244 Feature is not applicable.

245 Additional keytype "<name of additional key type>" not applicable to main key's
keytype "<name of main key type>"

250 Client with login <login> is not found

252 This customer account is detected as problem. No further actions for this
customer are allowed.

253 This customer account is unconfirmed. No further actions for this customer are
allowed.

257 Given parent key <key number> is master key

260 No "UPGRADE_PLAN_NAME" entry in the client's pricelist

261 Key type "<name of key type>" not found in client's pricelist

272 Another license bounded to given IP address.

280 Operation is not supported for this account type

284 Operation with N/A price is not allowed for this client

287 Failed to complete remote operation with product <product family>.

300 Internal error, please try after some time

400 Incorrect authorization info format

401 Incorrect server info format

410 Incorrect key number format: "<key number>"

412 Unknown base keytype: <name>
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resultCode |resultDsc

414 Incorrect HWID format

416 Unknown feature: <FEATURE NAME>
419 Unknown additional keytype: <name>
421 Incorrect server license details format
453 Duplicate feature: <feature>
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XML Examples

Request message

<?xml version="1.0" encoding="UTF
<methodCall>

_ 8||?>

<methodName>partnerl0.createKey</methodName>

<params>
<param>
<value>
<struct>

<member>
<name>login</name>
<value>

<string>

</value>

</member>

<member>

<name>password</name>

<value>
<string>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<struct>
<member>
<name>ips</name>
<value>
<array>
<data>
<value>
<string>192.16
</value>
</data>
</array>
</value>
</member>
<member>
<name>macs</name>
<value>
<array>
<data>
<value>

API_LOGIN </string>

AP|_PASSWOR®&'string>

8.0.0</string>

<string>27:3A:2B:28:77:0E</string>

</value>
</data>
</array>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>



80 Speifications of Methods

<string>partner</string>
</value>
</param>
<param>
<value>
<string> PLESK 75 RELOADED_ FOR_\Zstring>
</value>
</param>
<param>
<value>
<array>
<data>
<value>
<string> 30 _DOMAINS_ FOR_VZ/string>
</value>
</data>
</array>
</value>
</param>
<param>
<value>
<struct>
</struct>
</value>
</param>
<param>
<value>
<array>
<data>
<value>
<string> PLESK_CS_GAMESERVER_FOR fring>
</value>
</data>
</array>
</value>
</param>
<param>
<value>
<struct>
</struct>
</value>
</param>
<par am>
<value>
<string>purchase</string>
</value>
</param>
</params>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>
<param>
<value>
<struct>
<member>

<name>res ultCode</name>
<value>
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<int>100</int>
</value>
</member>
<member>
<name>mainKeyNumber</name>
<value>PLSK.00123456.0000</value>
</member>
<member>
<name>resultDesc</name>
<value>PLSK.00123456.0000 has been successfully created.
Following additional keys were attached: PLSK.00123457.0000.</value>
</member>
<member>
<name>additionalKeysNumbers</name>
<value>
<array>
<data>
<value>PLSK.00123457.0000</value>
</data>
</array>
</value>
</member>
</struct>
</value>
</param>
</param s>
</methodResponse>



82 Specifications of Methods

partnerl0.

Purpose

detachKey

Detaches specified additional or feature key from the parent key.

Signature

Method name: partnerl0.detachKey

Parameters

# |Type

Description

1 |[struct Authinfo |requesting party authentication information
(on page 155)

2 |string additional/feature key number

Returns

Field Type |Description

resultCode int code for command execution result (see below)

resultDesc string |textual description of command execution result (see below)

Result Codes

resultCode resultDesc

100 Additional key <key number> has been successfully detached from <key
number>
Feature key <key number> has been successfully detached from <key
number>

101 Additional key <key number> is already detached
Feature key <key number> is already detached

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

203 Not enough permissions to attach feature keys




Specifications of Methods

83

resultCode resultDesc

220 Key <key number> is not found

221 License key <key number> is marked as problem

222 License key <key number> is terminated

256 Key specified by the key number is not additional or feature key
300 Internal exception with problem description

400 Incorrect authorization info format

410 Incorrect key number format: "<key number>"

XML Examples

Request message

<?xml version='1.0'?>

<methodCall>
<methodName>partnerl10.detachKey</methodName>
<params>

<param>
<value>
<struct>
<member>
<name>login</name>
<value>
<string> API_LOGIN</string>
</value>
</member>
<member>
<name>password</name>
<value>
<string> API_PASSWOR&E's tring>
</value>
</member>
</struct>
</value>
</param>
<param>
<value>
<string>PLSK.00772083</string>
</value>
</param>

</params>
</methodCall>

Response message

<?xml version="1.0"?>
<methodResponse>
<params>

<param>
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<value>
<struct>
<member>
<name>resultCode</name>
<value>
<int>100</int>
</value>
</member>
<member>
<name>resultDesc</name>
<value>Additional key PLSK.00772083.0000 has been
successfully detached from PLSK.00772082.0002</value>
</member>
</struct>
</value>
</param>
</params>
</methodResponse>
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partnerl0.downgradeKey

Purpose

Downgrades an existing key in a requested way.

Signature

Method name: partnerl0.downgradeKey.

Parameters

# Type

Description

1 [struct Authinfo |requesting party authentication information
(on page 155)

2 |string umber of a key

3 |string name of the upgrade plan to remove

Returns

Field Type |Description

resultCode int code for command execution result (see below)

resultDesc string |textual description of command execution result (see below)
keyNumber |[string |number of the downgraded key

Result Codes

resultCode resultDesc

100 Feature "<feature name>" has been successfully removed from key <key
number>

101 Feature "<feature name 1>" has been successfully replaced by "<feature name
2>" for key <key number>

110 Key does not have <feature name> on it.

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

220 Key <key number> is not found

221 License key <key number> is marked as problem




86 Specifications of Methods

resultCode resultDesc

222 License key <key number> is terminated

260 No <upgrade plan name> entry in the client's price list
263 Key cannot be downgraded from default feature

266 This downgrade is not acceptable

287 Failed to complete remote operation with product <product family>
289 Downgrade of base KeyType is not supported

300 Internal exception with problem description

400 Incorrect authorization info format

410 Incorrect key number format: "<key number>"

416 Unknown feature: <feature name>

452 Incorrect object type for this operation

partnerl0.getAvailableKeyTypesAndFeatures

Purpose

Returns a list of Key types and features available for given Client account in KA.
Signature

Method name: partnerl0.getAvailableKeyTypesAndFeatures

Parameters

# Type Description

1 struct Authinfo | requesting party authentication information
(on page 155)

2 string Login of the client account in KA to list of key types and features
available (client account must be underneath the account of Reseller
requesting this operation)

Returns

Field Type Description

resultCode int code for command execution result (see below)

resultDesc string textual description of command execution result (see below)
keyTypes array(string |found available key types for given client account in KA
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Field

Type Description

features

array(string |found available features for given client account in KA.

Result Codes

resultCode |resultDesc

100 Key types available: KEY_TYPE_NAME_1, KEY_TYPE_NAME_2, ..., Features
available: FEATURE_NAME_1, FEATURE_NAME_2, ...

101 There are no key types and features available

200 Client authorization failed

201 Access to this method is denied

202 Access to this object is denied

250 Client with login <login> is not found

300 Internal error, please try after some time

400

Incorrect authorization info format











































































































































































































































































































































































































































































































































































































































































































































