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CHAPTER 1

Preface

In This Chapter

Documentation Conventions

[T | = T3 T 7

Documentation Conventions

Before you start using this guide, it is important to understand the documentation
conventions used in it.

Typographical Conventions

The following kinds of formatting in the text identify special information.

Formatting
convention

Type of Information

Example

Special Bold

Italics

Monospace

Preformatted

Preformatted
Bold

CAPITALS

Items you must select, such as
menu options, command buttons, or
items in a list.

Titles of modules, sections, and
subsections.

Used to emphasize the importance
of a point, to introduce a term or to
designate a command line
placeholder, which is to be replaced
with a real name or value.

The names of commands, files, and
directories.

On-screen computer output in your
command-line sessions; source
code in XML, C++, or other
programming languages.

What you type, contrasted with on-
screen computer output.

Names of keys on the keyboard.

Navigate to the QoStab.

Read the Basic Administratiomodule.

These are the so-called shared VEs.

To destroy a VE, type vzctl destroy
VEid .

Use vzctl start to start a VE.

Saved parameters for VE 101

#rpm 1V virtuozzo - release

SHIFT, CTRL, ALT
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KEY+KEY Key combinations for which the user CTRL+P, ALT+F4
must press and hold down one key
and then press another.

General Conventions

Be aware of the following conventions used in this book.

A Modules in this guide are divided into sections, which, in turn, are subdivided into
subsections. For example, Documentatio Conventionss a section, and General
Conventionss a subsection.

A When following steps or using examples, be sure to type double-quotes ("), left single-
quotes (°), and right single-quotes (') exactly as shown.

A The key referred to as RETURN is labeled ENTER on some keyboards.
Commands in the directories included into the PATH variable are used without absolute

path names. Steps that use commands in other, less common, directories show the
absolute paths in the examples.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's
title, chapter and section titles, and the fragment of text in which you have found an error.
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CHAPTER 2

Introduction

In This Chapter

PUIDOSES .. 8

Definitions, Acronyms and Abbreviations ..........c..coovvvviiiiiiii e, 8

[T (=T (=] 1o 9

Examples and SoUurce COUES .........coouvviiiiiiiiiiiiiiiiiiiiiee e 10
Purposes

This document describes methods for performing a migration from the external hosting
systems to Parallels Operations Automation (POA). It also provides an overview of
migration terms, migration agent development rules and hints and gives the sample of the
migration agent with the comments.

Definitions, Acronyms and Abbreviations

The following definitions, acronyms and abbreviations are used throughout the document.

Acronyms and Abbreviations

Acronym/Abbreviation Expansion

POA Parallels Operations Automation

PBA Parallels Business Automation

DS XML Domain services XML document (see also the Examples and
Source Codes section (on page 10))

s Internet Information Services (see
http://www.iis.net/Default.aspx?tabid=1 )

MA Migration Agent

MM Migration Manager

MM CP Mi gration Manager 6s Control Pa

NS Name Server



http://www.iis.net/Default.aspx?tabid=1
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POA CCP POA Customer Control Panel

POA MN POA Management Node

POA ST POA Service Template

POA node Server, registered and managed by POA

PPM POA Package Manager

Definitions

Definition Description

OpenAPI XML-RPC extension for interacting with POA/PBA
SSH A set of standards and an associated network protocol

that allows establishing a secure channel between a
local and a remote computer. It uses public-key
cryptography to authenticate the remote computer and
(optionally) to allow the remote computer to authenticate
a user

Source Server

Refer to Source System section (see page 13)

Source System

Refer to Source Server section (see page 14)

Protective Subscription

Expired Subscription, which should be migrated to
POA/PBA. The protective time interval is defined in
migration settings for each registered source server in
MM. See [1]. If a subscription is expired after protective
time interval, it will not be migrated. See the Verification
flow section (on page 26).

Migration API

Set of well-defined XML structures that describes
services, tools and SDK, which allow to simplify a third-
party migration agents development.

References

The following documents are referenced elsewhere in this document:

[ 1] POA Providerods Guide

[ 2] POA Subscriberodés Guide

[3] PBA Getting Started Guide

[ 4] PBA Resell ersd6 Guide
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Examplesad Source Codes

The following archives (tar balls) include a XML scheme, a sample of MA and a skeleton
for the custom MA creation:

Archives Description

xsd.tar XML scheme: HostingPlatform.xsd, PEMServices.xsd
and PEMDomainServices.xsd

sample.tar Sample migration agents

skel.tar Skeleton for new migration agent




CHAPTER 3

Objects

This chapter describes the objects, involved in the migration process, and their roles in
migrating of data as accurate and safe as possible.

In This Chapter

Parallels Operations AULOMALION .........ccovviiiiiiiiiiiiiiiiiiieeeee e 12
Parallels BUSINESS AULOMALION ........uiiieieiiieieiiies e e e et e e e e e e eeeee e e e e e eeeeees 12
YU (o] =301 (=] o P 13
MIGratioN AQENT......coiiiiiiiiieiee et 16

MIGration MANAGET ........cceeiiiiiiiiiiiiiiieeee e 18
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Parallels Operations Automation

Parallels Operations Automation (POA) is a multi-server management and control system
for both UNIX-based and Windows-based web hosts. The system is intended for web
hosting companies of any size - data centers and Internet Service Providers (ISPs).
Please refer to [1].

Management Node

Parallels Operations Automation Management Node (MN) is a core of the system -
centralized control point for all components. The core includes a set of components, which
delivers services to end-users and manages distributed services across service nodes
Refer to [1].

Service Node

Service Node is a dedicated hardware node (server) that provides one or more
system/ custom services. For example, Service NoO
anti-spam and/or anti-virus services [1].

Service Template

Service Template is a set of Resource Types with fixed usage limits. Service Templates
contain information that must be provided to POA, so that POA can automatically provision
services to customers. Without Service Templates each resource has to be provisioned to
the customer account manually.

Service Template helps to automatically provision resources and services on millions
customer accounts. [1, 2].

Parallels Business Automation

Parallels Business Automation software is used
operations. The software supports all business tasks related to creating and selling

Service Plans. Parallels Business Automation is fully integrated with both Parallels

Operations Automation and the built-in online store that is included in the installation

package [3].

Service Plan
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Service Plan is a commercial offer of a computer resources and services package. When
customers buy Service Plans, they reserve rights to use up certain amount of hosting

resources and services at a certain rate over a certain period of time in the future, usually
starting from the day of purchase. Purchasing a Service Plan is equivalent to subscribing

to the services listed in the plan [3].

Source System

Under the term Source Systemve assume the entire hosting (and billing) platform. It may
have (or not have) a central control server (like Parallels Operations Automation MN),
including several or only one server. Examples of the source systems are:

A Ensim i One-host system (http://www.ensim.com)

A H-SPHERE i Distributed system (http://www.psoft.net)

A Spherai Distributed system (http:/sphera.com)



http://www.ensim.com/
http://www.psoft.net/
http://sphera.com/
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Source Server

Under the term Source Servewe assume a host where a hosting system is deployed
(Source Systenand Migration Agent resides. In case of a distributed source system, it may
be a Management Node (core).

External Service Template

Each external Service Template can be classified as:

A Hosting- Provides only domain services.

A Domain RegistrationProvides a domain registration only (subscription will be migrated
to Billing Manager).

A Hosting and Domain RegistratidProvides domain services and domain registration.

A Resource Provides an abstract resource (subscription will be migrated to Billing
Manager only).

Some source systems may have no Service Templates as special entities intended for
grouping and limiting a set of resources (services) to be offered to the end-user. In this
case, MA should create a Avirtual o Service
with this template and store them in a XML document (see the Mandatory commands

(must be implemented by all agents) section (on page 16) and

HostingPlatformCommon.xsd).

Mapping External Service Template to Parallels Operations Automation
Servie Templates and/or Parallels Business Automation Service Plans

The following details should be specified for each class of external Service Templates:

A For Hostingclass:
A POA Service Template.
A PBA Service Plan.
A For Domain Registratiariass:
A Listoftopleve | domains (TLD): fi.comodo, #fA.Dbiz
For each TLD:
- PBA Service Plan.
- Registrar type.
A For Resourcelass:
A PBA Service Plan.
A For Hosting and Domain registratidass:
A The same as for Hostingand Domain registratioclasses.
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Migration Agent

Migration Agent is a set of simple programs or/and scripts intended for collecting

information from the source system in a strictly defined XML form (the XML documents:
HostingPlatform.xsd, HostingPlatformCommon.xsd and PEMDomainServices.xsd or

PEMServices.xsd). Usually, Migration Agent resides on a Management Node of the source

system and POA MM refers to them through the SSH channel or SOAP over HTTP. From

POA point of view, Mi gr ati on A gambetdepfoyedbym t he @A bo
PPM and registered in the MM database (by default, all installed agents are placed on

POA MN at <POA>/MigrationAgents/ path or C:\ \ <POAx MigrationAgents  \ . See also

[4].
In This Chapter

Common Command-Line INEITACE.......c.ee e 16

Common Commaththe Interface

Under the UNIX/Linux platform all agents implement the following command-line interface:
perl agent.pl--extract=<info> [--argl="valuel" --arg2="value2" ... ] [--file=<output file>]

Migration Agent must return @exit code) on a success and NOT 0 on a failure. This exit
code will be used by MM to determine the erroneous situations.

Mandatory Commands (must be implemented by all agents)

To collect information about the entire source system, execute the following command:
perl agent.pl--extract=hostingPlatformInfo--file=source_system_info

After executing, the information about entire source server will be stored in a XML file:

-rw-r--r-- 1root root 27098 Jun 3 15:42 source_system_info.xml

, fi.xmlo extension is add

To collect information about the services on a particular domain, execute the following
command:

perl agent.pl-extract=domainServicesInfe-domainid="mydomain.com" --file=ds

After executing, the information about services will be stored in XML file:

-rw-r--r-- 1 root root 2982 Jun 3 18:20 ds.xml
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, fi.xmlo extension is adoc
To collect a content, execute the command:

perl agent.pk-extract=domainContent-domain-id="mydomain.com"
--contentid="mailbox:john@mydomain.com"--file=mbox

After executing, MA stores a collected content in a single bundle (tarball file T used in most

cases, excluding databaseds dumps):
-rw-r--r-- 1 root root 229832 Jun 3 28:22 mbox.tar
, fi.taro extension iIis added &

Optional Commands

It is not necessary for the MA to itoapdtean®nt spe
information about the set of accounts and/or domains: it depends on a number of accounts

and/or domains on a source server. If the source server serves less than 3000-5000

domains (for instance, 3000-5000 custom accounts with 1 domain per account), the

i mpl ementation can be omitt aldwupdate ieformdtitmo Mi gr at i
option) [4].

To collect information about the set of accounts and/or domains, execute the following
commands:

perl agent.pl--extract=accountsinfo--accountids="accl acc2 acc3"-file=accounts
perl agent.pl--extract=domainsinfo--domairrids="mydomain.com mglomain.org"
--file=domains
, account/domain identifiers must be

After a domain is completely migrated, the MM allows you to disable all related
subscriptions on a source server (such behavior depends on the migration, see also
Mi gr at i ondisSbéetsubgcniptiah : ot i on) [ 4] by executing the

perl agent.pl--disable=subscriptions-subscriptionids="subs1 subs2 subs3"
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Migration Manager

The modular structure of the MM is represented on the figure below:

Migration Manager

=

Account Provisioning Service Provisioning
Engine Engine

= ==

Syslem core

- = =

Subscription Pravisioning

Engine Agent Communicator
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Account Provisioning Engiings a part of the MM, responsible for customers' account
creation in POA and PBA. The following data will be migrated:

Login and password to POA CCP (a staff member in terms of POA) [2].
Administrative/technical/billing contact information.

Company address.

Current balance (restored in Billing Manager only) [3].

Payment tools (restored in Billing Manager only) [3].

> By > > P>

Subscription Provisioning Enginas a part of the MM, responsible for recreation
subscriptions in POA and/or PBA. The following data will be migrated:

>

Subscriptionds creation date.

Expiration date.

Login/password to registrar (only for domains).

Subscriptiondés period (certain time interval

Billing period - Billing Manager collects statistics on the resource usage daily and bills
a customer for provided services once in a billing period [3].

Subscription fee.

Setup fee.

Renewal fee (only for domains).
Transfer fee (only for domains).
Refund period.

Non-refundable amount.

Last billing date.

Next billing date.

See [3, 5] for more details.

> > > >

Pl N D P P 2

>

Service Provisioning Engihéas a part of the MM responsible for processing an XML
document with the information about domain services and recreating them in POA. See
Appendix A (on page 155) and Appendix B (on page 161) for a complete list of the
supported services.

Agent Communicatiris a part of the MM responsible for communication with the MA.
System Coré¢ is a core of the MM.
On the figure below the way of communication between POA, PBA and source servers is

depicted. Migration Manager uses a SSH protocol to communicate with MA (see Figure 2
Deployment of migration components) and to deliver the content.
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g N )

PEM Billing Manager

‘:“" S
%= e
PEM node PEM node =
{custom databases) (WEB/FTP/Fila Manager)
A -4
If’
Source system
S S
- 8
= ~
PEM node PEM node
(mail servica) ) "
{domain parking)
. A
External
Inbernal | | communications Ellﬂmﬂ. .
communications {CpenAPIl, 'GSWS"I:T“J"N‘-H.Q“E
XML-RPC) ol

Figure 1: Intercommunications

Note: The SSH protocol is suitable for UNIX-like operating systems, but not for Microsoft
Windows 2000/2003/XP operating systems.

For migrating a billing-related data (for example, a domain registration subscription or a
subscription for some resource), the MM uses OpenAPI to deliver the data into Billing
Manager.
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N . )
Billing Manager
>
| 4
managemaent node
: Migration Mana %er
Source system
Account Provisioning %mr'wm
Enginn
I 5= ir
System core
I e > = =
) [l = =
J

Figure 2: Deployment of migration components
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Migration Flows
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Overall Flow

Migration flow includes the following major 6 phases:

o O B~ W DN P

Registering a source server (see Figure 3.

Defining the external service templates.

Selecting a certain number of accounts and domains for migration.
Verification the selected objects (see Figure 3.

Resolving verification issues.

Migrating verified objects (see Figure 4.
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¥
Dafina
Register new - iniial
SOUFCE SErver registration
data SOUrce  Server
/ =ML,
- Invoke migration agent's
Deliver migration muethod for calecting
agen! to source f——p | irformation about entire
SEIVEr SOUTCE Senver
collected data in XML form
, "
Verify, parse XML e
and store data in A
MM database Mersiet -
= subscriplions

Performs by migration
oparator (thru MM CP)

Invoke migration agent’s
Performs method for collecting up-
—Optional—y to-date information

vasriflcation

accounts and/or domains

|
collected data in XML form
F i 4
- actounis
S'ﬁl'a results in e "
atata: - subschiptons

Figure 3: Source server registration and getting up-to-date information
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. . lrveke migration agent’s
Verify _d{iph.:n:j'l tarl;d i >l method for collecting up-
subscriptions H & I URAbasE to-date information
If out-of-data r
accounts andfor domains
h 4
. Create
Crsaot: ﬂﬂf‘[;'-":g: | sabscriptions in
POA and/or PBA
Inwoke migration agent's
: . . method for collecting
Provide services ol Information about domain
sarvices

Domain services
*ML,

Collect content =

Invoke migraticn agent's
method for collecting

content
|
archive
r
Dradiver content to
destination POA
node
r
All content
Unpack content - migrated
¢ Yes
Mark domain as . All domains
migrated = migrated
Mark account as ” Vas

migrated
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Verification Flow

Before an account and/or domain migration, the MM verifies all the related data and
determines migration statuses for all objects being migrated.

Verification flow includes the following 4 steps:

1 Determining subscriptionbés conflicts (see fig

2 Analyzing hosting subscriptionto determine which one will be migrated in POA (see
figure Step 2).

3 Analyzing resource and domain registratigubscriptiongo determine which one will be
migrated in PBA (see figure Step 3).

4 Store verificationresults n t he MM6s dat abase.

Verification statuses

Object Status Reasons Comments
Account Verified Successfully passed.
Account Verification | A Account does not

failed have domains.

A No domains are
selected for
migration.

A Domain(s) did not
pass a verification.

Domain Automaticall MM found a hosting subscription and
L y approved a domain registration subscription
(Migration AP1v.1) for migration (depends on the migration settings)
[4] and they are suitable for migration.
Domain Manual A Domain has a MM can provide a domain parking for
rati approval domain registration | such domain (depends on the
(Migration APIV.1) | o ired subscription and/or a | migration settings) [4]. Domain
resource subscription | migration should be approved
suitable for manually.

migration, but
doesn't have a
hosting subscription
(see figure Step 2and
Step Jelow).
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Object Status Reasons Comments
Domain Verification | A Found several In case of detecting the hosting
(Migration APl v.1) failed hosting subscriptions | conflict a domain must be marked as
' on different source not selected for migration on other
servers. registered source servers.
A Found one or more
unmapped
subscriptions When several suitable for migration
(depends on the subscriptions are detected by the
migration settings) MM, all unnecessary for migration
[4]. subscriptions should be marked as
. . . . notmigrated( subscri ptio
A Domalp r'eg|§trat|on state) manually before the verification
Subscription is not is passed and migration is started.
found (depends on
the migration
settings) [4].
A Found more than
one domain
registration
subscription suitable
for migration.
A Found more than
one hosting
subscription suitable
for migration.
Subscription (Migratiol Approved Subscription is active and mapped, so

APIv.1)

for migration

it is suitable for migration.

Subscription (Migratio
APl v.1)

Rejected for
migration

A Subscription is not
mapped to POA
Service Template
and/or Billing
Manager Service
Plan.

A Subscription is
expired.

Subscription
(Migration AP v.2)

Approved
for migration
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Object

Status

Reasons

Comments

Subscription
(Migration AP v.2)

Rejected for
migration

A

External Service
Template is not
mapped to POA/PBA
Service
Template/Plan.

External Service
Template is mapped
as O6hostin
and domain
registrati
Template, but
external subscription
identifier is not
specified.

External Service
Template is mapped
as O6resour
Template, but one or
more domains
provided by given
subscription on a
source server.

External subscription
is mapped as
6hosting a
registration/domain
registrat.i
domains provided by
given subscription on
a source server.

Subscription is
expired.

External subscription identifier is used
by MM for interacting with MA. Hence
the identifier is mandatoryfor
subscriptions which subscribes by
external Service Templates mapped
as Ohosting/ hostin
registration.

Only one domain can be provided by
Ssubscription mappe
domain registration/domain
registrati onlétesSer V
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Step 1 Detemmine subscription’s conflicts

TS- migration setings for
SOUICE SErver

Enabled

Yas

Process hosting
subscriptions
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Step 2 Analyze hosting subscriptions

§ =

Domain has only one active
No hassting subscription No

Subscription's overrida stabe
1= *Manually approved”
AND

{ MS: main billing platiorm is
UNDEFINED
OR
active hosting subscription
NOT belongs o main billing
platform)
Subscnption's overmide stabe
== "Manually approved”
oOR
(M5 main billing platform is
deafined
AND
active hasting subscription
bedong to main billing
platform)

—

MS: main billing platform is
UNDEFINED
OR
protective hosting
subscnpbion NOT belongs o

main billing platiorm
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Step 3 Analyze resource and domain registration subscriptions

Yas

Get list of regource
subscriptions from
main billing platiorm

Yes List is emply
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Account Migration

After verification is successfully finished, the MM can initialize an account migration. The
migration flow is represented on the Figure 5:

Get information
about account's

Use contact information from
account on hosting platiorm

Craate acoount in
PO, orfand PBA

l

Create siafl
mermbar (gt
imformation from
account on

hosting platform)

—
Use contact infarmnation from
billing account

Set up balance,
Jadd credit cards to
PEA
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=

First MM determines an account with the billing information (if a given source server
does not provide it and there is another attached source server with the billing
information).

MM creates an account in POA and PBA.
MM creates a staff member.

MM restores balance and payment tools (credit cards) in PBA.

a b~ W DN

MM Initializes a migration process for the domains.

An account will not be marked as migratedwvhile all the domains marked as selected for
migrationare not migrated [4].

Subscription Migration

Subscription migration process includes 3 phases:
1 Creating a hosting subscriptiom POA and PBA [1, 3, 5].

2 Creating a domain registratioand/or resource subscriptionie PBA (if any) [3, 5].

3 Adjusting a subscriptionbés status in PBA afte
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Domain Migration

Domain migration
and PBA. Migration flow is depicted on

process
the Figure 6:

st ar t sy mmgnatedyin POA

t

he

own



