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CHAPTER 1

Preface

In ThisChapter

Documentation Conventions

[T | = T3 T 9

Documentation Conventions

Before you start using this guide, it is important to understand the documentation

conventions used in it.

Typographical Conventions

The following kinds of formatting in the text identify special information.

Formatting convention

Type of Information

Example

Special Bold

Italics

Monospace

Preformatted

Items you must select, such
as menu options, command
buttons, or items in a list.

Titles of chapters, sections,
and subsections.

Used to emphasize the
importance of a point, to
introduce a term or to
designate a command line
placeholder, which is to be
replaced with a real name or
value.

The names of commands,
files, and directories.

On-screen computer output
in your command-line
sessions; source code in
XML, C++, or other
programming languages.

Go to the QosStab.

Read the Basic Administratioohapter.

The system supports the so called
wildcard character search.

The license file is located in the

httpdocs/co  mmon/licenses
directory.

#Is T alffiles

total 14470
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Preformatted Bold What you type, contrasted # cd /root/rpms/php
with on-screen computer
output.

<> The value enclosed in angle Go to unpacked OS directory:
brackets is variable, i.e. # cd <POA_DIST>/rpms/<OS
depending on the context it
can take this or that value.

CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.

KEY+KEY Key combinations for which CTRL+P, ALT+F4

the user must press and hold
down one key and then press
another.

General Conventions

Be aware of the following conventions used in this book.

A Modules in this guide are divided into sections, which, in turn, are subdivided into
subsections. For example, Documentation Conventioissa section, and General
Conventiongs a subsection.

A When following steps or using examples, be sure to type double-quotes ("), left single-
quotes (°), and right single-quotes (') exactly as shown.

A The key referred to as RETURN is labeled ENTER on some keyboards.
Commands in the directories included into the PATH variable are used without absolute

path names. Steps that use commands in other, less common, directories show the
absolute paths in the examples.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's
title, chapter and section titles, and the fragment of text in which you have found an error.
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CHAPTER 2

Introduction

In This Chapter
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Purpose

The purpose of this Reference document is to describe the Public API of Parallels
OperatiOns automation (POA). This API provides functionality enough to integrate POA
with external billing system.

This document is intended for any person participating in integration of POA with external
billing system: analysts gathering and elaborating the requirements, designers and
software architects designing the system, developers implementing the solution, testers
and test designers performing quality assurance, technical writers composing user
documentation, etc.

The reader of this document is expected to be familiar with basic POA concepts like:

objects hierarchy, including accounts; account 6
services; etc. The reader should also be familiar with resources accounting system used in

POA and understand such terms as: resource type, service template, subscription,

resource. To obtain the complete information concerning POA concepts please refer to

Parallels Operations Automation Provider's Guide

Scope

This document describes all methods constituting the Public API of Parallels Operations
Automation (POA) in terms of their functionality. It also provides comprehensive
explanation of methodsd input and output par ame

References

The following documents are referenced elsewhere in this Reference:
1 XML-RPC Specification (http://www.xmlrpc.com/spec).

2 Extensible Markup Language (XML) (http://www.w3.org/xml/).

3 Hypertext Transfer Protocol (HTTP) (http://www.w3.org/protocols/).


http://www.xmlrpc.com/spec
http://www.w3.org/xml/
http://www.w3.org/protocols/

12 Parallels Operations AutomationPagallels

Definitions, Acronyms, and Abbreviations

The following definitions, acronyms, and abbreviations are used throughout this document:

A HTTP Hypertext Transfer Protocol.
RPCi Remote Procedure Calls.
XMLi eXtensible Markup Language.

XMLRPC- Remote procedure calling using HTTP as the transport and XML as the
encoding.

> > >

Optional parametéparameter name enclosed in square brackets) - when you come over
the method parameter enclosed in square brackets [...], it means that the parameter is
optional and that you can do not initialize this parameter during method call. Eg. [host_id]

Deprecated methoedf a method is marked as deprecated, it means that there exist other
newer methods that can deliver the same result as the deprecated method. Still, the
deprecated method works fine as well until you see it in the document.

Internal methodif a method is marked as internal, it means that method is exlusively
intended for system maintenance purposes and should be invoked by the system
developers only. It is strongly recommended do not use such methods by the usual system
users. It is not guaranted that method marked as internal will be available or will support
back-compatibility in future versions of system.

Overview

The Reference document first provides general description of POA Public API, then
describes how it is structured according to functional groups, and finally lists all methods
constituting the API in alphabetical order. The examples of methods calls are given in the
appendix A (on page 164).
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Overall Description

The purpose of POA Public API is to provide external billing systems with a way to control

services provisioning flow, collect resources usage statistics, suspend/resume/cancel

services availability fortheend-user s, modi fy the objectsd proper
Operations Automation (POA) boundaries.

The API represents a set of methods implemented over XML-RPC. All methods conform to
XML-RPC specification so that the external system can use any third-party software
implementing this protocol.

All methods constituting the API are transactional on per-call basis. In other words, if an
XML-RPC call succeeds, POA can guarantee that all operations implied by the called
method have been performed. And vice versa, if a call fails, POA guarantees that no
changes implied by this method have been made to the system. By default, a sequence of
calls is not transactional as a whole and the external system shall handle failed calls in the
sequence itself. However, POA provides a set of helper methods, which allows to call a
sequence of methods in context of transaction.

The whole Public API of POA can be subdivided into several groups according to the
primary functionality they support.

Starting from version 2.6.5 (freshly installed) POA will accept Public APl connections only
from allowed hosts/networks. Management Node will be allowed to call POA via Public API
by default.

See also:

Public API Security (on page 14)

Executing Public APl Methods (on page 15)
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Public API Security

This topic describes security considerations when using Public API.

POA allows to control the following security aspects of Public API using:

A Type of protocol is used as transport for XML-RPC communication.

A

A

SSL is disabledn this case the plain HTTP is used as transport protocol. The
content of XML-RPC requests/responses transmits over network in unencrypted
form.

SSL is enabledn this case HTTP over SSL is used as transport protocol. The
content of XML-RPC requests/responses transmits over network in encrypted form.

A Authentication mode.

A

A

HTTP Authentication is disabl&dthis case XML-RPC client can call Public API
methods, which are listed in this reference, without POA credentials providing.

HTTPAuthentication is enablelt this case XML-RPC client should provide POA
Account Staff Member's login and password to pass through authentication
process. If Provider Account Staff Member's login and password are provided, the
XML-RPC client will be able to call Public APl methods, which are listed in this
reference. If Reseller Account Staff Member's login and password are provided, the
XML-RPC client will be able to call limited set of Public API methods (the method
allowed to use by Reseller is marked as "this method can also be called under
Reseller permissions" in method's description).

A Networks from which access to Public API is allowed.

A

A

Accept connections from everywhénethis case XML-RPC clients from any network
can call Public APl methods.

Accept connections only from allowed netwohkghis case XML-RPC clients only from
allowed networks (or IP Addresses) can call Public APl methods.

Note: The complete information how to configure Public API security is provided in
Provider's Guidim Configuing POA Public ABéction.
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Executing Public APl Methods

This section describes how to execute POA Public APl methods.

In This Chapter

Obtaining POA XML-RPC Server Properti€S.........coovvvuiiieiieeeeeieeiiiees e eee e
Executing Public APl Methods with curl Utility
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Obtaining POA XMRPC Server Properties

Prior to invocation of POA Public API methods, it is necessary to obtain the POA XML-
RPC server properties, such as IP Address, Port, SSL status, and HTTP Authentication
status. To do this, perform the following actions:

1 Loginto POA Provider's Control Panel.

2 Go to Top >System Director > Public APl Manafjee Summarytab of Public APl Manager
opens, displaying the properties of the POA XML-RPC server.

Top = System Director Serean ID:1.1.1.1
Public APl Manager [l) Edit Help box (&) Refresh (?)Help

Summary] Allowed Metworks |

Access Point: https: (/172.20.91, 11:3440/RPC2
Status: Accepting Connections

SsL: Enabled

Certificate Path: Jjusrflocalpemjetcfopenapifcert.pem
Private Key Path; Jjusrflocal fpemjetcfopenapi/privkey . pem
HTTP Authentication: Enabled

Accept connections: Only from allowed networks

Figure 1: Public APl Manager - Summary Tab

It is recommended to write them down or copy them to the text editor. This information is
used for executing POA Public APl methods.

Executing Public API Methods with curl Utility

This section describes how to execute POA Public APl methods using the curl utility.

Note: The curl utility for Windows-based hosts can be obtained from the http://curl.haxx.se
web site. For Linux-based hosts the curl utility is available in the OS distribution.

Log in to the host where the curl utility is installed.

2 Create a file and insert the required XML-RPC request into it. Sighatures of POA
Public API methods are provided in the Public APl Reference section (on page 20).

3 Execute the following command:


http://curl.haxx.se/
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# curl -k - d@FILE PROTOCOL://LOGIN:PASSWORD@IP_ADDRESS:PORT

Where:

A FILE- Path to the file that contains the XML-RPC request.

A PROTOCOLProtocol used to connect to the POA XML-RPC server (http or https).

A PASSWORENd LOGIN Credentials of a Staff Member belonging to the POA
Provider's/Reseller's Account.

A IP_ADDRESSThe IP Address of the POA XML-RPC server.
A PORT Port number of the POA XML-RPC server (8440is default port).

Examples:

#curl -k -d@/root/pem.addA ccount.xml
https://login:password@1.1.1.1:8440

#curl -k -d@/root/pem.addAccount.xml https://1.1.1.1:8440

#curl -k -d@/root/pem.addAccount.xml http://1.1.1.1:8440



mailto:-d@/root/pem.addAccount.xml
https://login:password@1.1.1.1:8440/
mailto:-d@/root/pem.addAccount.xml
https://1.1.1.1:8440/
mailto:-d@/root/pem.addAccount.xml
http://1.1.1.1:8440/

CHAPTER 6

Big Integer Support

POA Public API supports big integers for some classes of parameters. They are: resource
limits and resource usage values.

Currently there is no standard for representation of 64+ bits integers in XML-RPC. So it

was decided to transfer 64-bit integer values within XML-RPC string values. However
these strings are validated for correctness.

In This Chapter

SPECIfICAtION RUIBS ... .uii i e e e e e e e e e aeeees 18
Backward Compatibility ISSUES ........cciiiiiiiiiiiiiee e 19

Specification Rules

The type bigint  actually stands for XML-RPC string type with the following restrictions:

A If bigint is the type of input parameter, then it is tested if it actually has numeric
content and the content fits 64-bit integer.

A If bigint is the type of output parameter, then there is a guarantee that the
parameter will actually contain numeric value that fits 64 bit integer.
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Backward Compatibility Issues

There are a number of methods that already accept/return parameters that have
semantics of resource accounting (resource limits/usage amount, etc). The type of these
parameters can not be changed because of compatibility reasons. This is why we have
introduced additional rules that describe POA Public API policy regarding this issue.

In general, an additional method parameter of type bigint  is introduced. The name of
that parameter partially coincide with original one with one exception that new parameter
will have '64' prefix.

In case of input parameters, an introduced bigint  parameter is optional. So it is safe for
the user to keep using specific methods in a usual way, transferring usual int parameters.
However, if it appears that user should transfer big number, he could use bigint

parameter and do not transfer int  parameter at all (or leave it 0 because bigint
parameter has higher priority).

POA Public API will always transfer both int and bigint  output parameters that refer
the same value. If it appears that the actual value does not fit the int representation, then
the minimal negative or maximum positive integer would be returned in int-typed
parameter (depending on actual value) and correct value will be returned in bigint-typed
parameter. So it is relatively safe to keep reading int  output parameters but it is better to
always use their bigint  analogs.

Please note that rules described in this section concern existent method parameters only.
The new bigint  parameters will not have any int  analogs and will be named in a usual
fashion (no '64' prefixes).
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Public APl Reference

This section lists all methods constituting the POA Public API along with comprehensive
explanation of their input and output parameters. The list is sorted in alphabetical order for
better navigation.

Descriptions of all methods follow the same way: first, a short explanation is given of what
the method does, and then lists of its input and output parameters are provided in tabular
form. If the method participates in complex scenario involving other methods, a link to the
corresponding diagram, explaining this scenario, is given.

Types of all arguments are given in terms of XML-RPC specification.

All methods described in this document are supported by POA version 2.3 or later, if not
otherwise stated explicitly. New methods and new optional parameters for existing
methods introduced in subsequent releases of POA are marked with the version of POA
where they were introduced for the first time.

For the sake of convenience, the following table groups all methods from POA Public API
by releases where they were introduced for the first time.

Method Name Effective since version
pem.activateST (on page 143) 2.6.4
pem.activateSubscription (on page 44) 2.3.01
pem.addAccount (on page 27) 2.3
pem.addAccountMember (on page 30) 2.3
pem.addDNSHosting (on page 54) 2.6.4
pem.addDomain (on page 55) 2.3
pem.addDomainRequest (on page 58) 2.8
pem.addDomainToAccount (on page 59) 2.8
pem.bindServicesToDomain (on page 61) 2.8
pem.getRequiredNameServers (internal) (on page 66) 2.8
pem.removeDomainRequest (on page 68) 2.8
pem.syncNameServers (internal) (on page 70) 2.8
pem.unbindServicesFromDomain (on page 70) 2.8
pem.addProvisioningAttributes (on page 148) 2.6.3
pem.addPTRRecord (on page 60) 2.6.5




Public APl Reference

21

pem.addResourceType (on page 135) 2.6.3
pem.addResourceTypeToServiceTemplate (on page 136) 2.6.5
pem.addServiceTemplate (on page 143) 2.6.3
pem.addSubdomain (on page 60) 2.3
pem.addSubscription (on page 46) 2.3
pem.addUser (on page 103) 2.6.5
pem.assignlPPool (on page 150) 2.6.5
pem.attachlPPool (on page 150) 2.6.3
pem.batchRequest (on page 160) 2.3
pem.bindIPPool (on page 151) 2.6.3
pem.brandDomain (on page 155) 2.6
pem.changeUserPassword (on page 105) 2.6.5
pem.checkPassword (on page 32) 2.4
pem.cgmail.addMailbox (on page 129) 2.4
pem.cgmail.addMailname (on page 133) 2.6.4
pem.cgmail.delMailname (on page 134) 2.6.4
pem.cgmail.editMailname (on page 134) 264
pem.cgmail.addMailForwarding (on page 131) 2.5
pem.createDatabase (on page 126) 2.3
pem.createDatabaseUser (on page 127) 2.3
pem.createDNSRecord (on page 62) 2.6.1
pem.createlPPool 2.6.3
pem.deactivateST (on page 144) 2.6.4
pem.deleteDNSRecord (on page 62) 2.6.1
pem.detachlPPool (on page 152) 2.6.3
pem.disableAccount (on page 33) 2.3
pem.disableDomain (on page 63) 2.3
pem.disableSubscription (on page 47) 2.3
pem.disableUser (on page 105) 2.6.5
pem.enableAccount (on page 33) 2.3
pem.enableDomain (on page 63) 2.3
pem.enableSubscription (on page 47) 2.3
pem.enableUser (on page 106) 2.6.5
pem.exchange.addEmailAddresses (on page 92) 2.6.5
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pem.exchange.addMailbox (on page 92) 2.6.5
pem.exchange.changePrimaryEmailAddress (on page 93) 2.6.5
pem.exchange.disableForwarding (on page 94) 2.6.5
pem.exchange.enableForwarding (on page 94) 2.6.5
pem.exchange.getEmailAddresses (on page 95) 2.6.5
pem.exchange.getEmailDomains (on page 95) 2.7
pem.exchange.getMailboxByEmailAddress (on page 96) 2.6.5
pem.exchange.getMailboxes (on page 96) 2.6.5
pem.exchange.getMailboxInfo (on page 97) 2.6.5
pem.exchange.getMailboxStores (on page 99) 2.8
pem.exchange.getUserMailbox (on page 100) 2.6.5
pem.exchange.modifyMailbox (on page 100) 26.5
pem.exchange.moveMailboxes (on page 101) 2.8
pem.exchange.removeEmailAddresses (on page 102) 2.6.5
pem.exchange.removeMailbox (on page 102) 26.5
pem.getAccountinfo (on page 34) 2.4
pem.getAccountMemberByLogin (on page 35) 2.7
pem.getAccountSubscriptions (on page 35) 2.4
pem.getDomainByName (on page 70) 2.8
pem.getDomainSubscription (on page 65) 2.4
pem.getDomainList (on page 64) 2.5
pem.getFTPUser (on page 71) 2.4
pem.getNameServers (on page 66) 2.3
pem.getProvisioningAttributes (on page 148) 2.6.3
pem.getRequestStatus (on page 161) 2.6.2
pem.getResourceUsage (on page 136) 2.3
pem.getResourceUsageForPeriod (on page 137) 2.3
pem.getServiceTemplate (on page 144) 26.1
pem.getSubscription (on page 48) 26.1
pem.getSubscriptionWebspaces (on page 77) 2.8
pem.getUserByLogin (on page 106) 2.6.5
pem.getUserinfo (on page 106) 2.6.5
pem.getUsers (on page 109) 2.6.5
pem.getWebspacesList (on page 78) 2.4
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pem.iis.addDomainMapping (on page 78) 2.6.5
pem.iis.addSystemMapping (on page 80) 2.6.5
pem.iis.applySystemMappingsToHosts (on page 81) 2.6.5
pem.iis.bulkAddDomainMapping (on page 81) 2.6.5
pem.iis.deleteSystemMapping (on page 82) 2.6.5
pem.iis.getDomainEngines (on page 83) 2.6.5
pem.iis.getDomainMapping (on page 83) 2.6.5
pem.iis.getDomainMappings (on page 84) 2.6.5
pem.iis.getSystemEngines (on page 85) 2.6.5
pem.iis.getSystemMapping (on page 86) 2.6.5
pem.iis.getSystemMappings (on page 87) 2.6.5
pem.iis.getWebspaceFeaturesinfo (on page 72) 2.8
pem.iis.resetDomainMapping (on page 88) 2.6.5
pem.iis.setDomainMappingEnabled (on page 89) 2.6.5
pem.iis.getSubscriptionWebsites (on page 75) 2.8
pem.iis.getSubscriptionSharePointSites (on page 76) 2.8
pem.iis.getWebspacesinfo (on page 77) 2.8
pem.iis.setWebspaceFeaturesinfo (on page 73) 2.8
pem.iis.updateDomainMapping (on page 89) 2.6.5
pem.iis.updateSystemEngine (on page 90) 2.6.5
pem.iis.updateSystemMapping (on page 91) 2.6.5
pem.importCertificate (on page 67) 2.3
pem.installPleskLicense 2.6.5
pem.migrateSubscription (deprecated) (on page 49) 2.5
pem.modifyUser (on page 109) 2.6.5
pem.mscrm.createOrg (on page 111) 2.8
pem.mscrm.createUser (on page 112) 2.8
pem.mscrm.disableOrg (on page 114) 2.8
pem.mscrm.enableOrg (on page 114) 2.8
pem.mscrm.getBusinessUnits (on page 114) 2.8
pem.mscrm.getCurrencies (on page 115) 2.8
pem.mscrm.getOrgBySubscription (on page 115) 2.8
pem.mscrm.getOrginfo (on page 116) 2.8
pem.mscrm.getOrgList (on page 117) 2.8
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pem.mscrm.getOrgUsers (on page 118) 2.8
pem.mscrm.getSecurityRoles (on page 119) 2.8
pem.mscrm.getUserInfo (on page 119) 2.8
pem.mscrm.modifySecurityRoles (on page 122) 2.8
pem.mscrm.moveUser (on page 122) 2.8
pem.mscrm.removeOrg (on page 122) 2.8
pem.mscrm.removeUser (on page 123) 2.8
pem.mscrm.setExchangeDeliverySettings (on page 123) 2.8
pem.mscrm.setExternalDeliverySettings (on page 124) 2.8
pem.mscrm.setNoneDeliverySettings (on page 125) 2.8
pem.mscrm.setOrgDisplayName (on page 125) 2.8
pem.mscrm.setOutlookDeliverySettings (on page 125) 2.8
pem.mssgl.setQuota (on page 128) 2.6.5
pem.orderSubscription (deprecated) (on page 50) 2.3
pem.packaging.native_repository.createRepository (on page 153) | 2.6
pem.packaging.native_repository.getRepository (on page 154) 2.6
pem.packaging.native_repository.reindex (on page 154) 2.6
pem.packaging.native_repository.removeRepository (on page 2.6
155)

pem.promoteToReseller (on page 36) 2.6.4
pem.provisionSubscription (deprecated) (on page 51) 2.3
pem.removeAccount (on page 36) 2.3.01
pem.removeAccountMember (on page 36) 2.3.01
pem.removeDNSHosting (on page 67) 2.6.4
pem.removeDomain (on page 68) 2.3
pem.removePTRRecord (on page 69) 2.6.5
pem.removeSubscription (on page 52) 2.3
pem.removeUser (on page 111) 2.6.5
pem.resetResourceUsage (internal) (on page 140) 2.3
pem.revokelPPool (on page 152) 2.6.5
pem.revokePleskLicense 2.6
pem.setAccountAuthData (on page 37) 2.3
pem.setAccountinfo (on page 37) 2.3
pem.setDomainRegistrarStatus (on page 69) 2.3
pem.setFTPPassword (on page 75) 2.4
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pem.setHostAttributes (on page 149) 2.6.3
pem.setMemberinfo (on page 40) 2.6.2
pem.setMemberPassword (on page 42) 2.6.2
pem.setResourceTypeLimit (on page 140) 2.3

pem.setResourceTypeLimits (on page 141) 26.1
pem.setRTAttributes (on page 142) 2.6.3
pem.setSTActivationParams (on page 146) 2.6.3
pem.setSTRTLimits (on page 147) 2.6.3
pem.setSubscriptionName (on page 53) 2.6.1
pem.setSystemProperty (on page 42) 2.6.3
pem.unbindIPPool (on page 152) 2.6.3
pem.unbrandDomain (on page 156) 2.6

pem.unsetHostAttributes (on page 149) 2.6.3
pem.updateAccountAndAccountMember (on page 43) 2.3

pem.upgradeSubscription (on page 53) 2.3

pem.virtuozzo.attachVPS (on page 158) 2.6.5
pem.virtuozzo.importTemplate (on page 158) 2.6.3
pem.virtuozzo.installTemplate (on page 159) 2.6.3
pem.virtuozzo.registerHWNode (on page 159) 2.8

txn.Begin (on page 162) 2.6.3
txn.Commit (on page 163) 2.6.3
txn.Rollback (on page 163) 2.6.3
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Management of Accounts and Account's Staff
Members

This functional group allows to create, modify, retrieve properties, and remove Accounts
and Accountods Staff Members.

POA 2.4 introduces an ability to work in conjunction with the external system that stores
accountso information in its own database.
account information storage, the user should apply alternative public APl methods'
interface where needed. Note that some public APl methods become unavailable under
this scheme.

System ID parameter, that is used to refer to external system, is generated during
registering of this external system in POA.

pem.addAccount

This method is supported by POA starting from version 2.3.

This method creates an Account for Reseller or Customer in POA. Note that this method
does notcreatean Account 6 s St af f peM.adikceountMerabgrdon page 30)
method for this purpose.

The request must contain either the set of Account information parameters such as
person , address , phone, fax , email or the external_info that uniquely identifies
External System where POA should get appropriate data.

Important : You should always call pem.addAccountMember (on page 30) just after
pem.addAccount (on page 27). Otherwise, the deployment will be considered incorrect
and, in general, subsequent call of pem.activateSubscription will lead to the unpredictable
result.

The method has the following input parameters:

Name Type Short Description

[account_id] int The ID of the Account to create. This ID is generated
by External System. Optional parameter. If this
parameter is not specified, POA will generate it
according its internal sequence of IDs.
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[account_type]

string

Indicates the type of the Account to create. It can take
the following values:

A C- Indicates that the Account is created for
Customer. Default value.

A R- Indicates that the Account is created for
Reseller.

[subscription_id]

int

The ID of Subscription that provides resource Client
accountsor Reseller accountdepending on Account
type. If subscription_id parameter is specified,
then the POA searches that concrete Subscription for
appropriate resource. Method would fail if no resource
found. If subscription_id is not specified, then the
method will look at all owner's Subscriptions and
search least loaded resource of the needed type.

[parent_account_id]

int

Account ID of a parent Account. POA Provider's
Account is the default value.

[branded_domain_nam
e]

string

The Domain, which the Brand is created on. If such
Domain is specified, the created Account will be bound
to this Brand. If you don't specify this parameter, the
Account will be bound to the first created Brand even if
there is only one Brand.

Send the following info, if POA uses external account info storage:

[external_info] struct

A system_id string The reference ID to External System that stores
Account info

A external_account string Some Account identifier that will be passed to the

_id

External System for identification of this Account.

Send the following info, if POA stores account info in its own database:

[person] struct Contains general information about person/company
represented by the Account being created.

A title] string This is salutation |ike @

A first_name string The first name of the person represented by the
Account.

A [middle_name] string The middle name of the person represented by the
Account.

A last_name string The last name of the person represented by the
Account.

A [company_name] string The name of the company represented by the Account.
If the company is not specified, first name, middle
name and last name will be used instead.

[address] struct Contains address information for the person/company

represented by the Account being created.
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A street_name string Name of the street.

A [house_num] string The number of the house.

A [address2] string Second address.

A zipcode string Postal code.

A city string Name of the city.

A country string This is the code of the country represented by two
lowercased letters, like us, uk, etc.

A state string Name of the state/province.

[phone] struct Contains phone information for the person/company
represented by the Account being created.

A country_code string Country code part of the phone number.

A area_code string Area code part of the phone number.

A phone_num string The phone number itself.

A ext_num string Extension to the phone number, if present.

[fax] struct Contains fax information for the person/company
represented by the Account being created.

A country_code string Country code part of the fax number.

A area_code string Area code part of the fax number.

A phone_num string The fax number itself.

A ext_num string Extension to the fax number, if present.

[email] string The e-mail address of the person/company
represented by the Account being created.

[locale] struct Locale of Account.

A language_code string Language code (two-letter code system), for example:
en, de, etc.

A country_code string Country code (two-letter code system), for example:
US DE etc.

A variant string Variant code. It contains a customization of Locale (this
field can be empty).

The method has the following output parameters:

Name Type Short Description

account_id int ID of the created Account.
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For XML-RPC sample of using this method see pem.addAccount Sample section (on page
167) in XML-RPC Samples appendix (on page 164).

See also:

pem.addAccountMember method (on page 30).

pem.addAccountMember

This method is supported by POA starting from version 2.3.

This met hod

creates a

The method has the following input parameters:

Account 6s

Me mber

Name Type Short Description

account_id int id of account new member will belong to

[subscription_id] int The ID of the subscription that provide "users"
resource.

[user_id] int id of the member to create, generated by external

system

Send the following data, when POA uses

external account auth info storage:

login

string

Login for newly created member

Send the following data set,

when POA s

tores account auth info by it-self:

auth struct auth info (login/password) for new member
person struct general personal information

address struct postal address

phone struct contact phone number

[fax] struct contact fax number

email string contact email address

The method has the following output parameters (available since POA 2.5 hotfix 12):

Name

Type

Short Description

user_id

int

id of the created user

n
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For XML-RPC sample of using this method see pem.addAccountMember Sample (on
page 171) section in XML-RPC Samples appendix (on page 164).

See also:

pem.addAccount (on page 27) method.

Parameters Details

Request must contain either the set of account information parameters such as auth ,
person , address , phone, fax , email orthe login parameter for an external system
account.

The login parameter appears in POA starting from version 2.4.
account_id The ID of the account, which the member is created for.

subscription_id The ID of the subscription that provides "users" resource. If subscription_id
parameter is specified, then the Public API searches "users" resource in that concrete
subscription. If no resource found, there are two options to appear:

A if an account has no members yet, then the member creation will succeed,;

A if account already have any members, then the method will fail.

If subscription_id is not specified, then the method will look at all account's subscriptions
and search least loaded "users" resource.

user_id- The ID of the member to create. This ID is generated by external billing system.

auth- Contains information to be used for authenticating the member being created. It is a

struct with the following members:

A fogindo of MAstringo type.

A fpasswordd of fyset ri ngo t

A ['check_password"] of "boolean" type. Optional parameter. It checks the quality of the
entered password according to the password quality level defined in POA.

person- Contains general information about person represented by the member being

created. It is a struct with the following members:

A fited0 of Astringod type. This is salutation |ike
A ffirst named of fAstringd type. The first name of th

A fmiddle_ named of FAstringod typ eepersbmrepresenteddytee name of
member.

A fast named of fAstringod type. The | ast name of the

address- Contains address information for the person represented by the member being
created. It is a struct with the following members:

A fotreet named of MAstringodo type. Name of the street.
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A thouse numd of TfAAstringodo type. The number of the hc

A faddress20 of fAstringo type. Second address.

A fzipcoded of TfAstringo type. Post al code.

A fityd of Astringd type. Name of the city.

A fcountryo ofi nfy®tt ype. This is the code of the cou
|l etters, |l i ke Auso, ifuko, et c.

A fstated0 of fAstringod type. Name of the state/ provi

Note: Because of the fields inconsistency between POA and Parallels Business
Automation, the following behaviour is foreseen:

If the house_num is indicated, then address will go to the street_name field in Parallels
Business Automation, address2 => house_num, address3 => address2, otherwise
address => street_name, address2 => address2.

phone- Contains phone information for the person represented by the member being
created. It is a struct with the following members:

A fcountry coded0 of fAstringo type. Country code part o
A farea_coded0 of fAstringo type. Area code part of th
A fphone numd6 of fstringd type. The phone number it :
A fext numd of fAstringodo type. Extension to the phon

fax - Contains fax information for the person represented by the member being created. It
is a struct with the following members:

A fcountry coded of fstringod type. Country code part o
A farea_coded0 of fAstringo type. Area code part of th
A fphone numd6 of fAstringod type. The fax number itsel
A fext numd of fAstringd type. Extension to the a x

email- The e-mail address of the person represented by the member being created.

pem.checkPassword

This method is supported by POA starting from version 2.4

This method checks password quality.

Name Type Short Description

account _id int The ID of the Account to check password for.

password string Password to check.

[name] string Name to check that password does not contain
personal information.
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[disabled_chars] Disabled characters. The list of characters that

cannot occur in password.

string

This method has no output parameters.

pem.disableAccount

This method is supported by POA starting from version 2.3.

This method disables all services provisioned under specified account. The corresponding
Reseller or Customer will be still able to login to POA, but will not be able to use and
manage services provisioned under this account.

The method has the following input parameters:

Name Type Short Description
account_id int The ID of the Account to disable.

The method has no output parameters.
See also:

pem.enableAccount method (on page 33).

pem.enableAccount

This method is supported by POA starting from version 2.3.

This method enables all services provisioned under specified account if they were
disabled. The corresponding Reseller or Customer will be able to login to POA and
manage services provisioned under this account.

Note: if pem.disableAccount method (on page 33) was called for an account, then it is not
guaranteed that, after calling pem.enableAccount method, all services will be in the same
state as they were just before pem.disableAccount method (on page 33) was called; it
depends on particular kind of services.

The method has the following input parameters:

Name Type Short Description
account_id int The ID of the Account to enable.
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The method has no output parameters.

See also:

pem.disableAccount method (on page 33).

pem.getAccountinfo

This method is supported by POA starting from version 2.4.

This method returns information about account: contacts, parent accounts, etc.

The method has the following input parameters:

Name

Type

Short Description

account_id

string

POA Account ID

The output parameters are the following:

Name Type Short Description
account_type string Account type. The possible values are the following:
A A - Provider's Account
A C - Customer's Account
A R - Reseller's Account
parent_account_id int Parent account ID
person struct General information about person/company
address struct Customer/reseller address
phone struct Customer/reseller phone number
fax struct Customer/reseller fax number
email sting Customer/reseller E-mail address
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Look into pem.addAccount method (on page 27) description for complete specification of
these structures.

pem.getAccountMemberByLogin

This method is supported by POA starting from version 2.7.
This method returns information about account member for specific login if there is any.

The method has the following input parameters:

Name Type Short Description

login string Login to find in POA system

This method has the following output parameters:

Name Type Short Descripbin
user_id int Account member ID
account_id int ID of an account that owns the member

pem.getAccountSubscriptions
This method is supported by POA starting from version 2.4.
This method returns a list of subscriptions that Account has.

The method has the following input parameters:

Name Type Short Description
account_id int Account ID

Method returns an array(inty hat contain a | ist of cust omer 6s
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pem.promoteToReseller

This method is supported by POA starting from version 2.6.4
This method promotes any customer account to the reseller's one.

The method has the following input parameters:

Name Type Short Description

account_id int id of account to promote

The method has no output parameters.

pem.removeAccount

This method is supported by POA starting from version 2.3.01

This method removes an account from POA. Note that this method automatically removes
al | account 6s dat a.

The method has the following input parameters:

Name Type Short Description

account_id int The ID of the account to remove.

Note: After account deletion the account ID remains in the database and can not be
reused anew.

The method has no output parameters.

pem.removeAccountMember
This method is supported by POA starting from version 2.3.01.
This method removes an Account's Staff Member from POA.

The method has the following input parameters:

Name Type Short Description
user_id int The ID of the Account's Staff Member to remove.

The method has no output parameters.
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pem.setAccountAuthData

This method is supported by POA starting from version 2.3.

Note: Starting from POA version 2.4, the calling of this method is considered incorrect, if
POA is configured to gather account and account auth info from external system.

This method is used to change account member password.

Name Type Short Description

auth struct Account authentication info

A [member_id] int The ID of Account's Staff Member

A [login] string The login of Account's Staff Member

A password string The password of Account's Staff Member to set
A ][Check_password boolean Checks the quality of the issued password

member_id and login parameters are optional to each other. It means that one of them
must be explicitly specified.

This method has no output parameters.

pem.setAccountinfo

This method is supported by POA starting from version 2.3.

Note: Starting from POA version 2.4, the calling of this method is considered incorrect, if
POA is configured to gather account and account auth info from external system.

This method updates information of POA Account.

This method has the following input parameters:

Name Type Short Description

account_id int ID of an account

person struct general information about person/company
address struct address information

phone struct contact phone number

fax struct contact fax number

email string contact E-mail address
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This method has no output parameters.
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Parameters Details
account_id Identifies the account to change.

person- Contains general information about person represented by the member being
updated. It is a struct with the following members:

A fiitled of fAstringotatyipoen. ITihkies fiMr .soalour AMrs. o, et

A ffirst named of fAstringod type. The first name of th

A fmiddle named of fAstringo type. The middle name of
member.

A fast named of fAstringo t yhepersonTepreserited Isythe meantee. o f

A fcompany named of fistringo type. The name of the co
member.

address- Contains address information for the person represented by the member being

updated. It is a struct with the following members:

A fotreet named of MAstringo type. Name of the street.

A fthouse numdo of fAstringo type. The number of the hce

A faddress20 of fAstringo type. Second address.

A fripcoded of fAstringod type. Postal code.

A ftityd of fAstringo type. Name of the city.

A fcountryd otfr iinsgd type. This is the code of the co
l etters, |like Auso, Auko, etc.

A fstated0 of fAstringod type. Name of the state/provi

phone- Contains phone information for the person represented by the member being

updated. It is a struct with the following members:

A fcountry coded of fAstringo type. Country code part o

A farea_coded0 of fAstringo type. Area code part of th

A fphone numd6 of fstringd type. The phone number it :

A fext numd of @ s tBxtensigndo thie phore number, if present.

fax- Contains fax information for the person represented by the member being updated. It

is a struct with the following members:

A fcountry coded of fAstringo type. Country code part o

A farea_codedof fAstringod type. Area code part of the

A fphone numd of HAstringo type. The fax number itsel

A fext numd of fAstringod type. Extension to the fax

email- The e-mail address of the person represented by the member being updated.
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pem.setMemberinfo

This method is supported by POA starting from version 2.6.2

This method sets the contact information for member identified by login. The semantics of
structure and field names are fully compatible with pem.setAccountinfo method (on page

37).

This method has the following input parameters:

Name Type Short Description

login string Login name of the account

person struct general information about person/company
address struct address information

phone struct contact phone number

[fax] struct contact fax number

email string contact E-mail address

This method has no output parameters.
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Parameters Details
login-l denti fies the Accountbés Staff Member to cha

person- Contains general information about person represented by the member being
updated. It is a struct with the following members:

A [4tledo] of Astringo type. This is salutation |ik

A ffirst named of fstringo typ eersonTapreserited byshe membene of t h

A [nriiddle named] of f@Astringodo type. The middle name of
member.

A fast named of HAstringod type. The | ast name of the

A [cddmpany named] of f st r i ng othetcgmpany repfebeatedrbpatnee o f
member.

address- Contains address information for the person represented by the member being
updated. It is a struct with the following members:

A fotreet named of MAstringo type. Name of the street.

A [hduse numd] of yipes The mumlgeoof the house.

A [atidress20] of fistringod type. Second address.

A fripcoded of fAstringod type. Postal code.

A ftityd of fAstringo type. Name of the city.

A fcountryd of fAstringo type. This is the code of tl
letters, | i ke Auso, Auko, etc.

A fstated0 of fAstringod type. Name of the state/provi

phone- Contains phone information for the person represented by the member being
updated. It is a struct with the following members:

A ftountry coded of fAstr i ng depagq e phdBonumberr y ¢ o

A farea_coded0 of fAstringo type. Area code part of th
A fphone numd6 of fstringd type. The phone number it :
A fext numd of fstringod type. Extension to the phon

fax- Contains fax information for the person represented by the member being updated. It
is a struct with the following members:

A fcountry coded of fAstringo type. Country code part o
A farea coded0 of fAstringo type. Area code part of th
A fphone_ numd o f A set The fax guimber iysqlf.

A fext numd of fAstringod type. Extension to the fax

email- The e-mail address of the person represented by the member being updated.



42 Parallels Operations AutomationPagallels

pem.setMemberPassword

This method is supported by POA starting from version 2.6.2

This method changes the password for member identified by login.

Name Type Short Description

login string Login name of the member
password string Password to be issued to member
[check_password] boolean Checks the quality of password.

This method has no output parameters.

pem.setSystemProperty

This method is supported by POA starting from version 2.6.3

This method sets system property to a specified value. POA system properties are the
typed values so one should set correct input value parameter. One and only one of
bool_value, str_value, num_value, enum_value parameters should be specified. Note that
POA Ul will not see new property values automatically, it needs reread them into cache.

Name Type Short Description

account_id int Account ID that defines a scope of a new value to be
applied to.

name string Property name

[bool_value] boolean Boolean-typed value

[str_value] string String-typed value

[num_value] int Numeric value

[enum_value] string Enumeration value

This method has no output parameters.
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pem.updateAccountAndAccountMember (deprecated)

This method is supported by POA starting from version 2.3.

This method exists in our API for compatibility reasons but it is no longer supported.
Please use pem.setAccountinfo (on page 37), pem.setMemberinfo (on page 40),
pem.setMemberPassword (on page 42) instead.

Subscriptions Management

This functional group allows to manage Subscriptions.

Provisioning Models

3 provisioning models could be used in POA:

1 Single call (pem.activateSubscription) model that supports variable parameters set to
provide any kinds of resources supported by POA. Additionally you could use
pem.addSubscription call to create subscription, but in this case you will be not able to
initiate provisioning of it from Public API if it is not shared hosting subscription.

2 Obsolete model that supports only shared hosting subscriptions provisioning. In this
model you should call pem.addSubscription to create subscription then set limits on
resources using a series of pem.setResourceTypeLimit calls, and, finally, call
pem.provisionSubscription method (on page 51) to provision the subscription. The
external billing system shall use a separate method pem.addDomain to add domains.
Please refer to the diagram.

3 Starting from POA version 2.5, the new scheme of "Pure Domains" is introduced.
Using this scheme, you can create domains without hosting. In this case, the
parameter hosting_type should be turned off, when you call pem.addDomain method.
At the same time, there is a possibility to create domains with automatically included
Mail Hosting. In this case, the activation parameter Auto host domains should be
turned to "yes" in the Service Template.
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pem.activateSubscription

This method is supported by POA starting from version 2.3.01.

This method creates subscription, sets resource limits for this subscription, and then
executes subscription provisioning.

There are the following use cases of this method:

A Call pem.activateSubscription without parameters  array passing. The system creates
Subscription and performs provisioning. To add a Domain, pem.addDomain should be
called separately.

A Call pem.activateSubscription with parameters ~ array passing. The system creates
Subscription and Domain with physical hosting turned on, after that the provisioning
takes place.

The method has the following input parameters:

Name Type Short Description

[subscription_id] int The ID of the Subscription to activate.

If the parameter is not specified
then ID for new Subscription will be
generated by the system.

[subscription_name] string The name of Subscription.

account_id int The ID of Account to subscribe

service_template_id int The ID of the Service Template that
should be used for Subscription
creation.

[resource_limits] array of struct | Subscription resource limits. It is

optional parameter. If omitted then
Service Templ at ebs
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A resource_id int Resource Type ID.

A [resource_limit] int Resource Type limit.
Parameters resource_limit and
resource_limit64 are optional to
each other.

A [resource_limit64] bigint Resource Type limit. It is 64bit analog
of resource_limit parameter.
Parameters resource_limit and
resource_limit64 are optional to
each other.

[parameters]

array of struct |The array of parameters (var_name ,
var_value ) pairs that should be
used during Subscription resources
provisioning. It is optional parameter.
Each element of array is a struct of
two string values, the first is the
parameter name, the second is the
parameter value. The table of
parameters supported is provided

below.
A var_name string Parameter name.
A var_value string Parameter value.

The table of parameters supported:

Name

Value

domain_id

The ID of Domain. If omitted, the system will assign the ID to Domain
automatically. Otherwise, specified Domain ID value will be used.

domain_name

The name of Domain to create.

registrar_stat
us

Registrar status of Domain. Possible values:

A 0- Domain check result is undefined.

A 1- Domain is not registered.

A 2- Domain is registered.

If omitted, 2 (Domain is registered) is used by default.

The method has the following output parameters:

Name

Type Short Description

subscription_id

int The ID of the Subscription created.
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For XML-RPC sample of using this method see pem.activateSubscription Sample (on
page 174) in XML-RPC Samples appendix (on page 164).

pem.addSubscription

This method is supported by POA starting from version 2.3.

This method adds a subscription, created by external billing system, into POA without
provisioning it.

The method has the following input parameters:

Name Type Short Description

account_id int The ID of Account. Indicates the Account, which the
Subscription being added relates to.

[subscription_name] string The name of Subscription.

[subscription_id] int The ID of Subscription to add, generated by external

system. If the parameter is not specified then ID for
new Subscription will be generated by the system.

service_template_id int The ID of the Service Template. Indicates the
existing Service Template, which the Subscription
being added is based on.

The method has the following output parameter.

Name Type Short Description
subscription_id int id of subscription to add
See also:

pem.addDomain method.

pem.provisionSubscription method (on page 51).
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pem.disableSubscription

This method is supported by POA starting from version 2.3.

This method disables all services provisioned under specified subscription. Moreover, new
services under this subscription cannot be provisioned until the subscription is enabled.

The method has the following input parameters:

Name Type Short Description
subscription_id int The ID of the Subscription to disable.

The method has no output parameters.
See also:

pem.enableSubscription method (on page 47).

pem.enableSubscription

This method is supported by POA starting from version 2.3.

This method enables all services provisioned under specified subscription if they were
disabled. Moreover, new services can be provisioned under the subscription after this
method is called for it.

Note: if pem.disableSubscription method was called for a subscription, then it is not
guaranteed that, after calling pem.enableSubscription method, all services will be in the
same state as they were just before pem.disableSubscription method was called; it
depends on particular kind of services.

The method has the following input parameters:

Name Type Short Description
subscript  ion_id int The ID of the Subscription to enable.
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The method has no output parameters.
See also:

pem.disableSubscription method.

pem.getSubscription
This method is supported by POA starting from version 2.6.1
The pem.getSubscription allows to retrieve information about specific POA Subscriptions.

The method has the following input parameters:

Name Type Short Description

subscription_id int Subscription ID

get_resources boolean If method should return Subscription resources along
with general information.

This method has the following output parameters:

Name Type Short Description
subscription_id int Subscription ID
name string Subscription Name
st_id int Service Template ID
st_version int Service Template Version
owner_id int ID of account that own the Subscription
is_active boolean Is Subscription active
[resource_types] array of
structs
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A name string Name of Resource Type

A resource_type_i int ID of the Resource Type
d

A parent_resource int ID of parent Resource Type (-1 is used if Resource
_type_id Type has not parent Resource Type)

A measurement_uni string Unit that used for measurement of resource quantity
t

A limit bigint Limit set for specific Resource Type

A usage bigint Amount of consumed resources of specific Resource

Type
A resclass_name string Name of Resource Class

The resource_types output parameter will be present only if get_resources input
parameter is set to 1 (true).

Note: POA resource types are organizing tree-like structure. The pem.getSubscription
method returns plain list of resource types in a sake of simplicity. However, the actual
resource type tree can be reproduced using parent_resource_type_id member.

pem.migrateSubscription (deprecated)

This method is supported by POA starting from version 2.5.

This method upgrades or downgrades a Subscription to the specified Service Template.
This method is deprecated, please use the pem.upgradeSubscription (on page 53) method
instead.

The method has the following input parameters:

Name Type Short Description

subscription_id int The ID of the Subscription to migrate.

service_template_id int The ID of the Service Template to migrate the
Subscription to.

[custom_resource_li array of Array of custom Resource Types limits. If specified,

mits] structs custom limits override the limits which are specified
in the destination Service Template.

A resource_type_id int Resource Type ID.

A limit bigint Resource Type limit.

This method has the following output parameters:

Name Type Short Description

rt_added array of int |IDs of Resource Types that are added to
Subscription.
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rt_removed array of int |IDs of Resource Types that are removed from
Subscription.
rt_mapped array of This parameter contains the list of the mapped
structs Resource Types between source and destination

Service Templates. Mapped Resource Type means
that the Resource Type in the source Service
Template has the same Resource Class as the
Resource Type in the destination Service Template.

A src_rt id int ID of Resource Type in the source Service Template.
A dst_rt_id int ID of Resource Type in the destination Service
Template.

pem.orderSubscription (deprecated)

This method is supported by POA starting from version 2.3.

This deprecated method was used for creation only Shared Hosting subscriptions and will
be removed from API in next POA versions. This method creates a subscription, adds a
domain and provisions the subscription in one call.

|l nstead of oadalelriSugp sicpemp.ti ondo, external billing
pem.activateSubscription method. Following parameters set should be passed as
Aparametersod parameter to pem.activateSubscript
domain_name, domain_id (optional), registrar_status.

The method has the following input parameters:

Name Type Short Description

account_id int ID of Account. Indicates the Account, which the
Subscription being added/provisioned relates to.

subscription_id int The ID of the Subscription to add/provision. This ID is

generated by external billing system.

service_template_id int Service Template ID. Indicates the existing Service
Template, which the Subscription being
added/provisioned is based on.

[domain_id} int The ID of the Domain to add. This parameter is
optional and present here for backward compatibility
purposes.

domain_name string Name of Domain to add.
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registrar_status int Indicates the registrar Domain status. It can take the
following values:

A 0. Domain check result is undefined.
A 1. Domain is not registered.
A 2. Domain is registered.

The method has no output parameters.

See also:

Ordering a Subscription diagram.
pem.addDomain method.

pem.addSubscription method.
pem.provisionSubscription method (on page 51).

pem.setResourceTypeLimit method.

pem.provisionSubscription (deprecated)

This method is supported by POA starting from version 2.3.01.

This method was used for provisioning Shared Hosting subscriptions only. Use
pem.activateSubscription method to create and provisions a subscription in POA.

The method has the following input parameters:

Name Type Short Description

subscription_id int The ID of the Subscription to
provision.
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[provisioned_resource_types] array (struct) |This parameter indicates which
Resource Types must be auto-
provisioned and in what amount. It
is an optional parameter. If it is
omitted, then the auto-provisioning
of Resource Types is performed
according to default rules in POA.

This parameter represents an array
of structs, each describing auto-
provisioning for a separate
Resource Type. Structs have the
following fields:

A fresource type idd0 of ty
Indicated the Resource Type to
auto-provision.

A famountdo of type @
the amount of resources to
auto-provision.

The method has no output parameters.
See also:

Ordering a Subscription diagram.
pem.addDomain method.
pem.addSubscription method.

pem.setResourceTypeLimit method.

pem.removeSubscription

This method is supported by POA starting from version 2.3.

This method unsubscribes Reseller or Customer from services provisioned under the
specified subscription.

The method has the following input parameters:

Name Type Short Description

subscription_id int The ID of the Subscription to remove.

The method has no output parameters.
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pem.setSubscriptionName

This method is supported by POA starting from version 2.6.1
This method allows to set new name and description for an existent subscription.

This method has the following input parameters:

Name Type Short Description
subscription_id int Subscription ID

[name] string The name of Subscription.
[descr] string The description of Subscription.

This method has no output parameters.

pem.upgradeSubscription
This method is supported by POA starting from version 2.3.
This method upgrades or downgrades a Subscription to the specified Service Template.

The method has the following input parameters:

Nane Type Short Description

subscription_id int The ID of the Subscription to upgrade or downgrade.

service_template_id int The ID of the Service Template to upgrade or
downgrade the Subscription to.

[custom_resource_li array of Array of custom Resource Types limits. If specified,

mits] structs custom limits override the limits which are specified
in the destination Service Template.

A resource_type_id int Resource Type ID.

A limit bigint Resource Type limit.

This method has the following output parameters:

Name Type Short Description

rt_added array of int |IDs of Resource Types that are added to
Subscription.

rt_removed array of int |IDs of Resource Types that are removed from
Subscription.




54 Parallels Operations AutomationPagallels

rt_mapped array of This parameter contains the list of the mapped
structs Resource Types between source and destination
Service Templates. Mapped Resource Type means
that the Resource Type in the source Service
Template has the same Resource Class as the
Resource Type in the destination Service Template.

A src_rt id int ID of Resource Type in the source Service Template.
A dst_rt_id int ID of Resource Type in the destination Service
Template.

Domains Management

This functional group allows to manage Domains.

pem.addDNSHogiin

This method is supported by POA starting from version 2.6.4
This method allows to use internal DNS hosting for a domain registered in POA.

The method has the following input parameters:

Name Type Short Description

domain_id int ID of a domain to add DNS hosting to.

[hosting_rt_id] int Resource Type ID of DNS hosting. If it is not
specified, it will be chosen automatically.
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The method has no output parameters.

See also pem.removeDNSHosting (on page 67).

Note: Starting from POA 2.6.4 this method can also be called under Reseller permissions.

pem.addDomain

This method is supported by POA starting from version 2.3.

This method creates a domain and adds all the available in Subscription hostings to the
Domain created. Subscription should not contain conflicting hostings, like the Apache Web
Hosting and IIS Web Hosting simultaneously (or QMail Hosting and Exchange Hosting).

Additionally, there is an ability to control which hostings to add to the Domain from the
Subscription. Every Resource Type, which corresponds to the certain hosting, has the Auto
host domain#\ctivation Parameter. If this parameter has the Yesvalue, hosting will be
added to the Domain during the call of method. If this parameter has the Novalue, hosting
will not be added to the Domain during the call of method. This Activation Parameter
controls the provisioning of the following hostings:

> >y > >y > > >

CQMail Hosting

IS Web Hosting

SharePoint Services Hosting
Domain Parking Hosting (Apache)
Exchange Hosting

Apache Web Hosting

Domain Parking Hosting (1IS)

The method has the following input parameters:

Name Type Short Description

subscription_id int ID of Subscription.

[domain_id] int ID of Domain to create. This parameter is optional.
domain_name string Name of Domain to create.

registrar_status int Initial registrar status for Domain. It can take the

following values:

A 0- Domain check result is undefined.
A 1-Domain is not registered.

A 2-Domain is registered.
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[hosting_type]

int

Hosting type for new Domain. This parameter is
optional. It can take the following values:

A 0- Physical Hosting (Apache/IIS).
A 1- RESERVED. Do not use!

A 2- Domain Parking Hosting.
There are the following use cases:

A This parameter is omittdd.this case POA adds
all available in the Subscription hostings.

A This parameter is specifidd.this case POA, first,
adds hosting according to the value of this
parameter (the Auto host domainActivation
Parameter is ignored), then - all available in
Subscription hostings.

[domain_parking_ty
e]

p

int

Type of domain parking. This parameter can be
issued only if hosting_type parameter is set to 2
(parked domain hosting type). It can take the
following values:

A 0- Domain parking.

A 1- Standard forwarding (welcome page
customization).

A 2- Single page website.
A 3- Frame forwarding.

If this parameter is omitted and hosting_type is
set to 2, then the domain parking will be used.

path

string

Path or URL to redirect. Parameter meaning
depends on the hosting type:

A Physical hosting path to document root location
relatively to document root of WebSpace.

A Parked domaindestination URL for forwarding. If
it is omitted, requests will be forwarded to a
default location defined by provider.
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[force]

boolean

This parameter defines Domain creating mode.
There are the following possible values:

A 0- Default value. There are the following
scenarios:

A

A

Domain with the same name exists in POAiIs
case error is returned.

Domain with the same name does not drist.
this case method removes Domain Request
with the same name for Subscription
specified, and creates new Domain.

A 1- There are the following scenarios:

A

Domain with the same name exists in POA un
different AccounMethod removes from POA
all Domain Requests with the same name,
then removes existing Domain, and creates
new one for Subscription specified.

Domain with the same name exists in POA un
current Accountn this case method removes
from POA all Domain Requests with the
same name, and modifies Domain's
properties according to parameters passed.

Domain with the same name does not exist.
Method removes from POA all Domain
Requests with the same name, and creates
new Domain for Subscription specified.

The method has the following output parameter.

Name

Type

Short Description

domain_id

int

ID of Domain created.
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For XML-RPC sample of using this method see pem.addDomain Sample (on page 177) in
the XML-RPC Samples Appendix (on page 164).

pem.addDomainRequest

This method is supported by POA starting from version 2.8

This method creates Domain Request. If Domain with the same name exists, DNS Zone of
existing Domain is used for Domain Request. Otherwise, a new DNS Zone is created.
Method returns a list of DNS Servers, which are responsible for appropriate DNS Zone.
These DNS Servers are used by the external system to process Domain registration or
transfer.

Note: If Domain Request with the same name exists for Subscription specified, method
does not create new Domain Request. It returns properties of existing Domain Request.

The method has the following input parameters:

Name Type Short Description
subscription_id int ID of Subscription.
domain_name string Name of Domain Request.

The method returns array of strings:

Name Type Short Desgption

name_servers array DNS Servers list.

A ns string DNS Server hostname.

zone_created boolean Whether the new DNS Zone is created. There are the

following options:

A 0- The new DNS Zone is created and method
returns DNS Servers of new DNS Zone.

A 1-DNS Zone already exists and method returns
the DNS Servers of existing DNS Zone.
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pem.addDomainToAccount

This method is supported by POA starting from version 2.8

This method creates Domain for Account specified. The Domain created has no hosting
added, not even DNS Hosting.

The method has the following input parameters:

Name Type Short Description

account_id int ID of Account.

[domain_id] int ID of Domain. This parameter is optional.
domain_name string The name of Domain to create.

[force] boolean This parameter defines Domain creating mode.

There are the following possible values:

A 0- Default value. There are the following
scenarios:

A

A

Domain with the same name exists in POA alre
In this case error is returned.

Domain wit the same name does not eXisthis
case method removes all Domain Requests
with the same name for Account specified,
and creates new Domain.

A 1-There are the following scenarios:

A

Domain with the same name exists in POA unc
different AccounMethod removes from POA
all Domain Requests with the same name,
then removes existing Domain, and creates
new one.

Domain with the same name exists in POA unc
current Accountn this case method removes
from POA all Domain Requests with the

same name, but Domain stays intact.

Domain with the same name does not exist.
Method removes from POA all Domain
Requests with the same name, and creates
new Domain.

The method has the following output parameters:

Name

Type

Short Description

domain_id

int

ID of Domain.
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pem.addPTRRecord

This method is supported by POA starting from version 2.6.5

This method adds new PTR record, and returns
there are no appropriate reverse zone created, in this case, this record will immediately
appear in the appropriate zone when as soon as a provider creates one.

The method has the following input parameters:

Name Type Short Description

ip_address string IP address of the POA object (VPS or Hardware
Node) to create a PTR record for.

hostname string Hostname to configure PTR record for.

The method has the following output parameters:

Name Type Short Description
N/A int ID of the created record.

See also pem.removePTRRecord (on page 69).

pem.addSubdomain

This method is supported by POA starting from version 2.3.
This method adds a Subdomain into POA under the corresponding Subscription.

The method has the following input parameters:

Name Type Short Description

subscriptio n_id int This parameter indicates the existing Subscription
under which the Subdomain is added.

domain_name string Name of the Domain to add the new Subdomain
under.

prefix string The prefix for Subdomain to add. The new

Subdomain will be accessible via
http://prefix .domain_name URL.

[hosting_type] int This parameter indicates hosting type for the
Subdomain. It can take the following values:

A 0- Physical hosting.



http://prefix.domain_name/

Public APl Reference 61

[path] string The meaning of this parameter depends on the
hosting type:

A Physical hosting Path to document root location
relatively to document root of Webspace. The "/"
is default value.

The method has no output parameters.

pem.bindServicesToDomain

This method is supported by POA starting from version 2.8

This method adds hostings to Domain from Subscription specified. Subscription should not
contain conflicting hostings, like the Apache Web Hosting and IS Web Hosting
simultaneously (or QMail Hosting and Exchange Hosting).

Additionally, there is an ability to control which hostings to add to the Domain from the
Subscription. Every Resource Type, which corresponds to the certain hosting, has the Auto
host domaing\ctivation Parameter. If this parameter has the Yesvalue, hosting will be
added to the Domain during the call of method. If this parameter has the Novalue, hosting
will not be added to the Domain during the call of method. This Activation Parameter
controls the provisioning of the following hostings:

IS Web Hosting

SharePoint Services Hosting

Domain Parking Hosting (Apache)

Exchange Hosting

Apache Web Hosting

Domain Parking Hosting (1IS)

CQMail Hosting

> B> > >y > D>

The method has the following input parameters:

Name Type Short Description
domain_id int ID of Domain for which hostings will be added.
subscription_id int ID of Subscription.

The method has no output parameters.
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pem.createDNSRecord

This method is supported by POA starting from version 2.6.1 Hotfix 4.

This method creates new DNS record for a particular domain. Method returns record ID.
The caller should keep track of record IDs in order to be able to delete them later by
pem.deleteDNSRecord (on page 62).

The method has the following input parameters:

Name Type Short Description

domain_name string name of the domain to create record for

host string Host part of the DNS record

[ttl] int Optional record's TTL.

type string Record type, currently one of: A, CNAME, TXT, MX.
data string Actual data content

The method has the following output parameter.

Name Type Short Description
record_id int ID of the created record.

Note: Starting from POA 2.6.4 this method can also be called under Reseller permissions.

pem.deleteDNSRecord

This method is supported by POA starting from version 2.6.1 Hotfix 4.

This method allows to delete DNS resource record that has been previously created with
pem.createDNSRecord (on page 62) or via POA UL.

The method has the following input parameters:

Name Type Short Description
record_id int ID of the record to delete.
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Note: Starting from POA 2.6.4 this method can also be called under Reseller permissions.

pem.disableDomain

This method is supported by POA starting from version 2.3.

This method disables the specified Domain in PC
Records (except SOA and NS) will be removed from configuration of POA DNS Servers.

The method has the following input parameters:

Name Type Short Description

domain_id int The ID of the Domain to disable.

[domain_name] string Name of the Domain to disable. This parameter is
optional. If it is specified, then domain_id parameter
is ignored.

The method has no output parameters.
See also:

pem.enableDomain (on page 63) method.

pem.enableDomain

This method is supported by POA starting from version 2.3.

This method enables the specified Domain in POA
Records will be restored to the values they have before the Domain was disabled.

The method has the following input parameters:

Name Type Short Description
domain_id int The ID of the Domain to enable.
[domain_name] string Name of the Domain to enable. This parameter is

optional. If it is specified, then domain_id
parameter is ignored.
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The method has no output parameters.
See also:

pem.disableDomain method (on page 63).

pem.getDomainList

This method is supported by POA starting from version 2.5.

This method returns the list of all Domains, which have hostings added from Subscription
specified.

The method has the following input parameters:

Name Type Short Description
subscription_id int Subscription ID.
This method returns the array of structures:
Name Type Short Description
domain_id int ID of Domain.
domain_name string The name of Domain.
domain_type string Domain type. The current set of the possible domain
types are:
A DOMAIN
A SUBDOMAIN
domain_hosting_type string Domain hosting type. Current set of possible
Domain hosting types are:
A REGULAR
A SLAVE
A NONE
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registrar_status int Numeric registrar status. There are the following
possible values:

A 0- Undefined.

10- Ordering in progress.
15- Transferring.

20- Failed.

30- Ready (Domain having this registrar status
can be used for services provisioning).

50- Closing (Domain having this registrar status
can be used for services provisioning).

A 60- Closed.
A 70- Gone.

> > > >

b3

is_locked boolean Whether Domain is disabled.

dns_management_allo boolean If a Customer is allowed to manage Domain's DNS
wed records.

pem.getDomainSubscription
This method is supported by POA starting from version 2.4.
This method returns an ID of Subscription, under which DNS Hosting for Domain is added.

domain_id and domain_name parameters are optional to each other. It means that you
can specify either domain_id parameter or domain_name one in your request.

This method has the following input parameters:

Name Type Short Description
[domain_id] int ID of Domain.
[domain_name] string Name of Domain.

This method has the following output parameters:

Name Type Short Description

subscription_id int ID of Subscription. If Domain has no DNS Hosting
added, Ois returned.
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pem.getNan&ervers

This method is supported by POA starting from version 2.3.

This method returns DNS Servers that host DNS Zone of the Domain or Domain Request
specified.

There are the following use cases of method:

A To retrieve DNS Servers of existing Domain, domain _name parameter should be
passed to the method.

A To retrieve DNS Servers of Domain Request both domain_name and
subscription_id parameters should be passed to the method.

The method has the following input parameters:

Name Type Short Description

domain_name string Name of the Domain or Domain Request to return
name servers for.

[subscription_id] int ID of Subscription. This parameter is optional. It is
used for Domain Request's DNS Servers retrieving
only.

The method has the following output parameters:

Name Type Short Description
N/A array Contains hostnames of DNS Servers corresponding
(string) the Domain or Domain Request.

Note: Starting from POA 2.6.4 this method can also be called under Reseller permissions.

pem.getRequiredNameServers (internal)

This method is supported by POA starting from version 2.8.

If Domain is transferred from one POA Account to another one, it uses DNS Servers
according to Domain Subscription (it contains DNS Hosting) of the source Account. This
method returns DNS Servers which should serve the Domain according to Domain
Subscription of target Account.

The method has the following input parameters:

Name Type Short Description

domain_name string Name of the Domain to return DNS Servers for.
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The method has the following output parameters:

Name Type Short Description

N/A array Contains hostnames of DNS Servers.
(string)

pem.importCertificate

This method is supported by POA starting from version 2.3.

This method allows import SSL certificate on a specific site.

Name Type Short Description

domain_id int The ID of Domain to add a Certificate to

cert string Certificate sent in raw data form

priv_key string Certificateds private ke
ca_cert string CA certificate

The ca_cert parameter and the pair of parameters of cert, priv_key are optional each to
other. They can be transmitted both or any one of these as well. Method has no output
values.

pem.removeDNSHosting

This method is supported by POA starting from version 2.6.4

This method converts the internal DNS hosting for a Domain registered in POA to the
external one.

The method has the following input parameters:

Name Type Short Description
domain_id int ID of the Domain to remove DNS hosting from.
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The method has no output parameters.

See also pem.addDNSHosting (on page 54).

Note: This method can also be called under Reseller permissions.

pem.removeDomain

This method is supported by POA starting from version 2.3.

This method removes the Domain specified.

The method has the following input parameters:

Name Type Short Description

[domain_id] int ID of the Domain to remove. If specified i the
domain_name parameter is ignored.

[domain_name] string Name of the Domain to remove.

The method has no output parameters.

pem.removeDomainRequest

This method is supported by POA starting from version 2.8.

This method removes Domain Request.

The method has the following input parameters:

Name Type Short Description
subscription_id int ID of Subscription.
domain_name string Name of Domain Request to remove.

The method has no output parameters.
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pem.removePTRRecord

This method is supported by POA starting from version 2.6.5

This method removes a PTR record.

The method has the following input parameters:

Name

Type

Short Description

record_id

int

The ID of PTR record to remove.

The method has the following output parameters:

Name

Type

Short Description

N/A

boolean

Result of method invocation. The possible values are
the following:

A 1-1f PTR record is removed or PTR record does
not exists.

A 0-If PTR record can not be removed because it
is used by some POA object (VPS or Hardware
Node for example).

See also pem.addPTRRecord (on page 60).

pem.setDomainRegistrarStatus

This method is supported by POA starting from version 2.3.

This method sets new registrar status for given Domain in POA.

The method has the following input parameters:

Name Type Short Description

[domain_id] int ID of Domain, if specified i the domain_name
parameter is ignored

domain_name string The name of Domain.

registrar_status int This parameter indicates the new registrar domain

status. It can take the following values:
A 0- Domain check result is undefined.
A 1-Domain is not registered.

A 2-Domain is registered.
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The method has no output parameters.

Note: This method can also be called under Reseller permissions.

pem.syncNameServers (internal)

This method is supported by POA starting from version 2.8

If Domain is transferred from one POA Account to another one, it uses DNS Servers
according to Domain Subscription (it contains DNS Hosting) of the source Account. This
method synchronizes DNS Servers for Domain specified, according to Subscription of
target Account.

The method has the following input parameters:

Name Type Short Description

domain_name string Name of Domain to synchronize DNS Servers for.

The method has no output parameters.

pem.unbindServicesFromDomain
This method is supported by POA starting from version 2.8
This method removes hostings from Domain for Subscription specified.

The method has the following input parameters:

Name Type Short Description
domain_id int ID of Domain for which hostings will be removed.
subscription_id int ID of Subscription.

The method has no output parameters.

pemgetDomainByName
This method is supported by POA starting from version 2.8
This method returns the properties of the Domain specified.

The method has the following input parameters:

Name Type Short Description
domain_name string The name of Domain.
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The method has the following output parameters:

Name Type Short Description
domain_id int ID of Domain.
owner_id int ID of Account.

name string The name of Domain.

Webspace Management

This functional group allows to manage Webspaces.

pem.getFTPUser

This method is supported by POA starting from version 2.4.

This method returns the login name for primary FTP user for FTP hosting associated with
the specific subscription.

The method has the following input parameters:

Name Type Short Description

subscription_id int ID of the subscription

[webspace_id] int ID of the webspace served by the chosen FTP
service

[domain_name] string Name of the domain served by the chosen FTP
service

The [webspace_id]  or [domain_nam e] parameters should be used when a
subscription contains more than one webspace served by the FTP service in order to
determine, which exactly service to use. These parameters are optional to each other, so
only one of them can be used in a single request. If neither of them is specified, the
method will act as if there is only one webspace in the subscription and will result in error if
it's not so.

Output is a structure with following content:

Name Type Short Description

username string The requested login name.
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pem.iis.getWebspaceFeaturesinfo

This method is supported by POA starting from version 2.8

This method returns a list of IIS WebSpace Features and their properties.

The method has the following input parameters:

Name

Type

Short Description

webspace_id

int

IIS WebSpace ID.

The method returns the array of structures:

Name

Type

Short Description

feature_name

string

The name of Feature. There are the following
possible Feature names:

ASP
ASP.NET
Perl

PHP

SSl
ISAPIRewrite
A ColdFusion

> > > >

> >

enabled

boolean

This parameter defines state of Feature. There are
the following possible values:

A 0- Feature is disabled.
A 1- Feature is enabled.

[feature_mode]

string

Feature mode. This parameter is returned for the
following Features:

A ASP.NET. There are the following possible
Feature modes:

A vii
A v2.0

A Perl. There are the following possible Feature
modes:

A CaGl
A ISAPI

A PHP. There are the following possible Feature
modes:

A ISAPI
A FastCGI
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pem.iis.etWebspaceFeaturesinfo

This method is supported by POA starting from version 2.8

This method modifies the properties of IIS WebSpace Features. If Feature is not specified,
its properties will stay intact.

The method has the following input parameters:

Name Type Short Description
webspace_id int IIS WebSpace ID.
features_list array of The list of Features to modify.

struct
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A feature_name string

The name of Feature. There are the following
possible Feature names:

ASP
ASP.NET
Perl

PHP

SSi
ISAPIRewrite
ColdFus#on

> > > > > > >

A enabled boolean

This parameter defines state of Feature. There are
the following use cases:

A 0- Feature is disabled.
A 1- Feature is enabled.

A [feature_mode] string

Feature mode. This parameter is mandatory for the
following Features:

A ASP.NET. There are the following possible
Feature modes:

A vi1
A v2.0

A Perl. There are the following possible Feature
modes:

A cal
A ISAPI

A PHP. There are the following possible Feature
modes:

A ISAPI
A FastCGI

Note: This parameter is optional for the Perl
Feature. If parameter is omitted, the ISAPWValue is
used.

The method has no output parameters.
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pem.setFTPPassword

This method is supported by POA starting from version 2.4.

This method changes the password of the primary FTP user from FTP hosting associated
with the specific subscription.

The method has the following input parameters:

Name Type Short Description

subscription_id int ID of the subscription

password string The password to set

password_crypted boolean Whether the password is encrypted

[websp ace_id] int ID of the webspace served by the chosen FTP
service

[domain_name] string Name of the domain served by the chosen FTP
service

The [webspace _id] or [domain_name] parameters should be used when a
subscription contains more than one webspace served by the FTP service in order to
determine, which exactly service to use. These parameters are optional to each other, so
only one of them can be used in a single request. If neither of them is specified, the
method will act as if there is only one webspace in the subscription and will result in error if
it's not so.

This method has no output parameters.

Note: IIS does not support the encrypted passwords.

pem.iis.getSubscriptionWebsites
This method is supported by POA starting from version 2.8
This method returns the list of IS Websites with their properties for Subscription specified.

The method has the following input parameters:

Name Type Short Description
subscription_id int ID of Subscription.

The method returns the array of structures:

Name Type Short Description
webspace_id int ID of Webspace.
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domain_id int ID of Website's Domain.

domain_name string The name of Website's Domain.

ip_address string IP Address of Website.

iis_version string IIS version. There are the following possible values:

A 6-11Sv.6.0.
A 7-1Sv.7.0.

pem.iis.getSubscriptionSharePointSites

This method is supported by POA starting from version 2.8

This method returns the list of SharePoint Sites with their properties for Subscription

specified.

The method has the following input parameters:

Name

Type

Short Description

subscription_id

int

ID of Subscription.

The method returns the array of struc

tures:

Name Type Short Description

domain_id int ID of SharePoint Site's Domain.

domain_name string The name of SharePoint Site's Domain.

ip_address string IP Address of SharePoint Site.

sharepoint_version string SharePoint version. There are the following possible
values:
A 2.0- SharePoint v.2.0
A 3.0- SharePoint v.3.0

content_quota bigint Storage quota (in KB).

content_usage bigint Current usage of storage quota (in KB).
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pem.iis.getWebspacesinfo
This method is supported by POA starting from version 2.8
This method returns the list of IS Webspaces with their properties.

The method has the following input parameters:

Name Type Short Description
webspace_id_list array of int | The list of Webspaces' IDs.

The method returns the array of structures:

Name Type Short Desgption

webspace_id int ID of Webspace.

host id int ID of Host where Webspace is located.
host_name string The fully qualified domain name of Host.

path string Path to the Webspace on the Host file system.
disk_space_limit bigint Diskspace limit on the size of the Webspace.

pem.getSubscriptionWebspaces
This method is supported by POA starting from version 2.8
This method returns the list of Webspaces with their properties for Subscription specified.

The method has the following input parameters:

Name Type Short Description
subscription_id int ID of Subscription.

The method returns the array of structures:

Name Type Short Description

webspace_id int ID of Webspace.

host_id int ID of Host where Webspace is located.
host_name string The fully qualified domain name of Host.

path string Path to the Webspace on the Host's file system.
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pem.getWebspacesList

This method is supported in POA starting from version 2.4.

This method returns the list of Apache Webspaces with their properties for specified
Subscription.

The method has the following input parameters:

Name Type Short Description

subscription_id int The ID of the Subscription

The method returns the array of structures:

Name Type Shat Description

host_ip int IP Agdress of the host the corresponding service is
running on.

webspace_id int ID of a Webspace.

path string Path to Webspace on the host.

domain_id int ID of the Domain, which is used as part of Instant
Access URL for the Webspace.

domain_name string Instant Access URL for the Webspace.

See also:

pem.getSubscriptionWebspaces (on page 77)

IS Application Mappings Management

This functional group allows to manage IIS Application Mappings.

pem.iis.addDomainMapping

This method is supported by POA starting from version 2.6.5

This method allows to create the mapping between the file name extension and the
scripting engine for the specified domain.

The method has the following input parameters:

Name Type Short Description

domain_id int The ID of domain.
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engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

extension string The file name extension, that will be associated
with the scripting engine.

enabled boolean Whether the mapping is enabled.

properties struct

A verbs string Contains HTTP verbs, the list of comma separeted
values: GET, POST, HEAD, TRACE and/or
DEBUG.

A script_en gine boolean Whether the Script Engine option is enabled. It
indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_exists boolean Whether the Verify That File Exists option is

enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGl executables,
such as the Perl interpreter, that do not send a CGl
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.

The method has the following output parameters:

Name

Type

Short Description

mapping_id

int

The ID of created mapping.
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pem.iis.addSystemMapping

This method is supported by POA starting from version 2.6.5

This method allows to create the system mapping between the file name extension and
the scripting engine. System mapping is a system wide template and it can be used in
pem.iis.applySystemMappingsToHosts (on page 81) method call for example.

The method has the following input parameters:

Name Type Short Descrifion

[iis_ver] int IIS version. Parameter's value can be 6 or 7 for IIS
6.0 or IIS 7.0 correspondingly. If parameter is not
set, value 6 is used by default.

engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

extension string The file name extension, that will be associated
with the scripting engine.

properties struct

A verbs string Contains HTTP verbs, the list of comma separated
values: GET, POST, HEAD, TRACE and/or
DEBUG.

A script_engine boolean Whether the Script Engine option is enabled. It
indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_e Xxists boolean Whether the Verify That File Exists option is

enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGI executables,
such as the Perl interpreter, that do not send a CGI
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.

The method has the following output parameters:

Name Type Short Descrijdn
mapping_id int The ID of created mapping.
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pem.iis.applySystemMappingsToHosts

This method is supported by POA starting from version 2.6.5

This method allows to apply the system mappings to all domains at the specified hosts. All
existing domains mappings will be destroyed and all system mappings will be applied.

The method has the following input parameters:

Name Type Short Description

hosts array (int) Contains the array of host IDs.

This method has no the output parameters.

pem.iis.bulkAddDomainMapping

This method is supported by POA starting from version 2.6.5

This method allows to add the set of mappings between the file name extension and the
scripting engine to specified domain at once.

The method has the following input parameters:

Name Type Short Description
domain_id int The ID of domain.

mappings array (struct)
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A engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.
A extension string The file name extension, that will be associated
with the scripting engine.
A enabled boolean Whether the mapping is enabled.
A properties struct
A verbs string Contains HTTP verbs, the list of comma separated
values: GET, POST, HEAD, TRACE and/or
DEBUG.
A script_engine boolean Whether the Script Engine option is enabled. It

indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_exis boolean Whether the Verify That File Exists option is

ts enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGl executables,
such as the Perl interpreter, that do not send a CGI
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.

This method has no the output parameters.

pem.iis.deleteSystemMapping

This method is supported by POA starting from version 2.6.5
This method allows to remove system mapping.

The method has the following input parameters:

Name Type Short Descriptio

mapping_id int The ID of mapping.

This method has no the output parameters.
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pem.iis.getDomainEngines
This method is supported by POA starting from version 2.6.5
This method allows to get the list of scripting engines associated with specified domain.

The method has the following input parameters:

Name Type Short Description
domain_id int The ID of domain.

This method returns array of structures with the following data:

Name Type Short Description

engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

customizable boolean Whether the customization of mappings is enabled.

active boolean Whether the scripting engine is active.

pem.iisgetDomainMapping
This method is supported by POA starting from version 2.6.5
This method allows to get properties of domains mapping.

The method has the following input parameters:

Name Type Short Description
mapping_id int The ID of mapping.

The method has the following output parameters:

Name Type Short Description

engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

extension string The file name extension, that will be associated
with the scripting engine.

enabled boolean Whether the mapping is enabled.

properties struct
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A verbs string Contains HTTP verbs, the list of comma separated
values: GET, POST, HEAD, TRACE and/or
DEBUG.

A script_engine boolean Whether the Script Engine option is enabled. It

indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_exists boolean Whether the Verify That File Exists option is
enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGl executables,
such as the Perl interpreter, that do not send a CGI
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.

pem.iis.getDomainMappings
This method is supported by POA starting from version 2.6.5

This method allows to get the list of mappings associated with domain for specified
scripting engine.

The method has the following input parameters:

Name Type Short Description
domain_id int The ID of domain.
engine string The name of the scripting engine, currently one of:

ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

This method returns array of structures with the following data:

Name Type Short Description
mapping_id int The ID of mapping.
engine string The name of the scripting engine, currently one of:

ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

extension string The file name extension, that will be associated
with the scripting engine.
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enabled boolean Whether the mapping is enabled.

properties struct

A verbs string Contains HTTP verbs, the list of comma separated
values: GET, POST, HEAD, TRACE and/or
DEBUG.

A script_engine boolean Whether the Script Engine option is enabled. It
indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_exists boolean Whether the Verify That File Exists option is

enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGl executables,
such as the Perl interpreter, that do not send a CGI
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.

pem.iis.getSystemEngines

This method is supported by POA starting from version 2.6.5

This method allows to get the list of system scripting engines.

The method has the following input parameters:

Name

Type

Short Description

[iis_ver]

int

IIS version. Parameter's value can be 6 or 7 for IIS
6.0 or IIS 7.0 correspondingly. If parameter is not
set, value 6 is used by default.

This method returns array of structures with the following data:

Name Type Short Desription

engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

customizable boolean Whether the customization of mappings is enabled.
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pem.iis.getSystemMapping

This method is supported by POA starting from version 2.6.5

This method allows to get the properties of the system mapping.

The method has the following input parameters:

Name

Type

Short Description

mapping_id

int

The ID of mapping.

The method has the following output parameters:

Name Type Short Description

engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

extension string The file name extension, that will be associated
with the scripting engine.

pr operties struct

A verbs string Contains HTTP verbs, the list of comma separated
values: GET, POST, HEAD, TRACE and/or
DEBUG.

A script_engine boolean Whether the Script Engine option is enabled. It
indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_exists boolean Whether the Verify That File Exists option is

enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGI executables,
such as the Perl interpreter, that do not send a CGI
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.
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pem.iis.getSystemMappings
This method is supported by POA starting from version 2.6.5
This method allows to get the list of system mappings for specified scripting engine.

The method has the following input parameters:

Name Type Short Description

[iis_ver] int IIS version. Parameter's value can be 6 or 7 for IIS
6.0 or 1IS 7.0 correspondingly. If parameter is not
set, value 6 is used by default.

engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

This method returns array of structures with the following data:

Name Type Short Description
mapping_id int The ID of mapping.
engine string The name of the scripting engine, currently one of:

ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

extension string The file name extension, that will be associated
with the scripting engine.

properties struct
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A verbs string Contains HTTP verbs, the list of comma separated
values: GET, POST, HEAD, TRACE and/or
DEBUG.

A script_engine boolean Whether the Script Engine option is enabled. It

indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_exists boolean Whether the Verify That File Exists option is
enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGl executables,
such as the Perl interpreter, that do not send a CGI
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.

pem.iis.resetDomainMapping

This method is supported by POA starting from version 2.6.5

This method allows to reset specified domains mapping. If domains mapping was created
on base of system mapping, such domains mapping properties will be defaulted to
properties of appropriate system mapping. In other case the domains mapping will be
removed.

The method has the following input parameters:

Name Type Short Description
mapping_id int The ID of mapping.

This method has no the output parameters.
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pem.iis.setDomainMappingEnabled

This method is supported by POA starting from version 2.6.5

This method allows to change the state of specified domains mapping.

The method has the following input parameters:

Name Type Short Description
mapping_id int The ID of mapping.
enabled boolean Whether the mapping is enabled.

This method has no the output parameters.

pem.iis.updateDomainMapping

This method is supported by POA starting from version 2.6.5

This method allows to change the properties of specified domains mapping.

The method has the following input parameters:

Name Type Short Description
mapping_id int The ID of mapping.
properties struct
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A verbs

string

Contains HTTP verbs, the list of comma separeted
values: GET, POST, HEAD, TRACE and/or
DEBUG.

A script_engine

boolean

Whether the Script Engine option is enabled. It
indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_exists

boolean

Whether the Verify That File Exists option is
enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGl executables,
such as the Perl interpreter, that do not send a CGI
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.

This method has no the output parameters.

pem.iis.updateSystemEngine

This method is supported by POA starting from version 2.6.5

This method allows to change the properties of specified system scripting engine.

The method has the following input parameters:

Name Type Short Description

liis_ver] int IIS version. Parameter's value can be 6 or 7 for IIS
6.0 or 1IS 7.0 correspondingly. If parameter is not
set, value 6 is used by default.

engine string The name of the scripting engine, currently one of:
ASP, ASP.NET1.1, ASP.NET2, Perl, PHP, SSI.

customizable boolean Whether the customization of mappings is enabled.

This method has no the output parameters.
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pem.iis.updateSystemMapping

This method is supported by POA starting from version 2.6.5

This method allows to change the properties of specified system mapping.

The method has the following input parameters:

Name Type Short Description

mappin g_id int The ID of mapping.

properties struct

A verbs string Contains HTTP verbs, the list of comma separated
values: GET, POST, HEAD, TRACE and/or
DEBUG.

A script_engine boolean Whether the Script Engine option is enabled. It
indicates that script can run in a directory without
Execute Permission. This setting is intended
primarily for script-based applications, such as ASP
and IDC, that are mapped to an interpreter.

A verify_if_exists boolean Whether the Verify That File Exists option is

enabled. It instructs the Web server to verify the
existence of the requested script file and to ensure
that the requesting user has access permission for
that script file. If the script does not exist or the
user does not have permission, the appropriate
warning message is returned to the browser and
the script engine is not invoked. This option can be
useful for scripts mapped to non-CGl executables,
such as the Perl interpreter, that do not send a CGI
response if the script is not accessible. Since the
script must be opened twice, once by the server
and once by the script engine, enabling this option
can impact performance.

This method has no the output parameters.
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Exchange Mailbox Management

This functional group allows to manage Exchange Mailboxes.

pem.exchange.addEmailAddresses

This method is supported by POA starting from version 2.6.5

This method assigns additional e-mail addresses to the Mailbox.

The method has the following input parameters:

Nane Type Short Description

mailbox_id int ID of Mailbox.

email_addresses array of Defines the list of additional e-mail addresses of the
string Mailbox. These e-mail addresses should be based

on domains, which belong to the Customer's
Subscription.

The method has no the output parameters.

Note: This method can also be called under Reseller permissions.

pem.exchange.addMailbox

This method is supported by POA starting from version 2.6.5

This method creates the Mailbox.

The method has the following input parameters:

Name Type Short Description

user_id int ID of Service User which will be assigned to the
Mailbox.

alias string Defines the Mailbox's alias.

primary_email_addre string Defines the primary e-mail address of the Mailbox.

Ss This address appears in the "From:" and "Reply-To:"
fields of e-mail messages sent from the Mailbox.

owa boolean Whether the Outlook Web Access (OWA) support is
enabled.

mapi boolean Whether the access over Outlook support is

enabled.




Public APl Reference 93

active_sync boolean Whether the Active Sync support is enabled.

imap4 boolean Whether the access to Mailbox over IMAP4 support
is enabled.

pop3 boolean Whether the access to Mailbox over POP3 support
is enabled.

size_limit int Defines the maximum storage size (in Kilobytes) the

mailbox can occupy before the system prevents the
mailbox owner from sending and receiving more

messages.
[alt_email_addresse array of Defines the list of additional e-mail addresses of the
s] string Mailbox. These e-mail addresses should be based

on domains, which belong to the Customer's
Subscription.

[skip_initializatio boolean Whether to skip the Mailbox initialization

nj (Initialization is the setting of locale and creating the
folders hierarchy for Mailbox). If parameter is
omitted, the O value is used.

The method has the following output parameters:

Name Type Short Description
mailbox_id int ID of created Mailbox.

Note: This method can also be called under Reseller permissions.

pem.exchangehangePrimaryEmailAddress

This method is supported by PSa starting from version 2.6.5

This method sets the new primary e-mail address for the Mailbox. Two use-cases are
possible:

A E-mail address already assigned to the Mailbox. The method sets this e-mail address
as primary e-mail address.

A E-mail address is not assigned to the Mailbox. The methods assigns this e-mail
address to the Mailbox and sets one as primary e-mail address.

The method has the following input parameters:

Name Type Short Description
mai Ibox_id int ID of Mailbox.
email_address string Specifies the primary e-mail address for the

Mailbox. This e-mail address should be based on
domains, which belong to the Customer's
Subscription.
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The method has no the output parameters.

Note: This method can also be called under Reseller permissions.

pem.exchange.disableForwarding

This method is supported by POA starting from version 2.6.5

This method disables the e-mail forwarding support for the Mailbox.

The method has the following input parameters:

Name

Type

Short Description

mailbox_id

int

ID of Mailbox.

The method has no the output parameters.

Note: This method can also be called under Reseller permissions.

Note: This method returns success result code, if method is applied to mailbox with

forwarding disabled.

pem.exchange.enableForwarding

This method is supported by POA starting from version 2.6.5

This method enables the e-mail forwarding support for the Mailbox.

The method has the following input parameters:

Name Type Short Description

mailbox_id int ID of Mailbox.

forwarding_email_ad string Defines the e-mail address to forward to.

dress

store_messages_copy boolean Whether to store the forwarded messages in the

Mailbox.
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The method has no the output parameters.

Note: This method can also be called under Reseller permissions.

pem.exchange.getEmailAddresses

This method is supported by POA starting from version 2.6.5

This method returns the list of assigned to Mailbox e-mail addresses.

The method has the following input parameters:

Name

Type

Short Description

mailbox_id

int

ID of Mailbox.

The method has the following output parameters:

Name Type Short Description

primary_email_addre string The name of primary e-mail address assigned to

Ss Mailbox.

alt_email_addresses array of The list of additional e-mail addresses assigned to
string Mailbox.

Note: This method can also be called under Reseller permissions.

pem.exchange.getEmailDomains

This method is supported by POA starting from version 2.7

This method returns the list of Domains, on which Exchange Mail Hosting is installed.

The method has the following input parameters:

Name

Type

Short Description

[dom ain_name]

string

The name of the Windows Active Directory Domain.
If specified, only Domains related to Windows Active
Directory Domain will be returned. If omitted, all the

Domains will be returned.

The method has the following output parameters:

Name Type Short Description
email_domains array of The list of Domains, on which Exchange Mail
string Hosting is installed.
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Note: This method can also be called under Reseller permissions.

pem.exchange.getMailboxByitAddress

This method is supported by POA starting from version 2.6.5

This method returns the ID of Mailbox by the e-mail address specified.

The method has the following input parameters:

Name

Type

Short Description

email_address

string

The e-mail address.

The method has the following output parameters:

Name

Type

Short Description

mailbox_id

int

The ID of Mailbox.

Note: This method can also be called under Reseller permissions.

pem.exchange.getMailboxes

This method is supported by POA starting from version 2.6.5

This method allows to get the list of all Mailboxes with their properties for the Subscription

specified.

The method has the following input parameters:

Name

Type

Short Description

subscription_id

int

The ID of Subscription.

The method returns the array of struc

tures:

Name Type Short Description

mailbox_id int The ID of Mailbox.

email_address string Primary e-mail address of the Mailbox.

size int Storage size (in Kilobytes) occupied by the mailbox
contents.

user_id int The ID of Service User which corresponds to the
Mailbox.

display_name string The "Display Name" property of Mailbox.
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login |string |The login to access the Mailbox.

Note: This method can also be called under Reseller permissions.

pem.exchange.getMailboxInfo
This method is supported by POA starting from version 2.6.5
This method returns properties of Mailbox.

The method has the following input parameters:

Name Type Short Description

mailbox_id int The ID of Mailbox.

The method has the following output parameters:

Name Type Short Description

mailbox_id int The ID of Mailbox.

user_id int The ID of Service User which corresponds to the
Mailbox.

login string The login to access the Mailbox.

display_name string The "Display Name" property of Mailbox.

alias string The alias of Mailbox.

owa boolean Whether the Outlook Web Access (OWA) support is
enabled.

mapi boolean Whether the access over Outlook support is
enabled.

active_sync boolean Whether the Active Sync support is enabled.

imap4 boolean Whether access to Mailbox over IMAP4 support is
enabled.

pop3 boolean Whether access to Mailbox over POP3 support is
enabled.

size int Storage size (in Kilobytes) occupied by the mailbox
contents.

warning_limit int Storage size (in Kilobytes) the mailbox can occupy
before a warning message is sent to the mailbox
owner.

prohibit_send_limit int Storage size (in Kilobytes) the mailbox can occupy
before the system prevents the mailbox owner from
sending more messages.
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size_limit int Maximum storage size (in Kilobytes) the mailbox
can occupy before the system prevents the mailbox
owner from sending and receiving more messages.

incoming_item_max_s int Maximum size of message (in Kilobytes) that can be

ize received to the mailbox.

outgoing_item_max_s int Maximum size of message (in Kilobytes) that can be

ize sent from the mailbox.

recipient_list_max_ int Maximum number of recipients the mailbox owner

size can send a message to.

message_retention int How long to keep deleted items for (days).

show_in_address_boo boolean Whether "Show in address book" Mailbox property

k is enabled. The Mailbox will be not visible in address
books or search queries if disabled.

status int Mailbox status. The list of possible values is the
following:

A 0- Ready.

A 1- Creating.
A 2- Deleting.
A 3-Updating.

primary_email_addre string Primary e-mail of Mailbox.

ss

[pop3_server] string POP3 server DNS name of Mailbox. POP3 server
DNS name is returned if POP3 is enabled for
Mailbox.

[imap_server] string IMAP server DNS name of Mailbox. IMAP server
DNS name is returned if IMAP is enabled for
Mailbox.

[smtp_server] string SMTP server DNS name of Mailbox. SMTP server
DNS name is returned if POP3 or IMAP is enabled
for Mailbox.

[exchange _home_serv string Mail-store server NetBIOS name of Mailbox. Mail-

er] store server NetBIOS name is returned if Outlook
access is enabled for Mailbox.

[exchange_proxy_ser string Front-end (CAS) server DNS name of Mailbox.

ver] Front-end (CAS) server DNS name is returned if
Outlook access is enabled for Mailbox.

[owa_url] string OWA URL of Mailbox. OWA URL is returned if OWA
is enabled for Mailbox.

windows_domain string Mailbox Windows Domain DNS name.

exchange_version int Exchange server version. Possible values are the

following:
A 2003 MS Exchange 2003.
A 2007- MS Exchange 2007.
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store_display_name

string

Mailbox Store Display Name in <host name>/<store
name> format.

Note: This method can also be called under Reseller permissions.

pemexchange.getMailboxStores

This method is supported by POA starting from version 2.8

This method returns the list of Exchange Mailbox Stores with their properties.

The method has no the input parameters.

The method returns the array of structures:

Name Type Short Description

store_id int Store ID.

name string Store Name.

host_name string Name of host on which Store is located.

is_ready boolean Whether the Store is Ready to Provide.

reserved_size bigint Space allocated for mailboxes provisioned to this
store (in Kilobytes).

store_size bigint Maximum space that can be allocated for mailboxes
in this store (in Kilobytes).

used_size bigint Space occupied by contents of mailboxes
provisioned to this store (in Kilobytes).

sync_status int Status of Store. Possible values are the following:
A 0- Ready.
A 1- Creating.
A 2- Deleting.
A 4-Failed.

entities_count bigint Number of mailboxes provisioned to this store.

windows_domain string Windows Domain DNS name in which Store's
Exchange server is participated.

exch ange_version int Exchange server version. Possible values are the
following:
A 2003 MS Exchange 2003.
A 2007- MS Exchange 2007.

[attributes] array of List of Store's Provisioning Attributes.

string
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pem.exchange.getUseaildox

This method is supported by POA starting from version 2.6.5
This method returns the ID of Mailbox by the ID of Service User specified.

The method has the following input parameters:

Name Type Short Description

user_id int The ID of Service User.

The method has the following output parameters:

Name Type Short Description

mailbox_id int The ID of Mailbox.

Note: This method can also be called under Reseller permissions.

pem.exchange.modifyMailbox
This method is supported by POA starting from version 2.6.5
This method modifies the Mailbox properties.

The method has the following input parameters:

Name Type Short Description

mailbox_id int ID of Mailbox.

[alias] string Defines the Mailbox alias.

[owa] boolean Whether the Outlook Web Access (OWA) support is
enabled.

[mapi] boolean Whether the access over Outlook support is
enabled.

[active_sync] boolean Whether the Active Sync support is enabled.

[imap4] boolean Whether access to Mailbox over IMAP4 support is
enabled.

[pop3] boolean Whether access to Mailbox over POP3 support is
enabled.

[warning_limit] int Defines the storage size (in Kilobytes) the mailbox
can occupy before a warning message is sent to the
mailbox owner.
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[prohibit_send_limi int Defines the storage size (in Kilobytes) the mailbox
t] can occupy before the system prevents the mailbox
owner from sending more messages.

[size_limit] int Defines the maximum storage size (in Kilobytes) the
mailbox can occupy before the system prevents the
mailbox owner from sending and receiving more

messages.

[incoming_item_max_ int Defines the maximum size of message (in Kilobytes)
size] that can be received to the mailbox.
[outgoing_item_max_ int Defines the maximum size of message (in Kilobytes)
size] that can be sent from the mailbox.
[recipient_list_max int Defines the maximum number of recipients the
_size] mailbox owner can send a message to.
[message_retention] int Defines how long to keep deleted items for (days).
[show_in_address_bo boolean Whether "Show in address book" Mailbox property
ok] is enabled. The Mailbox will be not visible in address

books or search queries if disabled.

The method has no the output parameters.

Note: This method can also be called under Reseller permissions.

pem.exchange.moveMailboxes

This method is supported by POA starting from version 2.8

This method allows to move Mailboxes between Mail Stores. It returns a list of Mailboxes,
which have not been moved, where error_code describes the reason.

The method has the following input parameters:

Name Type Short Description
mailboxes array of int [ The list of Mailboxes' IDs.
store int Destination Store ID.

The method returns the array of structures:

Name Type Short Description
mailbox_id int The ID of Mailbox.
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error_code int The reason, why Mailbox cannot be moved. The
following values are possible:

A 1- Mailbox is deleting now.

A 2- Mailbox and target Store belong to different
Active Directory domains.

A 3- Mailbox and target Store belong to Exchange
servers with different versions.

A 4- The source Store of Mailbox is failed.

A 5-There is not enough free space on the
destination Store.

A 6- Mailbox is absent, possible it was removed
already.

pem.exchange.removeEndaresses

This method is supported by POA starting from version 2.6.5

This method removes the e-mail address from the list of assignhed to Mailbox e-mail
addresses. There is a peculiarity: if a non-assigned to Mailbox e-mail address was
specified in the list of e-mail addresses to remove, method call will ignore such e-mail
address. Such behaviour is intended for the bulk e-mail addresses removal.

The method has the following input parameters:

Name Type Short Description

mailbox_id int ID of Mailbox.

email_ addresses array of The list of e-mail addresses to remove.
string

The method has no the output parameters.

Note: This method can also be called under Reseller permissions.

pem.exchange.removeMailbox

This method is supported by POA starting from version 2.6.5
This method removes the Mailbox specified.

The method has the following input parameters:

Name Type Short Description

mailbox_id int ID of Mailbox.
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The method has no the output parameters.

Note: This method can also be called under Reseller permissions.

Service Users Management

This functional group allows to manage Service Users.

pem.addUser
This method is supported by POA starting from version 2.6.5
This method creates a Service User.

The method has the following input parameters:

Name Type Short Description

subscription_id int The ID of Subscription.

login string Service User's login.

password string Service User's password.

[check _password_qua boolean Optional parameter. It defines whether to check the

lity] quality of password according to the password

quality level defined in POA.

[properties] array of Array of Service User's properties. Property is a pair

struct of "name" and "value" parameters (the table of

Service User's properties is provided below). If
display_name property is omitted, login
parameter's value is used as default value for
display_name property.

A name string Property name.

A value string Property value.

Service User's properties table:

Name Vale

city max size: 256; can be any string value;
country max size: 128; can be any string value;
country_abbr max size: 4; can be any string value;
state max size: 128; can be any string value;
street max size: 128; can be any string value;
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Zip_code max size: 12; can be any string value;

first_name max size: 1024; can be any string value;

last_name max size: 1024; can be any string value;

initials max size: 6; can be any string value;

title max size: 256; can be any string value;

po_box max size: 256; can be any string value;

office max size: 1024; can be any string value;

phone max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

fax max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

ip_phone max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

mobile max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

pager max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

home_phone max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

department max size: 256; can be any string value;

company max size: 256; can be any string value;

web_page max size: 4000; can be any string value;

notes max size: 4000; can be any string value;

description max size: 1024; can be any string value;

displ ay_name |max size: 256; can be any string value;

contact_emai RESERVED. Do not use!

I

|_country_co RESERVED. Do not use!

de

|_language c RESERVED. Do not use!

ode

|_variant RESERVED. Do not use!
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The method has the following output parameters:

Name Type Short Description
user_id int The ID of Service User created.

pem.changeUserPassword
This method is supported by POA starting from version 2.6.5
This method allows to set the new Service User's password.

The method has the following input parameters:

Name Type Short Description

user_id int The ID of Service User.

password string Service User's password.

[check_password_qua boolean Whether to check password quality. O (false) is used
lity] by default.

The method has no the output parameters.

pem.disableUser
This method is supported by POA starting from version 2.6.5
This method allows to disable the Service User specified.

The method has the following input parameters:

Name Type Short Description
user_ id int The ID of Service User.

The method has no the output parameters.
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pem.enableUser

This method is supported by POA starting from version 2.6.5
This method allows to enable the Service User specified.

The method has the following input parameters:

Name Type Short Description

user_id int The ID of Service User.

The method has no the output parameters.

pem.getUserByLogin

This method is supported by POA starting from version 2.6.5
This method allows to retrieve the ID of Service User by the Service User's login specified.

The method has the following input parameters:

Name Type Short Description

login string Service User's login.

The method has the following output parameters:

Name Type Short Description

user_id int The ID of Service User.

pem.getUserinfo

This method is supported by POA starting from version 2.6.5
This method allows to obtain the Service User's properties.

The method has the following input parameters:

Name Type Short Description

user_id int The ID of Service User.
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The method has the following output parameters:

Name Type Short Description
user_id int The ID of Service User.
subscription_id int The ID of Subscription which Service User belongs
to.
login string Service User's login.
enabled boolean Whether Service User is enabled.
status int Service User's status. Possible values are the
following:
A 0 - Ready
A 1 - Updating
A 2 - Deleting
properties array of Array of Service User's properties. Property is a pair
struct of "name" and "value" parameters (the table of
Service User's properties is provided below).
A name string Property name.
A value string Property value.
services array of The list of services names which Service User
string belongs to. Possible values are the following:

A AD:<Active Directory Domain name> - Active
Directory

A Exchange - MS Exchange
A FPSE - IIS FrontPage Server Extensions
A WSS - Windows SharePoint Services
A WSS-ADMIN - Windows SharePoint Services
(Site Administrator role)
A FTP-lIISFTP
A WinFM - Windows FileManager
Service User's properties table:
Name Value
city max size: 256; can be any string value;
country max size: 128; can be any string value;
country_abbr max size: 4; can be any string value;
state max size: 128; can be any string value;
street max size: 128; can be any string value;
Zip_code max size: 12; can be any string value;
first_name max size: 1024; can be any string value;
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last_name max size: 1024; can be any string value;

initials max size: 6; can be any string value;

ti tle max size: 256; can be any string value;

po_box max size: 256; can be any string value;

office max size: 1024; can be any string value;

phone max size: 132; can be any string value with format;
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

f ax max size: 132; can be any string value with format;
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

ip_phone max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

mobile max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

pager max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

home_phone max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

department max size: 256; can be any string value;

company max size: 256; can be any string value;

web_page max size: 4000; can be any string value;

notes max size: 4000; can be any string value;

description max size: 1024; can be any string value;

display_name

max size: 256; can be any string value;

contact_emai
I

RESERVED. Do not use!

|_country_co RESERVED. Do not use!
de

|_language c RESERVED. Do not use!
ode

|_variant RESERVED. Do not use!
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pem.getUsers

This method is supported by POA starting from version 2.6.5

This method allows to obtain the list of Service Users with their properties for the
Subscription specified.

The method has the following input parameters:

Name

Type

Short Description

subscription_id

int

The ID of Subscription.

The method returns the array of struc

tures:

Name Type Short Description

user_id int The ID of Service User.

display_name string The "Display Name" property of Service User.
login string Service User's login.

pem.modifyUser

This method is supported by POA starting from version 2.6.5

This method allows to modify the Service User's properties.

The method has the following input parameters:

Name Type Short Descripbin

user_id int The ID of Service User.

[login] string Service User's login.

[properties] array of Array of Service User's properties. Property is a pair
struct of "name" and "value" parameters (the table of

Service User's properties is provided below).
name string Property name.
values string Property value.

Service User's properties table:

Name Value
city max size: 256; can be any string value;
country max size: 128; can be any string value;
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country_abbr max size: 4; can be any string value;

stat e max size: 128; can be any string value;

street max size: 128; can be any string value;

Zip_code max size: 12; can be any string value;

first_name max size: 1024; can be any string value;

last_name max size: 1024; can be any string value;

initials max size: 6; can be any string value;

title max size: 256; can be any string value;

po_box max size: 256; can be any string value;

office max size: 1024; can be any string value;

phone max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

fax max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

ip_phone max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

mobile max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

pager max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

home_phone max size: 132; can be any string value with format:
COUNTRY_CODE#AREA_CODE#PHONE_NUMBER#EXTENSION_NU
MBER.

department max size: 256; can be any string value;

company max size: 256; can be any string value;

web_page max size: 4000; can be any string value;

notes max size: 4000; can be any string value;

description max size: 1024; can be any string value;

display_name max size: 256; can be any string value;

contact_emai RESERVED. Do not use!

I

|_country _co RESERVED. Do not use!

de

|_language c RESERVED. Do not use!

ode
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|_variant

|RESERVED. Do not use!

The method has no the output parameters.

pem.removeUser

This method is supported by POA starting from version 2.6.5

This method removes the Service User specified.

The method has the following input parameters:

Name

Type

Short Description

user_id

int

The ID of Service User.

The method has no the output parameters.

Hosted CRM Management

This functional group allows to manage Hosted CRM Organizations and Hosted CRM

Users.

pem.mscrm.createOrg

This method is supported by POA starting from version 2.8

This method creates Hosted CRM Organization.

The method has the following input parameters:

Name Type Short Description

sub_id int ID of Subscription.

mscrm_rt_id int ID of Resource Type, which is based on Hosted CRM
Resource Class. This Resource Type should be
included in Subscription.

display_name string Organization Display Name.

unigue_name string Organization unigue name. It is used as part of URL
to access Hosted CRM web-based interface.

currency_id int ID of Organization base currency.
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The method has the following output parameters:

Name

Type

Short Description

org_id

int

ID of Organization created.

pem.msan.createUser

This method is supported by POA starting from version 2.8

This method creates Hosted CRM User.

The method has the following input parameters:

Name

Type

Short Description

org_id

int

ID of Organization.

user_id

int

ID of existing Service User.

security_roles_list

array of int

The list of Security Roles IDs to assign.

business_unit_id

int

Business Unit ID.

cal_type

int

Hosted CRM User Client Access License type. There
are the following possible values:

A 1-Full. User will have full access to any part of
Hosted CRM that he or she has the security roles
to access.

A 2- Administrative. User will not have access to
Sales, Marketing, and Service areas. This access
mode allows you to create a user for
administering and customizing Hosted CRM.

A 3- Read-only. User will have read-only access to
any part of Hosted CRM that he or she has the
security roles to access.

email_delivery_sett
ings

struct

This parameter defines E-Mail Access Type for
Hosted CRM User.

The ext_settings , exchange_settings ,
none_sett ings , and outlook_settings
parameters are optional to each other.
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A [ext_settings]

struct

This parameter is used for External mail servé&-Mail
Access Type (Hosted CRM automatically tracks e-
mail and delivers messages via user's mailbox at
external POP3/SMTP mail server). It defines Hosted
CRM User's mail delivery settings.

struct

POP3 protocol settings.

A pop3

A use_ssl

boolean

Whether to use SSL.

A server

string

IP Address or hostname of incoming POP3 server. If
the server uses non-standard port number, specify
the port in the format of servername:part

A login

string

POP3 server login.

A password

string

POP3 server password.

struct

SMTP protocol settings.

A use_ssl

boolean

Whether to use SSL.

A server

string

IP Address or hostname of outgoing SMTP server. If
the server uses non-standard port number, specify
the port in the format of servername:part

A login

string

SMTP server login.

A password

string

SMTP server password.

A primary_email

string

Hosted CRM User's Primary E-Mail Address.

A [exchange_settin
gs]

boolean

This parameter is used for Exchange mailbox-Mail
Access Type (Hosted CRM automatically tracks and
delivers e-mail messages via user's Exchange
mailbox). It defines Hosted CRM User's mail delivery
settings. The Primary E-Mail Address of Exchange
Mailbox is used as Hosted CRM User's Primary E-
Mail Address.

Note: Itis assumed that Service User has Exchange
Mailbox.

A [none_settings]

struct

This parameter is used for NoneE-Mail Access Type
(The user does not use Hosted CRM to automatically
track e-mail messages). It defines Hosted CRM
User's mail delivery settings.

A primary_email

string

Hosted CRM User's Primary E-Mail Address.

A [outlook_setting
s

struct

This parameter is used for Microsoft Dynamics CRM fc
OutlookE-Mail Access Type (E-mail messages are
tracked and delivered with Microsoft Dynamics CRM
plug-in for Outlook installed on user's computer). It
defines Hosted CRM User's mail delivery settings.

A primary_email

string

Hosted CRM User's Primary E-Mail Address.

The method has the following output

Name

Type

parameters:

Short Description
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crm_user_id | int | Hosted CRM User ID.

pem.mscrm.disableOrg

This method is supported by POA starting from version 2.8
This method disables Organization specified.

The method has the following input parameters:

Name Type Short Description

org_id int ID of Organization to disable.

The method has no output parameters.

pem.mscrm.enableOrg

This method is supported by POA starting from version 2.8
This method enables Organization specified.

The method has the following input parameters:

Name Type Short Description

org_id int ID of Organization to enable.

The method has no output parameters.

pem.mscrm.getBusinessUnits

This method is supported by POA starting from version 2.8
This method returns a list of Business Units for Organization specified.

The method has the following input parameters:

Name Type Short Description

org_id int The ID of Organization.

The method returns the array of structures:

Name Type Short Description

business_unit_id int ID of Business Unit.







