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4 Preface

Preface

In this section:

Typographical CoNVENLIONS ...........oouiiiiiiiii e 4
Graphical CoNVENLIONS .........couiiiii et 5
FEEADACK ... .o 5

Typographical Conventions

The following kinds of formatting in the text identify special information.

Formatting convention

Type of Information

Example

On-screen computer output in
your command-line sessions;
source code in XML, C++, or
other programming languages.

Special Bold Names of operators and Go to the QoS tab.
operations.
Titles of chapters, sections, Read the Basic Administration
and subsections found in the | chapter.
other documents.
ltalics Emphasizes the importance of | The system supports the so
a point, to introduce a term or |called wildcard character
to designate a command line  |search.
placeholder, which is to be
replaced with a real name or
value.
Monospace The names of commands, The license file is located in the
files, and directories. httpdocs/common/license
s directory.
Preformatted #1s Talffiles

total 14470

Preformatted Bold

What you type, contrasted with
on-screen computer output.

# cd /root/rpms /php

CAPITALS

Names of keys on the
keyboard and names of
operations on the title page of
an operator.

SHIFT, CTRL, ALT
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Graphical Conventions

All sequence diagrams presented in this document use the following graphical conventions:

Symbol Explanation

] A communication start/end point
<+————  Direction of data flow
‘L Actions performed by a party

-4 --------  Alternative directions of data flow which are chosen if a specific condition is
satisfied. Alternative directions allow omitting a number of operations normally
performed by parties.

A B C Message from party C to party A is hidden from party B

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's title,
chapter and section titles, and the fragment of text in which you have found an error.



http://www.parallels.com/en/support/usersdoc/

CHAPTER 1

Introduction

Purpose

The purpose of this document is to provide guidelines for integrating a web application
or a web service into an SSO system empowered by a Parallels identity provider
service.

The document is intended for developers of web applications/services whose aim is to
provide end users of the applications/services with the ability to easy access all
applications (joined by a single Identity Provider) after being authenticated only once.

Scope

Because the number of web applications/services grows, and they tend to become
increasingly complex, the ways in which authentication is achieved become more
numerous. Parallels offers its implementation of Single Sign-On (SSO) that is based on
the APS Identity protocol. This protocol regulates communication between parties
inside an SSO system.

An SSO system is a system comprising multiple web applications/services and a single
administrative domain that holds the identity provider service. All the
applications/services are registered in the identity provider service database. Such
system can include both Parallels and third-party applications/services.

This guide contains in-depth instructions on how to add a web application/service to an
SSO system.

Definitions, acronyms, and abbreviations

All terms used in this document (if not specially mentioned) are defined in the Glossary
for the OASIS Security Assertion Markup Language (SAML) V2.0.

This document also uses the following terms and and/or term meanings beyond the
Glossary:

Single sign-on (SSO). A specialized form of user authentication that enables a user to
access resources of multiple service providers after being authenticated only once.

SSO system. A system comprising multiple web applications/services and a single
administrative domain that holds the identity provider service. All the
applications/services are registered in the identity provider service database. The
system provides SSO to users of the web applications/services.

Service provider (SP). A web application/service that offers its resources to users.

Identity provider (IdP). A Parallels identity provider. Depending on the context, this term
takes one of the following meanings:
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1. A service which manages identities. For instance, registration in IdP (under
registration in a service we mean registration in the service database).

2. An administrative domain that holds a service managing identities. For instance,
Joined by a single IdP.

Fl. Federated identity.
Local account. A user account managed by an SP.
Global account. A user account managed by IdP.

Session. A data structure that caches results of authentication procedure so a user
does not need to go through authentication procedure for each operation. A session is
opened (created) after successful authentication of a user. A session is closed
(terminated) when a user logs out or after a defined period of inactivity.

Local session. A session opened by an SP.
Global session. A session opened by IdP.

User. An end user of an SSO system.

Conventions

In this document, the following conventions are used:

A The APS Identity Protocol Specification is referred to as the Specification for the
description convenience purposes.

A The Assertions and Protocols for the OASIS Security Assertion Markup Language
(SAML) V2.0 document is referred to as the SAML Specification for the description
convenience purposes.

A We assume that all SPs in an SSO system restrict access to their resources. It

means that to retrieve a resource pertaining to a specific SP, a user must be
authenticated and authorized to perform the action.
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CHAPTER 2

SSO System Overview

An SSO system comprises multiple SPs and a single IdP. The role of each SP is to
provide SSO access to its resources. For this purpose, each SP shares a part of its
functionality with IdP. The IdP role is to organize SSO to resources of SPs. It controls
all SSO-related data flows between participants of an SSO system.

SP
spl-example.com
SP — IdP
Sp2-example.com idp.example.com
SP

spM-exampla.com

Figure 1: SSO system

To be a part of an SSO system, SPs and IdP must be able to perform functions
appropriate to their roles. For details on the functions, refer to the Functions of SSO
system Participants section (on page 10).

As it was previously mentioned, participants of an SSO system exchange SSO-related
data by means of IdP. This communication can be divided into three separate data
flows. The first is related to users authentication, the second - to FI management, and
the third - to single logout. The models describing the data flows are given,
correspondingly, in sections How SSO Works (on page 11), Fl Management Operations (on
page 15) and What Single Logout Is and How It Is Achieved (on page 16).

To exchange SSO-related data with IdP, SP must utilize specific programming

interfaces. For details on what interfaces must be provided and consumed by each SP,
refer to the Integrating Into SSO system chapter (on page 18).

In this chapter:

Functions of SSO System Participants...........cccccovvviiiiiiiiiiieeee 10
HOW SSO WOTKS ...ttt e e e e e neeee s 11
Fl Management Operations.............couuiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 15

What Single Logout Is and How It Is Achieved ............cooovviiiiiiiiiiiceee e, 16
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Functions of SSO System Participants

This section touches upon functions performed by an SP and IdP in an SSO system.
For details on how the functions are used, and how different functions are connected,
see the sections How SSO Works (on page 11), Management Operations (on page 15),
Single Logout Is and How It Is Achieved (on page 16).

SP

The functions of an SP are as follows:

A Manage local accounts.

Local accounts are used to access resources of a specific SP. An SP can create a
local account for a user, update local account settings or remove the account. All
information about local accounts is stored in an SP database.

A Authorize users of its local accounts.

As the SP stores all local accounts data, it decides if a local account is authorized
to access a specific SP resource.

A Manage local sessions.

After a user is authorized, the SP opens a local session for such user to prevent
re-authorization on each request.

A Configure presence in an SSO system.

To be a part of an SSO system, an SP registers in |dP. In case SP or IdP settings
are changed, an SP updates its registration in IdP. To leave the SSO system, an
SP cancels its registration in IdP.

A Enforce users authentication to IdP.

In an SSO system, users authentication is performed at IdP side. SP uses specific
IdP interfaces to provide IdP with data required for users authentication.

A Provide opportunity for managing global accounts and Fls.

Global accounts and Fls are designed to provide access to multiple local accounts
without entering local accounts credentials.

Federated identity is an entity which contains a set of local account IDs. These IDs
pertain to local accounts of a single SP or different SPs. Each FI corresponds to a
single global account and vice versa. The only purpose of a global account is to
store credentials corresponding to a specific Fl. If a user specifies global account
credentials when authenticating to 1dP, the FI corresponding to the global account
is used to identify what local accounts are accessible to the user.

A Provide opportunity for performing single logout.

The first three functions are standard for a typical SP; to perform the latter four
functions, an SP requires specific programming interfaces.
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IdP

The functions of IdP are as follows:

A

>

Link together SPs in an SSO system.

IdP has a programming interface via which an SP can configure its presence in an
SSO system.

Store global accounts and federated identities.
Manage global sessions.

Global session links together all local sessions opened for a specific user. |dP
opens a global session for a user agent (while local sessions are opened for a
specific tab/window of a user agent).

Manage single logout.

Authenticate users.

First, a user attempts to reach an SP resource. If the user is not authorized to
access a specific resource, he is forwarded to IdP for authentication. All
authentication-related data is exchanged directly between IdP and user agent
(browser). To communicate with users and hide that the communication is held by a
party different from the SP, IdP uses IdP user interfaces. These interfaces are used
to resolve the following two issues:

1. A user should not know anything about IdP; the only thing that concerns the
user is services provided by SPs.

2. A user should not feel any difference in appearance of user interfaces provided
by SPs and IdP. For instance, a user can be confused if the design of an HTML
form for entering credentials differs from design of other content provided by an
SP.

An |dP user interface is always presented by an HTML form. The form design and
layout are dictated by an SP. IdP only sends parameters that enable an SP to
identify a specific form. After an SP retrieves form parameters, it renders the form
design and layout.

Once the form is rendered, the SP displays this form to a user agent. When a user
submits the form, the data is sent to IdP. The Specification recommends to send
the data directly by specifying a corresponding IdP endpoint URL in a form ACTION
field when rendering an IdP user interface.

To distinguish different IdP user interfaces, we gave them unique names. According
to the Specification, there is one-to-one correspondence between HTML forms and
operations via the Front-Channel interface, so it is proposed to inherit an IdP user
interface name from the name of a corresponding operation. Example: challenging
for credentials 1dP user interface. According to accepted naming conventions and
the Specification, there are five IdP user interfaces (challenging for credentials,
selecting local account, associating local account ID with Fl, detaching local
account ID from FI, updating global account). The latter three IdP user interfaces
are hereby called FI management |dP user interfaces.
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How SSO Works

This section explains how a user retrieves a specific resource of an SSO system. This
process requires from an SP and IdP to perform specific actions (within their functions)
in a specific order. You must reorganize your SP logic to match the communication
model.

To grant a user access to a specific resource of an SP registered in IdP, the following
sequence of steps is performed:

1 The user requests the resource.
2 The SP checks if there is an opened local session for the user

a If the session exists, the SP checks if the user is authorized to access the
resource. If the user is authorized, the access is granted. [end]

b If the session does not exist, [to step 3].

3 SP requests the user authentication from IdP by sending <AuthnRequest> SAML
message.

4 |dP checks if a global session is opened for the user.
a If the session exists,[to step 8]
b If the session does not exist, [to step 5].

5 IdP sends specific parameters to the SP to render the challenging for credentials
IdP user interface. The SP receives the parameters and displays the user interface
to the user. (If the user comes to step 5 from step 8c, |dP user interface parameter
message_id = SP_CREDS_REQUIRED

6 The user enters account credentials and submits the form or clicks cancel.
a If the form is submitted, the SP sends the credentials to IdP. [to step 7]

b If the form is cancelled, IdP responds to the SP with message_id =
AUTH_FAILED (see the IdP Interfaces>Front Channel Interface>Authentication-related
Operations>Challenging for Credentials section of the Specification). The SP
displays an authentication error message to the user agent. [end]

7 IdP verifies the credentials. If the credentials correspond to a global account, IdP
verifies them against its database. If the credentials do not match any global
account, IdP queries the SP to verify the credentials. In latter case, IdP uses
proxied authentication request service.

a If the credentials are successfully verified, |dP creates a global session for the
user. [to step 8]

b If credentials verification fails, [to step 5].
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8 IdP checks what local accounts can be used to log in to the SP.

a If the user can use a single account, IdP responds to the SP with <Response>
SAML message containing specific information about the user. The SP creates
a local session for the user. [to step 2a]

Note: This branch is chosen only in two cases:

* If the user specified global account credentials, and the Fl corresponding to the
global account includes ID of a single local account at the SP.

* If the user specified credentials of a local account at the SP.

b If the user can use more than one local account, IdP fetches the list of login
names/UIDs corresponding to the accounts. [to step 9]

¢ If no local accounts are available for the user at the SP, [to step 5]

9 |dP checks if the SP uses the account identifier mapping service. (SPs may specify
this option on registration in IdP. For details on the service, refer to the IdP
Interfaces>Back Channel Interfaces>Local Account ID Mapping Interface section of the
Specification).

a If the SP uses the service, IdP sends UIDs retrieved at step 8b to the SP
account identifier mapping service and retrieves login names corresponding to
the UIDs. [to step 10]

b If the SP does not use the service, [to step 10].

10 IdP sends parameters to the SP to render the selecting local account |dP user
interface. The SP receives the parameters and displays the Ul to the user.

11 The user selects a local account.

12 IdP responds to the SP with <Response> SAML message containing specific
information about the user. The SP retrieves the assertion and creates a local
session for the user. [to step 2a]
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Diagram

This diagram represents the described above model:
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Figure 2: Actions performed by SSO system participants to provide a user with a
resource

For details on the graphical conventions used in this diagram, refer to the Graphical
Conventions section (see page 5).
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Remarks

A Each local session within an SP can be identified by a local account ID and session
index (unique combination of letters and digits). If a user with a particular account
ID has only one session opened in the SP, the session index is unnecessary.

A Each security assertion sent to an SP from IdP corresponds to a local session. If a
local session is closed (user logged out), then respective assertion is discarded. It
is recommended to set local session index equal to the identifier of a respective
security assertion.

A An SP requires implementation of the Authentication Request protocol to perform
operations defined at steps 3, 4, 12. For implementation details, see the
Authentication Request Protocol section (on page 30).

A An SP requires the IdP Front Channel interface to perform operations defined at
steps 5, 6, 10. For implementation details, see the Front Channel Interface section (on
page 30).

A An SP requires the proxied authentication request service, and the service must
provide the proxied authentication request interface to perform operations defined
at step 7. For implementation details, see the Proxied Authentication Request Interface
section (on page 30).

A An SP requires local account ID mapping service, and the service must provide the
account identifier mapping interface to perform operations defined at step 9. For
implementation details, see the Local Account ID Mapping Interface section (on page
30).

FI Management Operations

Each SP participating in an SSO system must provide its authorized users with the
ability to manage federated identities and global accounts. In practice, this requires
from an SP and IdP to perform specific actions in a specific order. The description of
this communication model is a subject of this section.

Fls and global accounts are managed only via FI management IdP user interfaces.
These interfaces must be requested directly by users at any time during their local
session with an SP. After a user requests one of the FI Management user interfaces,
the sequence of actions standard for all IdP user interfaces is performed: IdP sends to
an SP the Ul parameters, the SP renders and displays such Ul to this user as an HTML
form; the user fills the form and submits it to IdP. Finally, IdP attempts to perform an
operation, and then forwards this user to a specific URL. This URL is retrieved from
HTML form parameters added by an SP on form rendering.
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Diagram

This diagram represents the described above model:

SP UA IdP
€ R=cuesting FI management Idi
& ry
yo
I >
e g 4P Ul utpu
< ]

Figure 3: Actions performed by SSO system participants to provide a user with FI
management capabilities

For details on the graphical conventions used in this diagram, refer to the Graphical
Conventions section (see page 5).

For details on how to build FI management functionality into your SP, refer to the
Integrating Into SSO System section (on page 18).

What Single Logout Is and How It Is
Achieved

Single logout is a form of logout which includes termination of all local sessions and a
global session opened for a specific user. Single logout is invoked only by authorized
users. It requires from an SP and IdP to perform specific actions in a specific order.
This communication model is briefly described this section.

First, a user asks an SP to initiate single logout. The SP closes the user's local
sessions and sends a <LogoutRequest> message to IdP. Using the message contents,
IdP finds out which SPs have local sessions for the user, and sends <LogoutRequest>
to each of them. Each SP terminates all local sessions opened for the user, and sends
a <LogoutResponse> message back to IdP. If all local sessions are successfully
closed, IdP closes the user's global session and issues a <LogoutResponse> message
to the original requesting SP. If single logout failed, IdP still issues <LogoutResponse>
with notification about partial logout, but does not close the global session.
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Diagram

This diagram represents the described above model:
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Figure 4: Actions performed by SSO system participants to achieve single logout

For details on the graphical conventions used in this diagram, refer to the Graphical
Conventions section (see page 5).

It is up to developers to decide whether they want build single logout into their
applications/services or not. For details on how to add this functionality, refer to the
Integrating Into SSO System section (on page 18).



CHAPTER 3

Integrating into SSO System

To make your application/service a part of an SSO system, you must realize protocols
and programming interfaces used to exchange security content between SSO system
participants. Some protocols/interfaces must be added to an SP, others are optional.
All obligatory interfaces/protocols are mentioned in the Obligatory protocols/interfaces
sub-section of this section, the rest are mentioned in the Optional protocols/interfaces
sub-section.

Before starting the implementation, you need to choose the SP base APl URL - the
URL that is a prefix to all programming interfaces which your SP will use to
communicate with IdP (SP_BASE_API_URLin the Specification). After adding each
interface, you must configure your server to properly process requests to the endpoint
of the interface you added.

Obligatory protocols/interfaces

First, an SP must be able to register itself in IdP, update its registration settings, and
cancel the registration. Registration in IdP is required, because this is the only way for
an SP to retrieve data that will be used in further communications with IdP. The data
includes an SSL certificate and a private key generated by IdP for the SP, an IdP public
key, etc. The SP registration is managed via the interface called the Configuration of
SP in IdP interface. This interface is consumed by an SP. For details on how to add the
interface, refer to the Configuration of SP in IdP Interface section (on page 21). For details
on the interface, refer to the IdP Interfaces>Back Channel Interfaces> Configuration of SP in
IdP Interface section of the Specification.

When the Configuration of SP in IdP interface is added, an SP is able to send to IdP
information about users who want to access the SP resources. In terms of the SAML
Specification, an SP is able to generate assertions for the local accounts. When IdP
retrieves an assertion, it tries to identify a local account for which the assertion was
created. The assertion containing results of identification is sent back from IdP to SP.
Depending on the assertion contents, an SP decides to grant or deny access to a
specific user for a specific resource. Syntax and semantic of assertions are defined by
the Authentication Request protocol. An SP must consume an interface that uses this
protocol to exchange assertions with IdP. For details on how to add such interface,
refer to the Authentication Request Protocol section (on page 30). For details on the
protocol, refer to the Authentication in IdP section of the Specification.
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According to the Authentication Request protocol, user account credentials cannot be
wrapped into an assertion. That is why an SP must utilize the challenge for credentials
IdP user interface via which users can enter their credentials and send them to IdP. If a
user has more than one account at an SP, he must be granted an opportunity to
choose the account that will be used to access a specific SP resource. This is done by
selecting local account IdP user interface. Additionally, users must be able to
manage/access global accounts and federated identities to cache (at IdP) local
accounts available for them. Without this functionality, users cannot feel bonuses
provided by SSO system (they will have to enter local accounts credentials each time a
global session is opened - almost like they did before SSO support). The functionality is
provided by the FI management |dP user interfaces. All IdP Uls mentioned in this
paragraph are controlled by Front Channel IdP programming interface that must be
consumed by an SP. For details on how to add the interface to an SP, refer to the Front
Channel Interface section (on page 36). For details on the operations accompanied by
the IdP Uls, refer to the IdP Interfaces>Front Channel Interface section of the Specification.

Users can enter credentials either to a global or local account. First, IdP verifies the
credentials against its database. If a user has entered credentials of a global account,
IdP authenticates such user by its own means. If a user has entered credentials of a
local account, |dP sends the credentials to the Proxied Authentication Request service
of the SP that initiated the user authentication. If the SP successfully verifies the
credentials, such user is also considered to be authenticated by IdP. The SP is
required to have the service. Additionally, the service must provide the proxied
authentication request interface. For implementation details, refer to the Proxied
Authentication Request Interface section (on page 26). For details on the service interface,
refer to the IdP Interfaces>Back Channel Interfaces>Proxied Authentication Request Interface
section of the Specification.

Optional protocols/interfaces

SPs send local account IDs to IdP in assertions. The service requires them to perform
operations related to users authentication. Typically, SPs provide IdP with local
account login names, but they can send any information that identifies a local account
(for instance, e-mail address). If an SP supplies IdP with local account IDs different
from local account login names, it must have a service that resolves the IDs to login
names. This service is called local account ID mapping service. The service must
provide the account identifier mapping interface. For implementation details, refer to
the Local Account ID Mapping Interface section (on page 26). For details on the service
interface, refer to the IdP Interfaces>Back Channel Interfaces>Local Account ID Mapping
Interface section of the Specification.

Once a user has authenticated to IdP, the authenticating entity establishes a global
session with such user. From this moment, all local sessions opened for the user are
linked with the global session. If at some later time this user wishes to terminate the
global session (and thus all local sessions), the Single Logout protocol is used. You
can add the interface that uses this protocol to support single logout. This interface is
consumed by an SP. For details on how to add the interface, refer to the Single Logout
Protocol section (on page 41). For details on the protocol, refer to the Single Logout
section of the Specification.
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In this chapter:

Sample Of INteGration .............uuiiiiiiiiiiiii 20
Configuration of SP in IdP Interface ...........cccccoeiiiiiiiice e, 21
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Local Account ID Mapping Interface ..o 28
Authentication Request Protocol ...........cooooiiiiiiiiiii e 30
Front Channel Interface. ..o 36
Single LOgout ProtOCOI ............uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiii e 41

Sample of Integration

APS ldentity SDK ships with a web application which has all functionality required for
integration into an SSO system. The application files are located in

<APS ldentity - SDk directory>  /src/ , where

<APS ldenti ty - SDk directory>/ stands for the directory to which you extracted
the SDK archive. You can test the application before starting the implementation
process. The instructions on how to run the application are stored in readme.txt
located in the application root directory.

The application code is used in the sections of this chapter for illustrative purposes.
Each code fragment is accompanied by a corresponding file name and line number.

Some code fragments are commented in details and may be used as a base for your
own code. Other fragments only illustrate implementation issues and require in-depth
examination of the code that surrounds such fragments.

Note: The application requires PHP 5.2 or later version with the openssl extension.

APS Identity SDK is available for downloading at
http://swdn.swsoft.com/en/download/sdk/.
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Configuration of SP in IdP Interface

Generally speaking, implementation of the Configuration of SP in IdP interface supposes that
your web application/service is able to send requests to IdP over HTTPS, and process
responses received from IdP.

Particularly, your web application/service must be able to do the following:

A Create and send HTTPS request packets using POST, PUT and DELETE methods.
A Receive and process HTTPS response packets from IdP.

A Manage SP registration settings (create a list of registration settings, edit, and remove
the settings).

A Store and remove IdP settings.

This interface supports three operations (registration, registration update and registration
cancel). Each operation is performed according to the following scheme:

1 SP sends an operation request packet via HTTPS.
2 IdP receives the packet, processes it and performs the operation.
3 IdP sends the HTTPS response packet.

Possible scenario

For instance, the SP has an HTTPS engine that manages HTTPS packets and a controller
that links the engine with your SP logic. We assume that SP registration settings and IdP
settings are stored in files. Then, each operation via the interface is performed according to
the following scheme:

1 Some external function from the SP logic sends operation parameters to the controller.

2 The controller forms the operation-specific HTTPS request packet and forwards it to
HTTPS engine.

3 HTTPS engine sends the request packet to IdP, retrieves the response packet, and
forwards it to the controller.

4 The controller processes the packet and sends specific data to the SP logic depending
on the processing result.



22 Integrating into SSO System

Each operation requires a specific HTTPS request packet. The following table shows what
data should present in a request packet to perform a corresponding operation.

Operation HTTPs Packet Body Content SP and IdP Certificates
register SP registration settings -

update registration New SP registration settings Yes

cancel registration - Yes

For details on what SP registration settings must be specified in an HTTPS packet and what
data format is supported by IdP, refer to the IdP Interfaces > Back Channel Interfaces > Configuring
of SP in IdP Interface section of the Specification.

Although the Specification defines HTTPS request/response body parameters, it only briefly
mentions the difference between SP registration modes. SPs can choose between two
modes when registering in IdP or updating its registration: short and putback. Let's clarify
advantages and disadvantages of each mode.

If the registration mode is putback, IdP additionally sends an HTTPS PUT request to
SP_API_BASE_URL(a URL common for all programming interfaces which SP uses to
communicate with IdP) at the second step in the scheme. The request content duplicates
data sent by IdP to an SP at the third step of the scheme given above. This mode gives SPs
the following features:

A If an SP specified the putback mode upon registering in 1dP, such SP can check IdP
settings before registering in the IdP database. This can, for instance, prevent registration
in IdP which supports different version of the Parallels SSO-SAML protocol.

A If an SP specified the putback mode upon updating registration settings, such SP can
check if its new interface endpoints are recognized by IdP.

The putback mode gives some bonuses to SPs, but it requires from SPs the ability to proper
process HTTPS PUT requests.

If the registration mode is "short", IdP does not send any PUT requests. This may be
convenient for those who want to fasten the implementation process. That is also why this
mode is used for demonstration purposes.

Example

For details on a sample that implements this interface, refer to the Sample section (on page
22).
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Sample

We chose a command line utility written in PHP to be a sample illustrating the interface
implementation. The utility architecture is as follows:

A HTTPS engine which manages HTTPS packets
A User input/output which stands for an SP logic

A A controller which is presented by PHP functions linking the engine with the user
input/output.

This utility uses files to manage an SP registration settings and IdP settings.
The utility is fully functional and can easily be re-used in your own code.

This section describes how to use the utility, and provides you with the source code of the
utility and files on which it depends.

Prerequisites
To use the utility, you must have PHP 5.1 or later version with the openssl  extension.
How to us e the utility

Assume that there is a web application sample_sp, its URL is https://example.com, and the
base API URL is https://example.com/sso.
U To use the utility:

1 Inthe <APS | dentity - SDK directory> /src/examples/ directory,
create file sample_sp .reg -request

This file will store registration settings of your SP. For details on the settings, refer to the
IdP Interfaces>Back Channel Interfaces>Configuration of SP in IdP Interface>Registering SP in IdP
section of the Specification.

2 Add the following data to the sample_sp .reg -request file:
reg_mode = short
api_id = sw:sso:sp:1_0
api_url = https://example.com/sso
idp_id =test_idp
sp_name = As ervice provider sample
root_url = https://example.com
name_mapping_url =
3 In the command line, run the following command.

"<full path to php interpretator executable file>
register_sp.php> " <arguments>

"<full path to
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The <arguments> element is optional. It defines the operation type and parameters. If you
do not specify any arguments or enter invalid arguments, the script will display help on
the utility usage. It is recommended to run the utility without arguments at the first time to
explore available commands and options.

4 A message with an operation result will be displayed. For instance:
Updated registration.

Source code

The utility source code is stored in
<APS Identity - SDkK directory>  /src/examples/register_sp.php.

For the step-by-step commented fragment of register_sp.php representing operations
via the interface, refer to the Operations Code section (on page 24).

Operations Code

This code fragment represents implementation of the SP Configuration in IdP Interface. The
Specification term in the fragment comments stands for the APS Identity Protocol

Specification.

<APS ldentity - SDk directory>  /src/examples/register_sp.php , lines 93-162:
/I This function registers an SP in IdP. It requires base IdP URL a nd name of
an SP. SP settings

[l are stored in file <SP name>.reg - request. IdP settings are written to file

<SP name>.idp - reg.
/I For details on operations performed by the function, refer to the IdP
Interfaces>Back Channel
/lInterfaces>Configurationof SPinldPInterface>RegisteringSPinldPsection
of the
/I Specification.
function registerSp(  $idp_url , $reg_name ) {
/[ Create a new HTTP POST request.
$req = new HTTP_Request( $idp_url . Ispt);
$req - >setMethod(HTTP_REQUEST_METHOD_POST);
/I Specify SP settings in the HTTP message body.
$reg props = getRegRequestProps(  $reg name );
foreach ($reg props as $key => $val ){
$req - >addPostData( $key, $val );
}

/I Send the HTTP request.
$req - >sendRequest();
Il Retrieve response fr om IdP.
$idp_response = $req - >getResponseBody();
/l'lfthe resource corresponding to the SP is not created, throw an exception.
if ( $req - >getResponseCode() = 201) {
echo makeUnexpectedCodeMessage(  $req );
return 1;
}else {
/I If the resource corresponding to the SP is created, save the IdP settings
/I to the file and notify about the successful registration.
file_put_contents(getldpRegFile( $reg_name ), $idp_response );
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echo "Registered $reg_name \ nWritten " . getldpRegFile(  $reg_name ).
II\ r1II ;

}

return O;

}

/I This function updates SP registration settings retrieved from file <SP

name>.reg - request.

/I For details on operations performed by the function, refer to the
/dPInterfaces>BackChan nellnterfaces>Configurationof SPinldP Interface>
/I Updating Registration Settings of SP in IdP section

/I of the Specification.

function updateSpRegistration( $reg_name ) {

/I Retrieve new SP settings.

$reg_props = getRegRequestProps(  $reg_name );
/I If the reissue_cert parameter value is false, the new certificate is not
issued by IdP.

$reg_props [ reissue_cert' 1= ‘true'
/I Create a new HTTP PUT request.

$req = doSecureSpRequest(

HTTP_REQUEST METHOD_PUT,

$reg_name ,
array( 'Content -Type' => 'text/plain’ ),
properties_to_string( $reg_props ));
/I Retrieve response from IdP.
$response_code = $req - >getResponseCode();
/I Notify if the settings are updated.
if ( $response_code ==200){
echo "Updated registration. \n";
return O;
}else {

/I Throw an exception on error.
echo makeUnexpectedCodeMessage(  $req ); returnl;

}
}
/I This function removes SP registration settings retrieved from
/I file <SP name>.reg - r equest. For details on operations performed

/I by the function, refer to the
/I'ldP Interfaces>Back Channel Interfaces>Configuration of SP in IdP
Interface>Cancelling SP Registration in IdP
/I section of the Specification.
function detachSp( $reg_name ) {
/I Create a new HTTP DELETE request.
$req =doSecureSpRequest(HTTP_REQUEST METHOD_ DELETE, $reg_name , array(),
n ).

/I Retrieve response from IdP.
$response_code =%req - >getResponseCode();
/I Notify if the SP registration is cancelled.
if ($response code ==200)
/l Remove the file that stores SP registration settings.
unlink(getldpRegFile( $reg_name ));
echo "Unlinked from IdP. \n";
return O;
}else {
/Il Throw an exception on error.
echo makeUnexpe ctedCodeMessage( $req ); return 1;
}
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/I Check if the script is executed from a command line.
if ( $_SERVER'argc’ ]>0){
/[l Start processing the arguments.
exit(main( $_SERVER'argv' ]));
}

For the code of classes or functions used in the listing, refer to the corresponding files:

Function or Class File

class HTTP_Request [srcllib/pear/HTTP/request.php
function getRegRequestProps [/src/lexamples/reg_props.php
function makeUnexpectedCodeMessage /src/examples/register_sp.php
function getldpRegFile /srclexamples/reg_props.php
function doSecureSpRequest /src/lexamples/register_sp.php
function properties_to_string [src/lib/props.php

Proxied Authentication Request Interface

The implementation of the Proxied Authentication Request interface supposes that your web
application/service is able to verify local account credentials sent by IdP over HTTPS.

Particularly, your web application/service must be able to do the following:

A Receive and process HTTPS POST request packets from IdP.
A Issue the account ID corresponding to the given credentials.
A Send HTTPS response packets to IdP.
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Possible scenario

For instance, the SP stores IDs and credentials of its accounts in a database. Additionally,
the SP has a handler that retrieves HTTPS packets from IdP. Then, credentials verification
via the interface is performed according to the following scheme:

1 IdP sends an HTTPS POST request packet to the handler. The packet body contains
local account credentials.

2 The handler receives the packet, fetches the credentials and verifies them against the
database.

A If the verification is successfully passed, the SP retrieves the local account ID
corresponding to the credentials from the database and sends the ID back to IdP.

A If the verification is failed, the SP sends the response with the empty body.

Then the control is passed back to the SP which listens on its interfaces for packets from
IdP.

Interface endpoint

The handler mentioned in the previous paragraph must fetch HTTPS POST packets coming
to URL SP_API_BASE URL/users . This may require reconfiguration of the HTTP server
which manages your web application/service.

Note: It is recommended to accept only packets that have a valid IdP certificate.

Source code

The source code that illustrates the interface implementation is stored in
<APS Identity - SDkK directory>  /src/examples/auth/proxied_auth.php.

For the step-by-step commented source code of proxied_auth.php , refer to the Sample
section (on page 27).

Sample
The proxied_auth.php file illustrates how the interface can be implemented.
<APS ldentity - SDkK directory>  /src/examples/auth/proxied_auth.php , lines
1-20:
<?php
/I Fetch HTTPS POST packets
if ( $ SERVER'REQUEST _METHOL'== 'POST' ){

/l Here you can write code that checks IdP certificates.

/[ Form H TTPS response header

header( 'Content - Type' , 'text/plain’ );
/I Verify credentials
if ( $ POST 'user_ name' ]== 'joe' && $ POST 'password' == '123" ){

/I Add account ID on success
echo "user_id = joe \n";
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}else {
/I If the verification fa iled, leave packet body empty
echo " ;
}
}else {

/I Report if the fetched packet is sent not by the POST method
echo "Unsupported method"

}

?>

The script must process requests coming to URL SP_API_BASE_URLULusers . For instance,
if the web application base APl URL is hitps://example.com/sso, the script must process all
requests to https://example.com/sso/users.

Remarks

This sample represents a very simplified implementation of the interface which is created for
the illustrative purposes only and not recommended to use due to the following reasons:

A IdP certificate is not verified. This is insecure.
A The code can be used to verify only credentials of the joe account. When writing your

own code, you must verify $ POST['user_name'] and $_POST['password’]
against the data source (file or a database) where your SP stores user account
credentials.

A The account password is stored in code. This is insecure.

A Only the ID of account joe can be added to the response packet body. You must add the
code fragment that returns an account ID corresponding to given credentials.

Note: If your SP does not use local account ID mapping service, account IDs are account
login names.

A Incoming HTTP requests are not logged.

Local Account ID Mapping Interface

Generally, implementation of the Local Account ID Mapping interface supposes that your
web application/service is able to resolve a list of local account IDs sent by IdP to local
account login names and send them back to IdP.

Particularly, your web application/service must be able to do the following:

A Receive and process HTTPS POST request packets from IdP.
A Issue the local account login name corresponding to a given local account ID
A Send HTTPS responses to IdP
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Possible scenario

For instance, the SP stores IDs and login names of its accounts in a database. Additionally,
the SP has a service that resolves the IDs to login names. Then, local account IDs mapping
via the interface is performed according to the following scheme:

1 IdP sends to the service an HTTPS POST request packet. The packet body contains a
list of local account IDs.

2 The service retrieves the list and resolves each ID to a login name.

3 The SP sends the list of login names back in the response packet body.

Then the control is passed back to the SP which listens on its interfaces for packets from
IdP.

Interface endpoint

The service mentioned in the previous paragraph must fetch HTTPS POST packets coming
to a specific URL. This URL is specified on an SP registration in |dP (the
name_mapping_url parameter). For instance, it can be SP_BASE_API_URLmapping .
This may require reconfiguration of the HTTP server which manages your web
application/service. For details on registration parameters, refer to the IdP Interfaces>Back
Channel Interfaces>Configuration of SP in IdP Interface>Registering SP in IdP section of the
Specification.

Note: It is recommended to accept only packets that have a valid IdP certificate.

Source code

The source code that illustrates the interface implementation is stored in
<APS Identity - SDK directory>  /src/examples/auth/name_mapper.php.

For step-by-step commented source code of name_mapper.php , refer to the Sample section
(on page 29).

Sample
The name_mapper.php file illustrates how the interface can be implemented.
<APS ldentity - SDk directory>  /src/examples/auth/name_mapper.php , lines
1-26:
<?php

/I This function resolves IDs to login names.
function  map_user_id( $id ) {

return  'Sir -' . $id . '-esq. ;
}
/I Fetch HTTPS POST packets
if ( $_SERVER'REQUEST_METHOLOQ'== 'POST" ){

/l Form HTTPS response header
header( 'Content -Type' , 'text/plain’ );
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/I Resolve IDs to login names
foreach (  $ POST as $key => $value ){
echo $key . '=' .map_user_id(  $value ). "\n";
}

}else {

/I Report if the fetched packet is sent not by the POST method
echo "Unsupported method."

/[ http_send_status(405);

}

?>

The script must process requests coming to URL name_mapping_url
Remarks

This sample represents a very simplified implementation of the interface. It is not
recommended to use the sample "as is" due to the following reasons:
A IdP certificate is not verified. This is insecure.

A The function map_user_id should query a data source (a database or a file) to resolve
an ID to a specific login name.

A Incoming HTTP requests are not logged.

Authentication Request Protocol

The implementation of the Authentication Request protocol supposes that your web
application/service is able to send, receive and process specific SAML messages.

Particularly, your web application/service must be able to do the following:

A Send signed <AuthnRequest> SAML message to IdP.
A Process <Response> SAML message from IdP.

Scenario

The code that implements this protocol must include a requests handler and a SAML engine.
The handler processes all requests for SP resources and checks if a local session is opened
for a user. The SAML engine sends SAML packets to IdP, receives the responses,
processes them, and transfers the processing results to SP logic.

The handler and SAML engine must interact according to the following scheme:

1 The handler fetches a request and checks if a local session is opened for a user.
a If opened, the handler forwards the user to the SP logic.
b If not opened, the handler invokes the SAML engine.
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2 The SAML engine performs the following:

1. Issues the <AuthnRequest> SAML message and signs it
Sends the message to IdP via HTTP POST binding
Receives the response from IdP

Processes the response

ok 0N

Sends processing results to the SP logic.

For details on what SP must do next, refer to the How SSO Works section (on page 11).
Interface endpoint

The handler mentioned in the previous paragraph must fetch all requests for SP resources.
All SAML messages issued by the SAML engine must be sent to
IDP_API_BASE_URL/relay , where IDP_API_BASE_URL stands for the URL to all IdP
interfaces. This may require reconfiguration of the HTTP server which manages your web
application/service.

IDP_API_BASE_URL value is stored in IdP settings (parameter api_url ) stored at SP side.
For details on what IdP settings are stored at SP side, refer to the IdP Interfaces>Back Channel
Interfaces>Configuration of SP in IdP>Registering SP in IdP section of the Specification.

All SAML messages from IdP (in response to SP's messages) are sent to the URL defined in
the Destination parameter of a request SAML message.

SAML Messages

Only two types SAML messages can be sent to the endpoints: <AuthnRequest> and
<Response>. The messages structure is regulated by the SAML Specification (sections 3.4.1
Element <AuthnRequest> and 3.3.3 Element <Response>). For details on the messages structure,
refer to the SAML Messages Structure section (on page 32).

Source c ode

The source code that illustrates the protocol implementation is in
<APS ldentity - SDk directory>  /src/examples/auth/auth.php.

For details on correspondence between the scenario steps and auth.php  code fragments,
refer to the Sample section (on page 27).
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SAML Messages Structure

The structure of <AuthnRequest> is as follows:

<samlp:AuthnRequest
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlIns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID="( MESSAGE_ID}

Version="2.0"

Issuelnstant=" (TIMESTAMP)"

Destination=" (DESTINATION_URL) "

>

<saml:Issuer>(  SP_ID) </saml:Issuer>

<ds:Signature xmlIns:ds=" http://www.w3.0rg/2000/09/xmldsig# ">

<ds:Signedinfo>
<ds:Canonicaliza tionMethod

Algorithm=" http://www.w3.0rg/2001/10/xml - exc - cldn# "/>
<ds:SignatureMethod

Algorithm=" http://www.w3.0rg/2000/09/xmldsig#rsa -shal" />
<ds:Reference URI=" (REF_URL)">

<ds:Transforms>
<ds:Transform

Algorithm=" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature  "/>
<ds:Transform
Algorithm="" http://www.w3.0rg/2001/10/xml - exc - clan# ">

</ds:Transforms>
<ds:DigestMethod
Algorithm=" http://www.w3.0rg/2000/09/xmldsig#shal ">
<ds:DigestValue>  (DIGGEST_VALUEX/ds:DigestValue></ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue> (SIGNATURE_VALUEX/ds:SignatureValue>
</ds:Signature>
</samlp:AuthnRequest>

You must substitute the following placeholders with your own values:

(MESSAGE_ID). Randomly generated by SP string.

(REF_URL). Symbol # concatenated with (MESSAGE_ID).

(TIMESTAMP). Moment when the message was created.

(DESTINATION_URL) . URL of IdP endpoint. IDP_BASE_API_URL/relay.

(SP_ID) . The SP ID. The parameter is generated by IdP and stored in the IdP settings file.

(DIGGEST_VALUE), (SIGNATURE_VALUE). SP signature parameters. For details, refer to
the http://www.w3.org/TR/xmldsig-core/.

The structure of <Response> is as follows:

<samlp:Response
xmins:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID="(RESPONSE_ID)"
InResponseTo="(MESSAGE_ID)"
Version="2.0"
Issuelnstant="(TIMESTAMP)"
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Destination="(DESTINATION_URL)"

>
<saml:Assertion
xmlns:saml="urn:oasis:names:tc:SAML:2.0:asser tion"
Version="2.0"
ID="(ASSERTION_ID)"
>
<saml:Issuer>(IDP_ID)</saml:Issuer>
<ds:Signature xmlIns:ds=" http://www.w3.0rg/2000/09/xmldsig# ">
<! -- XML signature. The schema is the sa me for <AuthnRequest> and
<Response> packets -- >

</ds:Signature>
<saml:AuthnStatement
Authninstant="(ASSERTION_TIME)"

Sessionlndex=""
>

<saml:AuthnContext>

<saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:cl asses:Password<
/saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml:AuthnStatement>
<saml:Subject>
<saml:NamelD>(LOCAL_ACCOUNT _ID)</saml:Nameld>
</saml:Subject>
<saml:AudienceRestriction>
<saml:Audience>(SB_BASE_UR L)</saml:Audience>
</saml:AudienceRestriction>
</saml:Assertion>
</samlp:Response>

The following placeholders are substituted by IdP:

(RESPONSE_ID). Randomly generated by IdP string.

(MESSAGE_ID). Parameter that stores the string generated by SP in <AuthnRequest>.
(TIMESTAMP). Moment when the message was created.

(DESTINATION_URL) . URL to which a user agent is forwarded after SP receives the SAML
message.

(ASSERTION_ID) . Randomly generated by IdP string. This value is recommended to be a
local session index.

(IDP_ID) . The IdP ID stored in IdP settings (at SP side).
(ASSERTION_TIME) . Moment when the assertion was issued.
(LOCAL_ACCOUNT_ID) Local account ID.

(SP_BASE_URL). Base URL of an SP that sends the message.
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If IdP failed to authenticate a user, the <Response> structure is as follows:

<samlp:Response
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
ID="(RESPONSE_ID)"
InResponseTo="(MESSAGE_ID)"
Version="2.0"
Issuelnstant="(TIMESTAMP)"
Destination="(DESTINATION_URL)"
>
<samlp:Sta tus>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Responder">
<samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:AuthnFailed" />
</samlp:StatusCode>
<samlp:StatusMessage>Authentication failed</samlp:StatusMessage>
<samlp:Status/>
</samlp:Response>

Sample

The following code fragments of file auth.php (located at

<APS ldentity - SDkK directory>  /src/examples/auth/ ) illustrate how the protocol
can be implemented. Particularly, each PHP code fragment performs operations
corresponding to a specific step of the scenario (on page 30). Each following paragraph of
this section includes the number of a scenario step, the description of operations performed
at the step, and a step-related code fragment.

Step 1a. The requests handler fetches a resource request, and checks if a local session is
opened by using function get_at . If the session is opened, the Hello, account ID message is
displayed to a user agent.

auth.php , lines 72-81:

case 'GET' :
$my session_id =get at( $_COOKIE APP_SESSION_ID_COOKIE);
if ( $my_session_id ) {
$session =unserialize(file_get contents(SSO_SESSIONS_DIR. "I
$my session_id ));
if ( $session ){
echo 'Hello," . $session ['a ccount_ id" ].
}else{
setcookie(APP_SESSION_ID_COOKIE, null);
}

}

Steps 1b and 2.1. If the session is not opened, the handler invokes the SAML engine. The
engine includes several functions. Function make_auth_saml_reque  creates an
<AuthnRequest> SAML message and signs it.

auth.php , lines 81-83:

else {
header( 'Cache - Control: no - cache' );
$requestXML = make_auth_saml_request( $reg_props );
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Step 2.2. The SAML engine sends the message via HTTP POST binding using the
make_redirected_post_html function.

auth.php , lines 87-90:

echo make_redirected_post_html(
$reg_props [ ‘api_url' 1. 'relay’
$parameters
true );

Steps 2.3 and 2.4. The SAML engine receives and processes the response from IdP using
the readToken and getNameld functions.

auth.php , lines 45-46, 48-49:

case 'POST"
$response = base64_decode( $ POST 'SAMLResponse' J);
$domXml =readToken( S$response );
$account_id  =getNameld( $domXml);

Step 2.5. The SAML engine sends the processing results to the sample application logic
which defines how to handle them. auth.php , lines 50-69.

For the code of functions used in the fragments, refer to the corresponding files:

Function File

get_at [srcllib/util.php
make_auth_saml_request /src/lexamples/auth/auth.php
make_redirected_post_html /src/post_binding.php
readToken [/src/saml/tokens.php

getNameld [/src/saml/tokens.php



36 Integrating into SSO System

Front Channel Interface

The implementation of the Front Channel interface supposes that your web
application/service is able to retrieve IdP user interface parameters and process them.

Particularly, your web application/service must be able to do the following:

A Retrieve IdP user interface parameters

A Render an HTML form basing on the parameters
A Display the form to a user agent

A Fetch user input and send it to IdP

Scenario

The code that implements this interface must include a handler and an HTML engine. The
handler processes POST data coming to a specific endpoint and tells the HTML engine to
generate and display a specific HTML form (IdP user interface). The engine generates and
displays the form.

The handler and the HTML engine must interact according to the following scheme:

0. (Only for FI management interfaces). A user requests a specific IdP user interface (for
instance, by clicking a specific SP GUI link).

1 The handler performs the following:
1. Fetches a POST packet from IdP
2. Retrieves IdP user interface parameters from the packet
3. Sends these parameters to the HTML engine
2 The HTML engine performs the following:
1. Generates an HTML form

2. Displays the form to a user agent

Finally, a user fills the form and submits it, or cancels the form. In the former case, the
parameters specified by such user are sent to a specific IdP endpoint (this does not require
any actions from your SP). Then (in both cases) the control is passed back to the SP. For
details on what the SP must do next, refer to the How SSO Works section (on page 11).
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Remarks

A For details on types of IdP user interfaces, refer to the IdP subsection of the Functions of
SS0 System Participants section (on page 10). For details on parameters related to a
specific IdP user interface, refer to the IdP Interfaces>Front Channel Interface section of the
Specification. In the Specification, these parameters are called input and output
parameters. The input parameters define an IdP user interface; the output parameters
define HTML form fields which are to be filled by a user and sent to IdP.

A Although FI management interfaces require an additional scenario step, they can be
easily built into logic of your SP because the location, to which a user agent is forwarded
after performing operations, is defined by the redirect_url output parameter. For
instance, your SP can return a user to the same page on which this user was before
requesting an Fl user interface.

A For each operation via FI management interfaces, IdP adds specific arguments to
redirect_url (for instance, operation status). Your SP should be able to process these
arguments properly. For details on the arguments, refer to the IdP Interfaces>Front Channel
Interface>FI Management Operations section of the Specification.

A As it was previously mentioned, IdP user interfaces enable IdP to perform operations that
require information from a user (these operations include user authentication, creating an
Fl, etc.). When IdP fails to perform an operation via the Front Channel interface, it
re-sends an IdP user interface parameters with parameter message _id that specifies an
error code. The HTML engine should be able to properly process this parameter (for
instance, to add an error message to an HTML form).

Interface endpoint

The handler mentioned in the scenario must fetch HTTP POST packets coming to URL
SP_API_BASE _URL/ui . This may require reconfiguration of the HTTP server which
manages your web application/service. HTML forms data must be sent to the URL defined in
the response_url  parameter. |IdP sends this parameter to the SP Front Channel interface
endpoint along with other input parameters.

Request links from step 0 must be to URL IDP_API_BASE _URL/fi_ui
Source code

The source code that illustrates the interface implementation is in
<APS ldentity - SDk dire ctory> /src/examples/auth/ui.php.

For details on correspondence between the scenario steps and ui.php  code fragments,
refer to the Sample section (on page 27).
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Sample

The following code fragments of files fi.php and ui.php (located at

<APS ldentity - SDkK directory>  /src/examples/auth/ ) illustrate how the interface
can be implemented. Particularly, each PHP code fragment performs operations
corresponding to a specific step of the scenario (on page 36). Each following paragraph of
this section includes the number of a scenario step, the description of operations performed
at the step, and a step-related code fragment.

Step 0. The sample application creates links to FI management user interfaces when a user
navigates to page fi.php

fiphp , lines 64-79:

$Surlparams = array(

‘action_id' => 'associate' ,

'sp_id' => $rprops ['sp_id" ],

‘user_id' => $session [ 'account_id' 1,

'redirect_url’ => absolute_url_base( $ SERVER);
$assoc_url = $base url . "?' .http_build_query( $urlparams  );
echolib_Xml::elm( 'p' ,nulllib_Xml::elm( ‘a’ ,array( ‘'href" =>$assoc_url ),

'‘Associate local account with FI' );
$urlparams [ 'action_id' ]= ‘update’ ;
$update_url = $base url . '?' .http_build_query (‘$urlparams  );
echo lib_Xml::elm( ‘P, null, lib_Xml::elm( ‘a'

array( ‘'href" =>$update url ), 'Update global account' );
$urlparams [ 'action_id' ]= ‘detach’ ;
$detach_url = $base url . '?' .http_build_query( $urlparams  );
echo lib_Xml::elm( P, null, lib_Xml::elm( a'

array( ‘'href' =>$detach_url ), 'Detach local accountfrom FI' ));

Step 1.1. The handler fetches a POST packet.

ui.php , lines 182, 185-187:

if ( $ SERVER'REQUEST METHOO'== 'POST' ) {
}else {
echo 'Ul renderer error;: use POST.' ;

}

Step 1.2. The handler retrieves IdP user interface parameters from the packet using the
doPOSTfunction. The function retrieves four parameters that are common for each IdP user
interface: ui_type ,response_url ,request_id and relay_state

ui.php , line 183:
echo doPOST();
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The code that retrieves the parameters is as follows:

ui.php , lines 6-21:

$dialog_type =get_at( $_POST, idp_DelegatedUl::POST_FIELD_UI_TYPE);
if (is_null( $dialog_type )){

return new base_Response(200, "No Ul type specified.” );
}
$ui_action_url =get_at( $_POST,

idp_DelegatedUl::POST_FIELD_RESPONSE_URL);

if (is_null( $ui_action_url ) {

return new base_Response(200, "No return URL specified." );
}
$request_id = $ POSTidp_DelegatedUl::POST_F IELD_REQUEST ID];
if (is_null( $request_id ) {

return new base_Response(200, “No request_id specified." );
}
$relay_state = get_at($_POST, idp_DelegatedUI::POST_FIELD_RELAY_STATE);

Step 1.3. Depending on the ui_type ($dialog_type  value), the handler invokes the
HTML engine with specific parameters.

ui.php |, lines 23, 25, 31, 44, 50, 56, 62, 64,:

switch ( $dialog_type ){
case 'idp_login' :
case 'idp_select name'
case 'idp_fi_attach’
case 'idp_fi_detach'
case 'idp_fi_update’
default:

}

Step 2.1. The HTML engine renders an IdP user interface using the make_form function.
The user interface is defined by the $title  and $inputs  variables.

ui.php , lines 68-93:

functionmake_form( $title , $action_url |, $request id , Prelay state , $inputs )
{

$relay_state_input = :

if (tis_null( $relay_state ) {

$relay_state_input = '<input type="hidden" name=""
. idp_DelegatedUI::POST_FIELD_RELAY_STATE . " value=""

$relay_state LB

}

$request_id_name =idp_Delega tedUl::POST_FIELD REQUEST ID;

$body =<<<EOF
<form action="$action_url" method="post">
<fieldset>
<legend>$title</legend>
$inputs
<br/>
<button type="submit" name="confirmed" value="true">Submit</button>
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<buttontyp  e="cancel" hame="cancelled"
value="true">Cancel</button><br/>
</fieldset>
<input type="hidden" name="$request_id_name" value="$request_id"/>
$relay_state_input

</fform>
EOF;
return lib_Html::gen_htmi(
lib_Xml::elm( 'title' , null, 'S ingle sign on' ),
$body );

Step 2.2. The HTML engine displays the IdP user interface.

ui.php , lines 25-63:

case 'idp_login'
return make_form(
"SSO login"
$ui_action_url , $request_id , $relay_state ,
make_login_inputs( $ POST);
case 'idp_select_name' :
$names = array();
foreach ( $ POST as $param_name => $param_value ) {

$regs =null;

if (preg_match( "name_ ([0 -9]+)$|" , $param_name, S$regs )){
$names[ $regs [1]]=  $param_value ;

}

}

return make_form(
"Select user id (dialog type = $dialog_type)" ,
$ui_action_url , $request_id , $relay state
make_name_selection_inputs( $names) );
case 'idp_fi_attach’
return make_form(
"Use SSO for application account (dialog type =
$dialog_type)" ,
$ui_actio n_url , S$request_id , $relay_state
make_fi_attach_inputs( $ POST);
case 'idp_fi_detach'
return make_form(
"Stop using SSO for application account (dialog type =
$dialog_type)" ,
$ui_action_url , $request_id , $relay_state ,
make_fi_detach_inputs($_POST));
case 'idp_fi_update' :
return make_form(
"Update SSO account properties (dialog type =
$dialog_type)" ,
$ui_action_url , $request_id , $relay_state ,
make_fi_update_inputs( $ POST);
default:
return  "Unknown ui type: " . $dialog_type
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Single Logout Protocol

The implementation of the Single Logout protocol supposes that your web application/service
is able to send, receive and process specific SAML messages.

Particularly, your web application/service must be able to do the following:

A Send signed <LogoutResponse> and <LogoutRequest> SAML messages to IdP.
A Process <LogoutResponse> and <LogoutRequest> SAML messages from IdP.

SAML Messages

Only two types of SAML messages can be sent to the endpoints:<LogoutResponse> and
<LogoutRequest>. The messages structure is regulated by the SAML Specification (sections
3.7.1 Element <LogoutRequest> and 3.7.2 Element <LogoutResponse>). For details on the
messages structure, refer to the SAML Messages Structure section (on page 42).

Scenarios

For instance, there are several SPs (SP_1, ..., SP_N) in an SSO system. SP_1 is your web
service/application. Say, there is a user who has opened local sessions at some of these
SPs including SP_1. This user can initiate single logout from your SP (SP_1), or from
another SP. These two different scenarios must be supported by your SP. Both scenarios
require a handler that processes all requests coming to a specific endpoint, and an SAML
engine that sends SAML packets to IdP, processes them, and transfers the processing
results to SP logic.

1. Single logout is initiated at your SP  side

The handler and the SAML engine must interact according to the following scheme:

1 A userinitiates single logout (by entering a specific URL, clicking a GUI element, etc.).
This action terminates the user's local sessions at the SP and invokes the SAML engine.

2 The SAML engine performs the following:
1. Issues the <LogoutRequest> SAML message and signs it.
2. Sends the message to IdP via HTTP POST binding.

3 The handler fetches a response from IdP, retrieves a <LogoutResponse> SAML
message wrapped into this packet, and sends the message to the SAML engine.

4 The SAML engine process the response and sends the results to your SP logic.
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2. Single logout is initiated at another SP

The handler and the SAML engine must interact according to the following scheme:

1 The handler fetches an HTTP POST packet, retrieves a <LogoutRequest> SAML
message wrapped into this packet and sends the message to the SAML engine.

2 The SAML engine performs the following:

1. Retrieves a local account ID from the SAML message and sends it to your SP logic.
Your SP closes all local sessions for the user who has the local account with the ID.

2. lIssues the <LogoutResponse> SAML message and signs it.
3. Sends the message to |dP via HTTP POST binding.

Interface endpoints

The handler mentioned in the previous paragraph must fetch HTTP POST packets coming to
URL SP_API_BASE _URL/SAML.

All SAML messages to IdP are sent to the URL IDP_API BASE URL/signout

Customizing endpoints may require reconfiguration of the HTTP server which manages your
web application/service.

Source code

Files logout.php  and SAML.php contain source code that illustrates the protocol
implementation. The files are located in
<APS Identity - SDkK directory>  /src/examples/auth/

For details on correspondence between the scenario steps and code fragments, refer to the
Sample section (on page 44).

SAML Messages Structure

The structure of <LogoutRequest> is as follows:

<samlp:LogoutRequest
xmlins:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlins:saml="urn:oasis:names:tc: SAML:2.0:assertion"
Version="2.0"
ID=" (MESSAGE_ID)"
Issuelnstant=" (TIMESTAMP)"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP - POST"
Destination=" (DESTINATION_URL) "
Reason="urn:oasis:names:tc:SAML:2.0:logout:user"
>
<saml:lssue r> (ISS_ID) </saml:Issuer>

<ds:Signature xmins:ds=" http://www.w3.0rg/2000/09/xmldsig# ">
<! -- XML signature. An example of a signed message is shown in the SAML
Messages Structure sub - sectionofthe A uthentication RequestProtocol section.

- >
</ds:Signature>
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<saml:NamelD> (LOCAL_ACCOUNT_IDk/saml:NamelD>
<saml:Sessionindex> (LOCAL_SESSION_INDEX)</saml:Sessionindex>
</samlp:LogoutRequest>

A party substitutes the following placeholders with its own values:
(MESSAGE_ID). Randomly generated string.
(TIMESTAMP). Moment when the message was created.

(DESTINATION_URL) . Endpoint URL. Can be IDP_BASE_API_URL/signout or
SP_BASE_API_URLsignout.

(ISS_ID) . The ID of an SP or IdP. The parameter is stored in the registration settings file.
(LOCAL_ACCOUNT_ID) Local account ID.

(LOCAL_SESSION_INDEX). Local session index.

The structure of <LogoutResponse> is as follows:

<samlp:LogoutResponse

xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"

xmins:saml="urn:o asis:names:tc:SAML:2.0:assertion"”

Version="2.0"

ID=" (RESPONSE_ID)"

InResponseTo=" (MESSAGE_ID)"

Issuelnstant=" (TIMESTAMP)"

Destination=" (DESTINATION_URL) "

>

<saml:Issuer> (ISS_ID) </saml:Issuer>

<ds:Signature xmins:ds=" http://www.w3.0rg/2000/09/xmldsig# ">

<! -- XML signature. An example of a signed message is shown in the SAML

Messages Structure sub - section ofthe Authentication RequestProtocol section.
- >

</ds:Signature>

<saml:Namel D>LOCAL_ACCOUNT_IDx/saml:NamelD>

<samlp:Status>

<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>

</samlp:Status>

</samlp:LogoutResponse>

A party substitutes the following placeholders with its own values:

(RESPONSE_ID). Randomly generated string.

(MESSAGE_ID). Parameter that stores the string generated by SP in <AuthnRequest>.
(TIMESTAMP). Moment when the message was created.

(DESTINATION_URL) . Endpoint URL. Can be IDP_BASE_API_URL/signout or
SP_BASE_API_URLsignout.

(LOCAL_ACCOUNT_ID). Local account ID.
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If IdP failed to perform single logout, the additional samlp:StatusCode  element is
appended. The <LogoutResponse> structure is as follows:

<samlp:LogoutResponse
xmins:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmins:saml ="urn:oasis:names:tc:SAML:2.0:assertion"
Version="2.0"
ID=" (RESPONSE_ID)"
InResponseTo=" (MESSAGE_ID)"

Issuelnstant=" (TIMESTAMP)"

Destination="  (DESTINATION_URL) "

>

<saml:Ilssuer> (ISS_ID) </saml:Issuer>

<ds:Signature xmlIns:ds=" http://www.w3.0rg/2000/09/xmldsig# ">

<! -- XML signature. An example of a signed message is shown in the SAML

Messages Structure sub - section ofthe Authentication RequestProtocol section.
- >

</ds:Signature>
<saml:NamelD> (LOCAL_ACCOUNT_IDx/saml:NamelD>
<samlp:Status>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success">
<samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:PartialLogout"/>
</samlp:StatusCode>
</samlp:Status>
</samlp: LogoutResponse>

Sample

The following code fragments of files logout.php  and saml.php (located at

<APS Identity - SDkK directory>  /src/examples/auth/ ) illustrate how the protocol
can be implemented. Particularly, each PHP code fragment performs operations
corresponding to a specific step of the scenarios (on page 41). Each following paragraph of
this section includes the number of a scenario step, the description of operations performed
at the step, and a step-related code fragment.

Scenario 1. Single logout is initiated at your SP side

Step 1. A user initiates single logout by locating logout.php . This action terminates the
user's local sessions and invokes the SAML engine (function sendLogoutTequest ). Note,
that the following code works only if this user has a single local account at the sample
application.

logout.php , lines 27-46:

case 'GET' :
$sid =get at( $_COOKIE APP_SESSION_ID_COOKIE);
if ( $sid ) {
$session =unserialize(file_get contents(SSO_SESSIONS DIR. '
$sid ));

if ! $session ) {
echo 'No opened session with id ' . $sid ;
}else {
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/I 1. Close local session
setcookie(APP_SESSION_ID_COOKIE, null);
unlink(SSO_SES SIONS DIR. /" . $sid );
/I 2. Send SAML logout request
$sp_id = $session ['sp_id" ]
$account_id = $session [‘'account_id' |
sendLogoutTequest(SSO_REG_NAME, $sp_id , S$account_ id );
}
}else {
echo 'Hello, stranger, you are not logged in to logout.'
}

break;

Step 2.1. The SAML engine issues the <LogoutRequest> SAML message and signs it. (You
can watch the SAML message by removing "//" at the beginning of line 20.This can be useful
when debugging the sample application.) logout.php , lines 10-20:

$reg _props = getRegProps( $reg_name );

$destinationURL = $reg_props [ ‘api_url ].  'signout' ;
assert( $sp_id == S$reg_props ['sp_id" ]);
$requestXML =S AMLSign::sign(
createLogOutRequest(  $destinationURL , $reg_props ['sp_id' ],
$account_id , " ),
base64_decode( $reg_props [ 'sp_pkey' 1));
$parameters = array(

'SAMLRequest’  =>base64_encode( $requestXML ));
/I echo 'REQUEST :<hr/><pr e>' . htmlentities($requestXML) . '</pre>';
return; // DEBUG

Step 2.2. The SAML engine sends the SAML message to IdP via HTTP POST binding.
logout.php , lines 21-22:

require_once ('post_binding.php' );

echo make_redirected_post_htmi( $destinationURL , $parameters |, true);

Step 3. The handler fetches an HTTP POST packet from IdP, checks if it contains a
<LogoutResponse> SAML message, and sends the message to the SAML engine by
invoking function getSAMLResponse .

SAML.php, lines 26-37:

case 'POST' :
$cert_loader = new lib_Closure(
'$p = getRegProps($issuer_id); retur
array(base64_decode($p["idp_cert'));' );

$saml = getSAMLRequest( $_POST, S$cert_loader );
if (0 $saml){

$saml = getSAMLResponse( $ POST, $cert_loader );
}
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Step 4. The SAML engine sends the results to the sample application logic (the response is
not processed). The application displays "Logged out." message to the user.

SAML.php, lines 64-68:

else if (isLogoutResponse( $saml )) {
/I Presumably, we we have requested logout from IdP, so here is
response.
/l TODO (examples) parse status and format message accordingly
(failed, full, partial)
echo 'Logged out.'
}

Scenario 2. Single logout is init  iated at another SP

Step 1. The handler fetches an HTTP POST packet from IdP, checks if it contains a
<LogoutRequest> SAML message, and sends the message to the SAML engine by invoking
function getSAMLRequest .

SAML.php, lines 26-34:

case 'POST' :
$cert_loader = new lib_Closure(
'$p = getRegProps($issuer_id); return
array(base64_decode($p["idp_cert'));' );

/I See also sso_slo implementation.
$saml = getSAMLRequest( $ POST S$cert loader );

Step 2.1 The SAML engine retrieves a local account ID from the SAML message and sends
it to the sample application logic. The application closes a local session for the user who has
the local account with this ID. Note, that the following code works only if the user has a single
local account at the sample application.

SAML.php, lines 38-49:

if (isLogoutRequest( $saml)) {
/I close local session, return logout response
$samlProps = lib_Xml::queryProps(
getXpath(  $saml ),
ar ray(
req_id' = '//l@ID" ,
‘user _id' => '//[saml:NamelD' ,
‘idp_id' => '[[saml:Issuer ));

$idp_reg =$this ->getState() - >idps[ $samlProps ['idp_id'" ]] - >props;
closeUserSession( $samlProps );
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Step 2.2 The SAML engine issues the <LogoutResponse> SAML message and signs it.

SAML.php, lines 55-60:

$body = createLogOutResponse(
$samlProps ['req_id'" ],

$response_url

$idp_reg ['s p_i’d'

1,

$samlProps ['user_id" ]);

$saml = base64_encode(SAMLSign::sign(
base64_decode( $idp_reg [ 'sp_pkey'

$body ,
D);

Step 2.3 The SAML engine sends the message to |dP via HTTP POST binding.

SAML.php, lines 61-64:

$resp onse_body = make_redirected_post_htmi(

make_url_from_template(absolute_url_server(

'signout’ ),

array( 'SAMLResponse'

$_SERVER,

=> $saml));

For the code of classes or functions used in the listing, refer to the corresponding files:

Function or Class

File

function get_at

function sendLogoutTequest
function getRegProps

class SAMLSign

function createLogOutRequest
function make_redirected_post_html
function getSAMLRequest
function getSAMLResponse
function isLogoutResponse
class lib_Closure

function isLogoutRequest
class lib_Xmi

function getXpath

function closeUserSession

function createLogOutResponse

[srcllib/util.php
/srclexamples/auth/logout.php
I/srclexamples/reg_props.php
[srcl/lib/SAMLSIgn.php
/src/saml/toke ns.php
Isrcllib/post_binding.php
/src/SAML/util.php
/src/SAML/util.php
/src/saml/tokens.php
Isrcllib/Closure.php
/src/saml/tokens.php
[srcllib/Xml.php
/src/saml/tokens.php
[/src/examples/auth/SAML.php

/src/saml/tokens.php
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