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4 Preface

Preface

In this section:

Prerequisites for This Document ..., 4
Typographical CoNVENLIONS .........coiiiiiiiiii e 4
= T=T0 | o = Lo | SRR 5

Prerequisites for This Document

Users of this document should be familiar with the following:

= Security Assertion Markup Language (SAML) 2.0 Technical Overview, Sections 1
Introduction, 3 SAML Architecture and 4.1.1 Concept. See

http://www.oasis-open.org/committees/download.php/11511/sstc-saml-tech-overview-2.0-
draft-10.pdf.

= Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0, Section 4.1
Web Browser SSO Profile. See
http://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf.

= Bindings for OASIS Security Assertion Markup Language (SAML) v.2.0, Section 3.5 HTTP
POST Binding. See http://docs.oasis-open.org/security/saml/v2.0/saml-bindings-2.0-0s.pdf.

= HTTP 1.1 Protocol Specification. See http://www.ietf.org/rfc/rfc2616.txt



http://www.oasis-open.org/committees/download.php/11511/sstc-saml-tech-overview-2.0-draft-10.pdf
http://www.oasis-open.org/committees/download.php/11511/sstc-saml-tech-overview-2.0-draft-10.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-os.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-bindings-2.0-os.pdf
http://www.ietf.org/rfc/rfc2616.txt
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Typographical Conventions

The following kinds of formatting in the text identify special information.

Formatting convention

Type of Information

Example

Special Bold

Italics

Monospace

Titles of chapters, sections,
and subsections.

Emphasizes the importance
of a point, to introduce a term
or to designate a command
line placeholder, which is to
be replaced with a real name
or value.

The names of commands,
files, and directories.

Read the Basic Administration
chapter.

The system supports the so
called wildcard character
search.

The web resource is identified
by the <account_id> value.

The license file is located in
the
httpdocs/common/licens
es directory.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at

http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's title,

chapter and section titles, and the fragment of text in which you have found an error.


http://www.parallels.com/en/support/usersdoc/

CHAPTER 1

Introduction

Abstract

The APS Identity protocol describes a framework for exchanging security data between
a service provider (SP) and a Parallels identity provider (hereafter called IdP for the
description convenience purposes). The protocol defines IdP and SP programming
interfaces that are used for security data exchange, and format of the data.

Conventions

In this document, the following conventions are used:

= The protocol relies primarily on two documents released by Oasis consortium:
Security Assertion Markup Language (SAML) 2.0 Technical Overview and
Assertions and Protocols for the OASIS Security Assertion Markup Language
(SAML) V2.0. These documents are referred to as the SAML 2.0 Specification and
the Technical Overview for the description convenience purposes.

= The meaning of the term "identity provider" is restricted to a Parallels identity
provider.

= SPs and IdP are in the same SSO system (if not stated otherwise)

Definitions, acronyms, and abbreviations

All terms used in this document (if not specially mentioned) are defined in the Glossary
for the OASIS Security Assertion Markup Language (SAML) V2.0.

Additionally, this document uses the following terms:

Local account. An account given to a principal by an SP.

Authenticated user. A user who is authenticated to |dP.

Service provider. (SP) A web application/service that offers its resources to users.

Identity provider. (IdP) Depending on the context, this term is used in two senses:

1 A service which manages identities. For instance, registration in IdP (under
registration in a service we mean registration in the service database).

2 An administrative domain that holds a service managing identities. For instance,
jJoined by a single IdP.

Federated identity (FI). A set of identifiers of local accounts.

Single sign-on (SSO). A specialized form of user authentication that enables a user to
access resources of multiple service providers after being authenticated only once.
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SSO system. A system comprising multiple web applications/services and a single
administrative domain that holds Identity Provider service. All the applications/services
are registered in the ldentity Provider service database. The system provides SSO to
users of the web applications/services.

User. An end user of an SSO system.

References

= OASIS Security Services Technical Committee
http://www.oasis-open.org/committees/security

= Security Assertion Markup Language (SAML) 2.0 Technical Overview

http://www.oasis-open.org/committees/download.php/11511/sstc-saml-tech-overvie
w-2.0-draft-10.pdf

= Assertions and Protocols for the OASIS Security Assertion Markup Language
(SAML) V2.0

http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf

= Bindings for the OASIS Security Assertion Markup Language (SAML) v.2.0
http://docs.oasis-open.org/security/saml/v2.0/saml-bindings-2.0-o0s.pdf

= Glossary for the OASIS Security Assertion Markup Language (SAML) V2.0

http://www.oasis-open.org/committees/download.php/21111/saml-glossary-2.0-0s.h
tml

= Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0
http://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf

= HTTP 1.1 Protocol Specification
http://www.ietf.org/rfc/rfc2616.txt
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http://docs.oasis-open.org/security/saml/v2.0/saml-bindings-2.0-os.pdf
http://www.oasis-open.org/committees/download.php/21111/saml-glossary-2.0-os.html
http://www.oasis-open.org/committees/download.php/21111/saml-glossary-2.0-os.html
http://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-os.pdf
http://www.ietf.org/rfc/rfc2616.txt

CHAPTER 2

Authentication to IdP

IdP uses a SAML-based security system developed by OASIS Security Services
Technical Committee to authenticate principals. For details on SAML, refer to the
SAML Specification. IdP implements the HTTP POST binding model of the Web
Browser SSO Profile (see the 4.1.2 SP initiated: POST->POST binding section of the
Technical Overview).

Remarks

Steps 3 and 4 of the principal authentication schema ("Challenge for credential" and
"User login" correspondingly) described in the Technical Overview are performed via
the Front Channel interface. For details, refer to the Authentication-related Operations
section (on page 21).

All SAML messages from SPs are sentto URL IDP API BASE URL/relay.

All SAML messages from IdP (in response to SP's messages) are sent to the URL
defined in the Destination parameter of a request SAML message.
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Single Logout

The APS Identity protocol includes the SAML Single Logout protocol. For details on the
protocol, refer to the SAML Specification, Section 3.7.

For details on implementation of the protocol, refer to the 4.4 Single Logout Profile section
of the Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0
document.

The APS Identity protocol supports HTTP POST binding model to transport
logout-related messages between IdP and SPs. For details on the model, refer to the
3.5 HTTP POST Binding section of the Bindings for the OASIS Security Assertion Markup
Language (SAML) V2.0 document.

Remarks

All SAML messages from SPs are sentto URL IDP API BASE URL/signout.

All SAML messages from IdP are sent to URL SP APT BASE URL/SAML.
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Local Account Registration in IdP

A user must send account credentials to |dP to authenticate himself. If a user entered
credentials to a local account, and the credentials are valid, IdP automatically creates a
specific resource corresponding to the local account. This process is called local
account registration in IdP. The created resource is called local account resource.
Local account resource is also created when a delegation rule is added for a local
account. IdP uses local account resources in further operations. For details on
delegation rules, see the Delegation Rules Management Interface section (on page 17).

Typically, an SP should update or remove the resource when it updates ID of a
corresponding local account or removes the local account from its database. A local
account resource can be changed or removed with HTTP methods.

All local account resources can be divided into two groups: resources created by
adding a delegation rule, and resources created on users authentication. Local account
resources pertaining to the first group are permanently stored in the IdP database.
They are removed only if a corresponding delegation rule is removed. The resources
pertaining to the second group are temporary stored in the IdP database; IdP removes
a resource when a user logs off a corresponding local account.

Each local account resource is of a specific format defined in Appendix (on page 27).
The resource name is props; it contains only the account id parameter that stores
a local account ID. An SP can change the account_id value or remove a local
account resource.

|dP retrieves the account id value from <NameID> element of a <AuthnRequest>
assertion sent by SP. For details on authentication assertions, refer to the 3.4
Authentication Request Protocol of the SAML Specification. The account ID can be also
set by SP via Delegation Rules Management interface. We do not consider this case
because the interface is not documented.

Local account resource URL:
<IDP_API BASE URL>/sp/<sp _id>/accounts/<account id>/props

The sp_id is the SP identifier given by IdP on registration of SP in IdP. For details on
the registration process, refer to the Registering Sp in IdP section (on page 15).

The account _id is defined by the value of the saml : Name ID element nested inside the

authentication request message. For details, refer to the 2.2.3 Element <NamelD> section
of the SAML Specification.

In this chapter:

Updating Local ACCOUNt RESOUICE .........cccevviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeee e 11
Removing Local Account RESOUICE. .........ccevvvviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeee 11
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Updating Local Account Resource

Content of a specific local account resource can be updated by HTTPS request PUT
IDP_API_BASE_URL/sp/sp_id/accounts/account_id/props. Request body must
contain content of the new props web resource. For details on the props format, refer
to the Appendix (on page 27).

Response codes are as follows:

= 200 "OK". Properties are successfully updated.
= 403 "Forbidden". Provided sp id doesn't match the SP SSL certificate.
= 404 "Not found". The SP does not own the requested account.

= 409 "Conflict". The resource cannot be updated. For instance, if the account id
value in the request is already used for another local user.

Removing Local Account Resource

SP can remove a local account resource. All delegation rules for a local account linked
with the resource will be also removed. For instance, if there was the delegation chain
A->B->C which allowed A->C impersonalization, removing B also removes the A->C
rule. For details on delegation rules, refer to the Managing Delegation Rules section (on
page 17).

To remove a web resource, perform HTTPS request DELETE
IDP_API_ BASE URL/sp/sp_id/accounts/account_id/props.
Response codes are as follows:

= 200 "OK". Resource is successfully removed.
= 403 "Forbidden". Provided sp id doesn't match the SP SSL certificate.
= 404 "Not found". Either the SP or the resource does not exist.
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|dP Interfaces

In this chapter:
Back Channel INterfaces .......coovoeie e et 13
Front Channel INterface........cooe oot 19

IdP implements Authentication Request and SAML Single Logout protocols. To access
IdP functionality that is not covered by the protocols, SPs must use Back Channel and
Front Channel programming interfaces. These two groups of interfaces differ in a way

the data is transferred between the entities.

For direct communication between SP and IdP, Back Channel interfaces are used.
Each interface has a specific endpoint URL to which SP or IdP issues an HTTP
GET/PUT/DELETE request with specific parameters, and retrieves a response. Refer
to the corresponding sections of the HTTP 1.1 Protocol Specification for details on the
HTTP methods.

For communications between user agents (UA) and IdP, the Front Channel interface is
used. The interface has a specific endpoint URL which is used to exchange data
between IdP and UA via POST HTTP Binding. For details on the binding model, refer
to the 3.5 HTTP POST Binding section of the Bindings for the OASIS Security Assertion
Markup Language (SAML) v.2.0 document.

To use the interfaces, SP must be authenticated to IdP. It means that it must be
registered in IdP and have a valid certificate issued by the IdP. For details on
registering SP in IdP, refer to the Registering SP in IdP section (on page 15).

Note: It is supposed that the prefix to all IdP interface endpoints IDP_API_BASE URL
is known to SP administrators.
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Back Channel Interfaces

These interfaces are used to perform the following operations:

Configuration of SP in IdP Interface
= Register an SP in |dP
= Update Registration Settings of an SP in IdP
= Cancel registration of SP from IdP

Proxied Authentication Request Interface

= Query local account ID corresponding to given credentials.

Local Account ID Mapping Interface
= Resolve local account ID to local account login name

Delegation Rules Management Interface
= Create a delegation rule
= Remove a delegation rule
= Retrieve delegation rules list for local user

In this section:

Configuration of SP in IdP Interface...........cccccooviiiiiis
Proxied Authentication Request Interface............cccccceeeiiiiiiniieiiinnennn.
Delegation Rules Management Interface..............cccuvvveiiiiiiieiiiiinnnnnns
Local Account ID Mapping Interface..............eeeevveeeiimmeeeiniiieiiiiiiininnnnns
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Configuration of SP in IdP Interface

In this section:

Registering SP iN IAP ......uuiiiiiiiiiei e 15
Updating Registration Settings of SP in IdP...........coooiiiiii i, 16
Canceling SP Registration in [dP.............ccoiiiiiiiic e 17

This interface is used to register an SP in IdP, update its registration settings, or cancel the
SP registration in IdP.

Endpoint URL: IDP_API_BASE_URL/sp

Recommendations

This interface should be implemented in form of a command-line utility. Such utility will
provide a standard way for administrators and management applications to control
applications configuration in an SSO system.

The utility should be named sso and follow the pretermited predetermined syntax:
sso <action> <options>

Options should be delimited by a space.

Allowed actions:

sso register [idp i1d] idp api base url

sso update [idp id]

sso enable [idp id]

sso enable [idp id]

Sso unregister [idp id]

where

register - register the SP in IdP server. See Registering SP in IdP (on page 15).

update - update registration settings. See Updating Registration Settings of SP in IdP (on page
16).

unregister - detach SP from IdP. See Cancelling SP registration in IdP (on page 17).
enable - enable SSO functionality (the application should be already registered in a IdP).
disable - disable SSO functionality and turn to other users authentication model.

idp_id - identifier of idp. This parameter is set by SP on registration in IdP.
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idp_api_base_url -prefix to all IdP interfaces endpoints.

Note: The enable and disable actions are out of scope of the APS Identity protocol. SP
should possess the ability to perform these actions.

Registering SP in IdP

Registration procedure is performed in two modes. The Short mode is used when an SP is
registered by a third-party agent. The Putback mode is used in other cases (when SP is
online and can respond to IdP queries). Mode is chosen by registration parameter

reg mode.

» The registration of an SP in IdP is performed according to the following schema:

1

The SP requests IdP to register itself.

It sends HTTP request (Content-type: application/x-www-form-urlencoded) POST
IDP_API_BASE _URL/ sp with the following parameters:

* api id. Version of API supported by the SP. Allowed values: sw:sso:sp:1_0.

* api url. Endpoint URL of SP interfaces (URL to which service messages from IdP
to the SP are directed). All SP interfaces related to IdP must reside relatively to this
URL. Later this URL will be referred to as SP_API BASE URL.

Note: If the SP is registered in multiple 1dPs, it is recommended to specify different
SP_API BASE URL for each IdP.

= idp id. AnIdP ID generated by the SP. Can be any combination of characters.
* sp_ name. Human-readable SP name.

= root url. Base application URL that encloses all resources that belong to this SP
and require authentication by IdP.

* name mapping url (optional). Endpoint URL of name mapping service that is used
to resolve local account IDs to login names. For details, refer to the Local Account ID
Mapping Interface section (on page 18).

* reg mode. Registration mode. If the parameter is omitted, the default value is used.
Allowed values: short, putback (default).

If IdP cannot register the SP, it responds with an HTTP error code from
range 4xx or 5xx depending on the error cause and terminates the
registration procedure. Else, it saves provided registration information.

IdP returns a new SP identifier, SP certificate/private key pair and its own
public key.

1. (This step is skipped if the short mode is chosen) IdP sends HTTP request PUT
SP_API_BASE URL/idp/idp_id/props. The props web resource should contain
the following data:

* sp_id. Unique identifier of the SP. This parameter is defined by IdP.
* api_ id. Version of API that is supported by IdP. Allowed values: sw:sso:idp:1_0.
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idp id. IdP unique identifier (defined by SP at step 1).

* api url. URL to which service messages from the SP to |dP are directed
(endpoint URL of IdP interfaces). This URL should match one returned in Location
header to the SP. This URL is referred as IDP_API BASE URL.

* idp cert (base64-encoded). Public key certificate that should be used to
authenticate the SP at IdP or encrypt messages to it.

* sp cert (base64-encoded). Public key certificate that is used to authenticate the
SP at IdP and to encrypt messages to the SP from IdP.

* sp_pkey (base64-encoded). Private key that is required to use the certificate.
For details on format of the props web resource, refer to the Appendix (on page 27).

2. 1dP responds with code 201 "Created" and Location header pointing to location of SP
web resource IDP_API BASE URL/sp/sp_id/props. If the short mode is chosen,
the response body contains the SP properties in the same format as the props
format.

4 The SP stores the registration data retrieved from IdP. In further
interactions, messages from the SP can be marked with this SP identifier
and messages can be signed or encrypted in either direction.

Updating Registration Settings of SP in IdP

» SP registration settings are updated according to the following schema:
1 The SP issues HTTP request PUT IDP_API_ BASE URL/sp/sp_id/props.

The props resource must contain new SP properties. For details on the props format,
refer to the Appendix (on page 27).

If sp_cert value is set to "new", then a new certificate is created by IdP.

2 |If the putback registration mode was chosen, IdP responds with the
following HTTP request:
PUT SP_API_BASE_URL/idp/idp_id/props.

The props resource must contain new SP properties.

3 If IdP cannot update SP registration settings, it responds with an HTTP
error code from range 4xx or 5xx depending on the error cause and
terminates the procedure. Else, it saves provided registration information
and responses with status code 200. The response body contains the
props content.
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Canceling SP Registration in IdP

» The registration canceling is performed according to the following schema:
1 The SP sends registration cancellation request to IdP.
It sends HTTP request DELETE IDP_AP| BASE URL/sp/sp_id/props.

2 |dP removes all data and settings associated with the SP and responses
with status code 200 on success.

3 The SP removes registration data that is associated with I1dP.

Proxied Authentication Request Interface

This interface is used to query local account ID corresponding to given credentials.

Endpoint URL: SP_API_BASE_URL/users

Note: The SP_API BASE URL prefix is specified by an SP on the first step of registration
the SP in |dP. For details, see the Registering SP in IdP section (on page 15).

» The following schema is used to query local account ID corresponding to given credentials:
1 IdP sends HTTPS POST request to URL SP_API BASE URL/users.

POST parameters are user name and password. Credentials are sent in plain text.

2 |If SP considers the supplied credentials to be valid, it returns a web
resource containing the account id parameter.

For details on the output format, refer to the Appendix (on page 27).

The parameter value is a local account login name or other identifier depending on the
url mapping parameter (that was specified on registration of SP in IdP).

If credentials are not valid, the SP returns empty web resource.

Delegation Rules Management Interface

A principal can be authenticated to IdP not only by a standard schema (see the Authentication
in IdP section), but by a delegation rule. Practically, the rule is a right to be authenticated on
condition that a specific principal has already been authenticated.

Say, principal B has delegated authentication to principal A. Now if A is authenticated, then B
is considered to be authenticated too. The delegation rule is presented schematically in the
following way: A->B. An SP is allowed to add or remove A->B rules only if B is a local
account at this SP.

Note: Since operations performed via the interface are subject to change, they are not
described in details.
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Local Account ID Mapping Interface

Provided by SP local account IDs are stored in corresponding web resources at IdP. For
details, refer to the Local User Registration in IdP section (on page 10). The identifiers
(account_1id) may differ from account login names. In such case, a mapping service should
be provided by SP. The service must map account IDs to login names. IdP uses it to display
exactly login names in the "selecting account" dialog. To provide the service, SP must be
registered with the name_mapping_url parameter that contains URL of the local account ID
mapping interface. The interface is used to resolve an account identifier.

Endpoint URL: name_mapping_url

The following schema is used to resolve a local account ID:

1 IdP sends POST request to the endpoint URL containing list of identifiers
that should be resolved.
This list is plain-text web resource with one identifier per line.

2 SP sends response in a plain-text web resource where keys are requested
identifiers and values are respective login names.

The web resource content format is described in the Appendix (on page 27).
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Front Channel Interface

In this section:

Authentication-related Operations .............oooveeiiiiiii e 21
FI Management OperationsS...............uuuueuuuiuueiiiiiiiiiiiiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeaees 23

This interface is used to perform the following operations:

Operations performed on user authentication

= Process a principal's credentials by |dP
= Select a required local user from local users pertaining to a specific Fl

Federated identity (FI) management operations

= Associate a local account ID with a specific Fl
= Detach a local account ID from a specific Fl
= Change Fl/global account properties

SP endpoint URL: SP_API_BASE_URL/ui
IdP endpoint URL: value of response url

The two groups differ in the operation invocation conditions. For details, refer to the
Authentication-related operations (on page 21) and FI Management Operations (on page 23)
sections.

The operations differ by parameters that are sent from IdP to SP (called input parameters),
and parameters that are sent back from SP to IdP (called output parameters). For each of
the operations, IdP queries a principal with an operation-specific input dialog (hereafter
called dialog) to retrieve output parameters. SP renders the user interface of a dialog and
displays it to UA. Each operation has a corresponding user interface (HTML form) called /dP
user interface.

Important: SPs must not add specific business logic to dialog logic, because dialog logic is
subject to change.

» The schema of each dialog is as follows:
1 |IdP redirects UA to SP with input parameters:

Destination URL is SP_API_BASE _URL/ui. The SP_API_BASE URL is defined by the
SP when it is registered in IdP. For details, refer to the Registering SP in IdP section (on
page 15).

The following input parameters are sent for all operations:
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1. ui_ type. Type of operation. Allowed values: idp_fi_detach, idp_fi_attach,
idp_fi_update, idp_select_name, idp_login.

2. response url. URL to which SP must redirect UA after a user submits an HTML
form provided by the SP.

3. request id.Request identifier. This parameter should be present in the output
parameters list and should not be modified by SP.

4. relay state. RelayState parameter. For details on the parameter, refer to the 3.5.3
RelayState section of the Bindings for the OASIS Security Assertion Markup Language
(SAML) v.2.0 document.

SP displays an HTML form using the input parameters. The form contains
output parameters.

When the form is submitted, the output parameters are sent to IdP.

If user has confirmed closing the dialog (e.g. pressed the "Submit" button),
the output parameter confirmed with any non-empty value must be
returned. IdP processes the HTML form data.

If user has cancelled the dialog, the confirmed parameter should not be
present (other parameters except request id are ignored by IdP in this
case).

When a dialog is finished, |dP performs one of the following actions:

Redirects UA to the URL specified by the response url parameter.

This action is performed if a principal invoked one of FI management operations.

Sends AuthnResponse SAML message.
This action is performed if a principal opened a global session with IdP and has a single

local account permitted to access a specific SP resource, or if the principal cannot be
authenticated to IdP.

Starts a new dialog.

This action is performed if a principal has opened a global session with IdP and has
multiple local accounts permitted to access a specific SP resource.

Note: Here we do not consider communication via the Back Channel interface.
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Authentication-related Operations

All operations described in this section must be invoked on 3 and 4 steps of the principal
authentication. If a principal does not have an opened a session with the SP which resources
he or she wants to retrive, the "challenging for credentials" operation is called. If the
operation succeeds, the session is created. If the session is created, and the principal has
several local accounts that are permitted to access the resource, the "selecting local
account" operation is called.

For details on the authentication, see the Authentication in IdP section (on page 8).

In this section:

Challenging for Credentials ... 21
Selecting Local ACCOUNT .........uuiii e 22

Challenging for Credentials

This operation is used to process a principal's credentials by IdP.

Input parameters:

= ui type. Operation type. Allowed values: idp_login
* message_ id. Message containing error codes if the operation is failed. Allowed values:
= AUTH_FAILED. Authentication failed.

= SP _CREDS_REQUIRED. Input local account credentials. This value is used when a
user has no local accounts corresponding to a specific Fl at a specific SP.

Output parameters:

* user name. Local account ID. If the SP does not use local account ID mapping service,
the parameter value is local account login name. For details on the local account ID
mapping, refer to the Local Account ID Mapping Interface section (on page 18).

* user password. Local account password.
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Selecting Local Account

This operation is used to select a required account from local accounts which identifies
pertain to a specific Fl.

Input parameters:

= ui type. Operation type. Allowed values: idp_select_name

= List of parameters: name 1, name 2..name n.
Each parameter stores a corresponding local account identifier. IdP retrieves the
identifiers from the corresponding local account resources. For details on local account
resources at IdP, refer to the Local Account Registration in IdP section (on page 10). If
the SP does not use local account ID mapping service, local account identifiers are local
account logins. For details on the local account IDs mapping, refer to the Local Account ID
Mapping Interface section (on page 18).

Output parameters:

case 1: A principal has selected an identifier from the list.

= name. String containing local account identifier.

case 2: A principal has entered new credentials.

= name. Empty (zero length or white space only) string
= user name. Local account identifier.
* user password. Local account password.
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Fl Management Operations

In this section:

Associating Local Account ID with Fl.........ooooiiie 24
Detaching Local Account ID from Fl ..., 25
Updating FI Properti@s..........ooouiiiiiiii ettt e e eaaees 25

This interface is used to associate a local account ID with a specific Fl, detach a local
account ID from a specific Fl, and change Fl/global account properties

All operations described in this section are performed on HTTP GET request from UA to the
URL IDP_API_BASE_URL/fi ui.

The following input parameters must be specified:

* action_ id. Operation identifier. Allowed values:
associate. Associate ID of a current local account with an Fl.
detach. Detach a local account ID from FI.
update. Change Fl/global account properties.

= user id. Local account ID.

* sp_id. SP identifier.

* redirect url. URL to which UA is forwarded after performing the operation. Before
forwarding a user, IdP adds the following arguments to this URL:

* have associated fi. Aflag specifying if a local account is associated with an FI.
Allowed values: true or false.

* associated fi name. Name of the associated FIl. This argument may be omitted
(even if have_associated_fi=true).

= result code. Status code of an operation. May be omitted if operation was
successfully performed. If operation failed, this argument holds an error code.
Application that received this code is expected to show an error message to a user.

Allowed values:

FIM ERR FORBIDDEN. A user is not allowed to perform an operation (for example, if
a user is not authenticated by IdP).

FIM ERR BAD REQUEST. Incorrect request (for example, if a required parameter is
missing).

FIM ERR FAILED. Operation failed due to some IdP error (either internal or caused
by incorrect parameters).

FIM OK. Operation succeeded.



24

IdP Interfaces

Associating Local Account ID with Fl

This operation is used to associate a specific local account identifier with a specific Fl.

Input parameters:

ui type. Operation type. Allowed values: idp_fi_attach

message 1id. Message containing error codes if the operation is failed. Allowed values:
= FI_AUTH_FAILED. Federated identity authentication failed.

= FI_NOT_FOUND. Requested federated identity does not exist.

= FI_ALREADY_EXISTS. Requested federated identity already exists.

fi user name id (optional). Suggested Fl login name.

local user id. Local account ID. IdP retrieves the identifier from the corresponding
local account resource. For details on local user resources at |dP, refer to the Local
Account Registration in IdP section (on page 10). If the SP does not use local account
ID mapping service, the parameter value is local account login name. For details on the
local account ID mapping, refer to the Local Account ID Mapping Interface section (on page
18).

Output parameters:

mode. The operation mode. Allowed values:

= create_new. Create a new FI.

= use_existing. Associate a local account ID with existing FI.

= use_current. Associate the account ID with the FI currently used by the principal.
fi user name_ id. Fllogin name.

fi password. Fl password.

fi user email. E-mail address that can be used for password recovery.
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Detaching Local Account ID from Fi

This operation is used to detach a specific local account from a specific Fl

Input parameters:

= ui type. Operation type. Allowed values: idp_fi_detach
= fi user name id. Identifier of currently used FI.

* local user id. LocalaccountID. IdP retrieves the identifier from the corresponding
local account resource. For details on local user resources at |dP, refer to the Local
Account Registration in IdP section (on page 10). If SP does not use local account ID
mapping service, the parameter value is local account login. For details on the local
account ID mapping, refer to the Local Account ID Mapping Interface section (on page 18).

Output parameters:

no operation-specific parameters.

Updating Fl Properties

Each FI corresponds to a single global account and vice versa. If a user specifies global
account credentials when authenticating to IdP, the FI corresponding to the global account is
used to identify what local accounts are accessible for the user. IdP examines local account
IDs included into the Fl, picks up the IDs of the accounts that can be used at a specific SP,
resolves the IDs to account login names and sends the list of the login names to the user.

This operation is used to change of a global account password.

Input parameters:

= ui type. Operation type. Allowed values: idp_fi_update

* message id. Message containing error codes if the operation is failed. Allowed values:
= FI_AUTH_FAILED. Federated identity authentication failed.
= FI_NOT_FOUND. Requested federated identity does not exist.

» fi user name id.Login name of a global account corresponding to the Fl. Global
account is an entity stored in IdP database.
fi user email. E-mail address that can be used for password recovery .

Output parameters:

* current fi password. Current global account password.
* new fi password. New global account password.
» fi user email. E-mail address that can be used for password recovery.
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Single Sign-on Branding

The APS Identity protocol allows Parallels products to support branding in terms of
identification of a product or a service with the parent company. For instance, if
resellers of services provided by Parallels Plesk Control Panel want end customers not
to know they actually purchase services from a reseller, not from a direct provider,
Plesk administrator can configure branded IdP for the resellers to hide original IdP URL
(called default IdP URL) from end users.

By default, all SSO-participating applications exchange security data with a default IdP.
A default IdP URL (domain name and port) is given to the applications on registration in
a specific IdP. The applications may implement ability to change the default IdP URL
without re-registering in the IdP (in case the IdP was moved to another domain).

A branded IdP is actually a proxy between a default IdP and a reseller's domain. All
data transferred from the domain to the branded IdP must be redirected to the default
IdP. When the default IdP has processed the data, it must be returned to the domain
through the branded IdP. All these proxy-related operations must be implemented by
an SSO-participating application that owns the branded IdP.

The reseller must have the ability to roll back default IdP URL.

If an SSO-participating application is controlled by several branded resellers, it should
be able to identify which IdP should be used for each incoming request by the request
host header. Controlled applications should use a translation table of associations
between domains and branded IdPs.
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Appendix. Properties Format

This is the format of a web resource that contains properties of an object. The following
restrictions are imposed on the format:
= Data type is "text/plain".

= Resource content is a list of lines each describing one property (empty lines are
allowed and ignored).

= Lines have the following format: property name = property value.
= Property name should not contain non-printable characters.
= Delimiter between property name and value is " =".
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