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IDC OPINION

Organizations in Asia/Pacific are increasingly going mobile to getcloserto notonly theircustomers
buttheiremployeesandbusinesspartnerstoo. Therising need fororganizations to transitionto a
mobile-firstenvironmentcomes with its own setofchallenges thatevery IT leadershipteamneeds
to grapple with. From securing the mobile accessto corporate resources to managing the myriad
device usage policiesas well as the integration headaches thatthese newtechnologies present, it
is no wonderthatthere is still a significantgap between the organization's vision for mobility v ersus
its actual execution. While this may seemcounter-intuitive to some, IDC believes thatthis is where
virtualization technology can help IT departments address a lotofthe challenges they face when
rolling outand managing theirmobility solutions. To geta bettergauge ofthe trends shaping
mobility and to uncoverthe relationship between mobility and virtualization, IDC conducted a
survey across 10 countries across the Asia/Pacific region. Some ofthe key takeaways from this
survey include:

= BYODisa prevalenttrend among organizationsin Asia, with countries inASEAN as well
as Australia leading the way whenitcomes to supportforBYO.Seven out of 10
organizations inthe region eitheralready have a BYO policy in place formobile devices or
are planningto roll outaninitiative withinthe next 12 months. Evenforlaptops, overhalfof
the organizations surveyed havea BYOD policy in place. Nearly halfofthose surveyed
also supportcorporate-liable mobile devices, thus reinforcing the observation ofhow well
mobility is adopted within enterprisesin the region.

» Havingsucha mixed bagofdevices and policies creates significantchallenges forIT in
managing and supporting these devices, as well as providing a seamlessaccessto
corporate resourcesonthese devices. T his sentimentis echoed by the survey
respondents as the 3 main challenges cited by organizations with their BYOD policy are
around:

1. Securing the data/contentexposedto these BYO devices
2. Application provisioning and managementforthese BYO devices and
3. Device management/supportitself

= Nearly one-third ofthe organizations thatsupportBY O policy use some form of
virtualization technology to deploy applications to these user-owned devices. T his number
is even higherforcorporate-liable mobile devices with nearly 4 out of 10 organizations
using either remote application publishing orvirtual desktop infrastructure to support
application deploymentand access, thus confirming the view on how virtualization
technology enables mobile access forenterprises.
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METHODOLOGY

The findingsin this IDC White Paperare basedonanIDC survey conducted overthe phone
between June and August2016 across 10 countries across the Asia/Pacific region: Australia, Hong
Kong, Japan, Korea, Malaysia, Philippines, the People’s Republic of China, Singapore, Taiwan
and Thailand. IDCinterviewed 706 seniormanager-and IT director-level respondents, all ofwhom
eithermake orinfluence applicationdelivery related decisions fortheircompanies. These
respondents were from organizations with atleast 100 employees globally and across a broad
cross-section ofindustries, including financial services, manufacturing, publicservices,
telecommunications, media and utilities (referto Appendixfor more detailed segmentation).
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SITUATION OVERVIEW

Enterprises All Geared Up for Mobile

Mobility's role inan organization is fairly well-understood today, given notjustthe maturity of
mobile technology, butalso its rapid adoption by consumers and theirwillingness to use itfor both
personal and businessuse. Thesetrends are fairly consistentin Asia as well, with BYO adoption
and supportbroadly accepted among enterprisesinthe region. Figure 1shows thatatleast2in 3
surveyed havea BYOD policy orplanto putone in place withinthe next 12 months for
smartphones, tablets as wellaslaptops. This is a good sign as ithelps to reduce an organization’s
potential exposure to security threats andrisks.

FIGURE 1

In a BYOD Policy We Trust

Q. Does your organization have a BYOD policy?

Maobile devices Laptops
(smartphones and tablets)

W ves [l Mo, but planning in next 12 months H o

N =706
Source: IDC Remote Application Delivery Survey, 2016

Interestingly enough though, this policy does notyetextend to the entire organization. Only 20% of
the organizations thathave a BYO policy in place extend itto the entire workforce acrosslaptops
and mobile devices. Geographically, Australiaand ASEAN countrieslead the regionin BYOD
adoptionforbothlaptops and mobile devices, with Japan having the lowestshare inthe region.
From a verticals perspective, professional services companies lead the way inenabling BYOD for
laptops, although whenitcomes to mobile devices, banking and financial services institutions are
mostsupportive of BYOD, with overthree-quarters ofthe respondentcompanies in this sector
having a BYOD policy in place. Evenfrom a corporate-liable mobile device adoption perspective,
more than halfof the organizations have either deployed orare planningto de ploy them within the
next 12 months.
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However, this supportforuser-owned and/or corporate-liable mobile devices comes with its own
setof challenges. The organizations thathave adopted a BYOD/CYOD (bring yourown
device/choose yourown device) policy foreitherlaptops or mobile devicesface three key
challengesinenabling and supporting these devices (see Figure 2):

1.

Securing the data and contentaccessed through employee devices. T his remains, and will
continue to remain the biggestchallenge for ClOs with theirmobile deployments.

Device/Application provisioning and management. Allowing BYOD access increases the
costofprovisioning and managing corporate applications as the device configurationsare
no longerinIT's control and hence manageability becomes a challenge with the diverse
device types thatenterthe corporate environment. More critically, mostorganizations'
technology investments still straddle across new and legacy environments, whichneed a
bridging approach to enable legacy application access onthe new environments (more on
this in the next section).

Userauthentication and profiling and associated policy developmentefforts. Users
bringing theirown devices into the workplace require a differentform ofauthentication
protocol asthe typical single sign-on approachis notfeasible anymore, thus requiring
otherforms oftrust policies and,in many cases,a more restrictive accessto the corporate
network.

FIGURE 2

Securing Data Tops BYOD/CYOD Deployment Challenges

Q. What are the top challenges that your organization faces with BYOD/CYOD?

N =555

Securing data/content - 379,
App provisioning/mgmt -

Device mgmt/support

User authentication/profiling

Policy development

Others | 1%

Source: IDC Remote Application Delivery Survey, 2016
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APPLICATION DELIVERY IN THE NEW DEVICE ECOSYSTEM

WithBYO and corporate-liable mobile devices in the organization mix, there is a need to alterthe
application delivery strategy aswell, as the traditional corporate-liable PC-based approach will no
longerwork in this mixed-device context. One ofthe challenges with this changing device dynamic
is the need to deliverlegacy applications, which continue sto have a presenceinmany
organizations across the regioneventoday. IDC's survey reveals thatnearly halfofthe
organizations inthe region have a need to deliverlegacy applications to these new mobile
environments, with those in North Asia — Korea, Greater China and Japan — showing the highest
need (see Figure 3).

FIGURE 3

A Need for Legacy Application Support

Q. Does your organization have legacy Windows applications and/or peripherals that need to be
supported on new environments?
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Source: IDC Remote Application Delivery Survey, 2016

Of course, applications themselves have undergone a sea-change interms oftheir cross-device
interoperability and accessibility. There are multiple options available in terms ofhowthese
applications can be delivered to mobile usersin the organization. T his factis also well-reflected in
IDC's survey results, with mostorganizations relying on either native apps orcloud-based apps as
a delivery medium. However, more than 2 of out 5 organizations surveyed indicate thatthey rely on
some form ofvirtualization technology to deliver applications to the mobile devices in their
organization, be they employee-liable orcorporate-liable (see Figure 4).
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FIGURE 4

Application Delivery On Mobile Devices

Q. How do you currently support corporate applications on mobile devices (BYO or corporate
liable)?)
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Source: IDC Remote Application Delivery Survey, 2016

Virtualization Considerations and Challenges

Virtualizationtechnology's usage and prevalence in organizations is thus fairly well-entrenched,
although adoptiondoesvary by country aswell as vertical. More importantly though, there is a real
need forremote access and virtualization technology to deploy applications to mobile devices, with
nearly halfofthe surveyed respondents in the regionindicating theirinterestin leveraging
virtualization for delivering applications. T his resultis, of course, nothomogenous across countries
orverticals, with the banking/financial services sectorand communications/professional services
being the mostinterestedinthe region. From a country perspective, the Greater China region
showed the mostinterest, which also aligns with the penetration of mobile technologyinthese
countries, necessitating a need forusing all available means to enable mobile access.

Interestingly, when asked whatparametersthese organizationslooked at to evaluate a
virtualization solution forapplication delivery, the main considerations were fairly aligned with the
concerns they had around mobility as well — namely managing costs which aligns well with the
goalofsupporting BYOD, simplifying IT operations as VDI solutions provides a good solution to
managing application delivery,and securing the data and contentwhenitis exposed on mobile
devices (see Figure 5). In fact, enabling mobile accessis nowone ofthe top 5considerations
when evaluating virtualization technology, thus making itcritical forthe vend or community to focus
onthis aspectoftheir product/solution offering.
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FIGURE 5

VDI/App Publishing Roll-Out Considerations
Q. What were the top considerations for rolling out your VDI/application publishing platform?

Managing cost 21%
Simplify IT operations (support) 20%
Securing data and content 20%
Streamline DT mgmt 16%
Enable mobile access 12%
Extend PC lifespan 11%

N =597
Source: IDC Remote Application Delivery Survey, 2016

However, as any ClIO who has run through a virtualization deploymentsolution will ad mit, there are
significantchallengesin deploying and managing this solution, notto mentionthe constantuser
angstona sub-optimal userexperience — given the inherentnature ofthe technology itself (native
versus remote-rendering) — albeitthere have been significantimprovements overthe years. When
asked to nametheirtop challenges when deploying virtualization, the feedback centered around
performance and flexibility issues as well asthe implementation and supportcosts needed to keep
the solution running, although cloud-based deploymentmodelsdo makeiteasiernowto adopta
more dynamic scaling approach for VDI. However, it stilldoes notcompare as wellto a native
experience,and there are stillinvestments needed intechnical skill sets to keep the systems up
and running (see Figure 6).
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FIGURE 6

VDI/App Publishing Roll-Out Challenges

Q. Please rank the following challenges your organization faces in rolling out corporate
applications via VDI /application publishing faster.

Security concerns

Performance and flexibility issues

Source: IDC Remote Application Delivery Survey, 2016

These challenges and considerations dictate the vendor selection criteria thatorganizations
typically gothrough whenidentifying their virtualizationimplementation and management partner
of choice. Given CIOs’ security concerns today, a vendor’s credentials in security are now more
like table stakes neededto gainentry into the game. Thisfactis well-reflected inIDC’s survey in
whichtechbuyers acrossthe region rated security credentials as theirtop criteriawhen
considering a solution provider. T he other major considerations include the solution provider's
deepverticaland business consulting expertise aswell as theirexperience in ensuring smooth
integration with the organization's existing legacy systems. T he lastmajorhurdle thatthe vendor
community needsto crossis around the ease ofimplementation aswell as the ability to provide
multi-platform support. Both these considerations are especially importantinthe case of
virtualization, especially given the disparate client, middleware and back-end infrastructure thatis
presentin mostorganizationstoday as well asthe challengesinimplementing a systemthat
seamlessly bridges the differentplatforms (see Figure 7).
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FIGURE 7

Top VDI Solution Provider Selection Criteria

Q. Please rank the following attributes according to how important they are for you in choosing a
VDI solution provider.

Security skills (e.g., user profile/access control

Integrate into legacy systems

Multi-platform support

Source: IDC Remote Application Delivery Survey, 2016

CONCLUSION

BYO as well as corporate-liable mobile devices continue to gain significance within Asian
organizations. More critically though, their pre-eminence hasnotdiminished the needfor
virtualization solutions thatwere originally designed to help deploy legacy applications ina deskiop
environment. If anything, there is a significant positive correlation between the rise ofthis mobile
workforce with virtualization solution deployments. Thatbeing said, virtualization technology does
compete againstthe more convenientmobile/cloud-based app deploymentmodels to enable the
broadrange of mobile use-cases. Butthere are still use cases showing virtualization to be the most
cost-effective solutionto deliverthese applicationsto mobile users, partly because these
applications arejusttoo expensiveto portoverto a mobile context.
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ESSENTIAL GUIDANCE

As a technology decision maker, understanding both the scenario and the use case for mobile
deploymentis the critical starting pointto identifying the type of solution thatwill bestaddressthe
applicationdelivery needs for yourorganization. Beyond this principal consideration though, the
otherstrategicconsiderations should also focus on the need for multi-platformsupportand
adopting a solutionthatis quick and easyto implementas these criteria often getoverlooked when
having the initial conversations around the solution's capabilities. Evaluating vendors based on
these capabilities canresultin significantcost-savings foryourorganization upfront, which typically
happensto be a veryimportantKPIfor getting buy-in from the leadershipteam forany IT project.
Specifically, IT decision makers -

» Needto keepup withthe pace ofnew OS and application software and the diversity of
end-points devices theywill be expected to runon

= Mustlearnto do more withless as the budgets forIT staffing will notlikely increase atthe
same rate asthe users, applications, and devices these organizations will be expected to

support

= Should position VCC deployments as enabling secure use cases as opposedto solutions
to IT problems and/orcostdown initiatives
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